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Abstract

This thesis argues that post 9/11 means of surveillance employed by US government intelligence
agencies have interfered with foundational norms of liberal democracies. Coercion, identified as
the most problematic aspect of surveillance, is found to be applied unwarrantedly in post 9/11
approaches to surveillance due to lack of consent. Citizens cannot consent to coercion from
surveillance because they are not informed enough to consent. Based on foundational works of
liberal theory, this paper creates frameworks for understanding principles of consent and
publicity normatively, and then applies these definitions to instances of post 9/11 surveillance.
This application finds that surveillance methods have departed significantly from the norms that
sustain liberal democracies. Based on this application, this paper will examine the implications
of these instances for the sustainability of democratic regimes. In assessing this potential
sustainability, this paper discusses the feasibility and limitations of a “democratic surveillance”
in the US. Ultimately, this paper concludes that, because of the increased value placed on
information collection for security purposes, intelligence operations are unlikely to scale back
surveillance, meaning that incremental efforts to publicize surveillance provide the most
promising route towards a more justified surveillance that better sustains democracy.
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I. Introduction
1.1 Research Focus
The enhanced appetite for surveillance in the wake of 9/11 coupled with digital age technological
advancements have brought forth significant implications for democratic governance. While
many of these “new” surveillance methods may be technically legal, they can be coercive to a
degree that interferes with the individual autonomy and rights of citizens, necessitating inquiry
into whether these methods are justified. This paper will therefore consider these new methods
through the lens of what is justified with reference to foundational democratic principles, and not
what is technically legal.

To assess whether these means of surveillance are justified, this paper will refer to liberal
democratic principles upon which the United States was founded. By referring to these
principles, founded in liberal theory, this paper will assess the extent to which they are being
interfered with by the application of modern approaches to surveillance. In examining sow these
approaches conflict with integral democratic principles, focusing on coercion as the most
problematic aspect of surveillance, this paper will conclude that certain forms of surveillance
present a danger of eroding democratic norms in favor of state control. From this understanding,
this paper will describe this erosion as gradual, illustrating its progression and the future
concerns that may arise. Finally, it will argue that adherence to such principles, by guarding
against undue interference from coercive surveillance, is important to insure that such

democracies are legitimate, functioning, and sustainable.
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1.2 Significance of this Project
This paper examines how increased surveillance carries the potential to harm the functioning of
democracy. Investigating this erosion of foundational democratic principles through surveillance
offers an opportunity to question whether the US has remained firm in its commitment to
democratic ideals. As will be explored further in the paper, instances by which the state, through
surveillance, infringes upon these guiding principles, reflect a prioritization of certain values
over those of its citizens, who are crucial to democratic function. In a world where information
has become more valuable than ever, this has led to a prioritizing of intelligence operations,
which coupled with technological advancements, could destabilize democracy. The way in which
post-9/11 surveillance has conflicted with aspects of democratic function are important in
assessing the sustainability of current liberal democracies, and whether “democratic
surveillance” can exist in an increasingly informational battlefield. In this regard, this paper will
contribute to surveillance literature that discusses the recent advancements in approach and
technology, but this time involving a discussion of normative liberal theory in evaluating whether
the state’s actions are justified and what consequences of these actions may be. This project is
not focused on the ethics of surveillance, but rather how the structures of democracy are impeded
by surveillance activities. Additionally, this project does not aim to predict the ultimate outcome
of democratic erosion, but rather to highlight that a concerning shift is currently taking place.
1.3 Roadmap for this Paper -

I. A Theoretical Examination of Surveillance.
This section will analyze surveillance from a theoretical perspective, examining its features,
by-products, and how they may be problematic. Focusing on the role of coercion, this section

will identify how coercion works and how surveillance can be coercive. Having identified
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coercion, this section will determine how coercive aspects of surveillance could undermine
democratic principles in significant ways, if not applied correctly.

II. A Theoretical Examination of Democracy and Democratic Principles.
Having explained what surveillance is and where its significance lies, this section will explain
what democracy fundamentally is and how these democratic principles of consent and publicity
work to uphold democracy. This section will provide a relatively detailed discussion of the
theoretical make-up of each of these principles, providing a functional framework for each.
These frameworks will be used later in guiding the empirical section, examining circumstances
where surveillance interferes with these frameworks.
III.  An Application of these Theoretical Frameworks to Recent Developments in

Surveillance

This section uses the frameworks established in the previous section, applying them to historical
instances when the US government has made significant changes in surveillance approaches
post-9/11. This application of the established theory is the test of this project, determining
whether recent surveillance developments align with democratic pillars. However, to arrive at
these instances that will be tested, this section will first determine how post 9/11 surveillance is
different from surveillance before this point. This differentiation will come in the form of
historical background on US surveillance, while addressing the specific changes that occurred
after 9/11. In roughly chronological order (because the timelines of some instances overlap with
each other), this section will highlight the most significant developments to directly examine
them under these established frameworks. By following this chronology, this section
demonstrates how surveillance approaches have built upon each other, increasingly encroaching

on democratic principles over time.
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IV.  Conclusion

The conclusion will contextualize the findings of the application section regarding modern
surveillance’s interference with democratic norms. More specifically, it will analyze the
implications of these evolving tensions for democracies, particularly in maintaining a balance
between the interests of citizens and those of state intelligence agencies. Having analyzed these
implications for current liberal democracies, this section will then address future concerns and

propose reference points for potential policy recommendations.

Section II- An Examination of the Interplay Between Surveillance, Democratic Norms and

the Role of Coercion.

In analyzing how surveillance can impede the realization of democratic principles, it is key to
examine which aspects of surveillance are most problematic in their potential to interfere with
the function of democracy. This paper will argue that surveillance’s capacity to coerce is its most
impactful aspect in exerting control, through an exploration of the works from works in liberal
theory. Beyond exerting control, coercion also presents the most significant challenge concerning
the individual autonomy of citizens and the functioning of democratic institutions. This section
will first define coercion as a general concept and then contextualize it in how surveillance is
coercive. This definition of coercive surveillance will be used in the following section when
discussing liberal principles concerning coercion. This section dictates that coercion is not an
inherently negative or unjustified trait, but an impactful quality that can be used in unjustifiable

ways.
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2.1 Qualities of Surveillance - Perspectives of the State and Individual?

Before assigning coercion as the aspect of surveillance that is of focus in this paper, an
exploration on what makes surveillance problematic will be conducted. In monitoring the
dangers or risks that surveillance presents, this paper focuses on the threats to both the state and
civilians. For individual civilians, surveillance can provide security from foreign actors, while
also posing a threat to an individual’s autonomy through coercion. Considering the perspective of
the state, it must also be concerned with protecting its citizens through surveillance while also
upholding its social contract relationship with its citizens. In this sense, the use of surveillance as
a coercive technique poses a threat to the relationship between the state and citizens that is
required for democratic governance. A tension exists in this relationship, as those who are
charged with maintaining this balance may act to prioritize security interests over social contract
agreements when coercion of citizens may be unjust. In this tension, understanding whether this
coercion through surveillance is justified will be indicative of whether surveillance approaches

have unjustly prioritized the security interests.'

2.2 Why Frame Coercion as the Central Issue?

In directing this paper’s attention to coercion, a justification for focusing on coercion and not
privacy in this paper is necessary. In arguing for privacy, one could explain that the state’s access
to information about one's private life is the most problematic part of modern surveillance, as the
government has access to vast amounts of consumer data such that it must be considered an

infringement on the private sphere that liberal theorists would have conceptualized. The most

" While this paper will be focusing on the US specifically, it will not involve a discussion over any cultural or
sociological elements that have contributed to the culture around surveillance or individualism that has formed.
While surveillance in the U.S. has a history of discriminatory practices, this paper will not explore its disparate
application. Instead, it will treat the civilian population as homogeneous, assuming that the instances of the heaviest
surveillance are applicable to the entire public.
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significant liberal conceptions of informational privacy are found in Supreme Court Justices
Warren and Brandeis’s essay, where the right to be left alone was characterized as a
constitutional right to privacy. In this sense, information about a person is worthy of protection,
even if it occurs in public. In making this argument, the aim was to protect individuals’ peace of
mind based on the principle of an “inviolate personality,” which was part of a broader right to

personal immunity—the right to one’s personality. (Warren and Brandeis 1890)

Despite these issues, privacy as a concern is secondary to coercion for this paper. More
specifically, the access to citizens’ private information is what enables the state to coerce
individuals. The real issue is not zow the state can leverage private data, but that they can and
are leveraging private data to coerce. This, along with the complicated nature of theory on
informational privacy and the third-party doctrine, which will briefly be addressed, serves as

justification for excluding privacy from the main debate.

2.3 Defining coercion concerning surveillance

In centering on the topic of coercion, it is important to discuss what coercion is in relation to
surveillance. Moreover, defining how the coercive aspect of surveillance happens, and thus what
factors contribute to its efficiency to coerce, are also important points to target. As coercion must
be judged circumstantially and with context, this section will only discuss what coercion is,
rather than forming a concrete framework. This section will show that coercion is an important

consequence of surveillance without raising examples and placing limitations on it.

In analyzing state-employed coercion, the presence of coercion must be accepted within
the context of the sovereign-individual relationship. Mill’s On Liberty interprets coercion as the

state compelling an individual based on the idea that some evil will be done to him (which Mill
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believes is unwarranted). (Mill 1863) Outside the threat of powerful agents threatening
individuals, Mill adds that the stigma surrounding legal penalties may carry more weight than the
punishments themselves, indicating that the social reaction towards breaking certain laws will

further fuel the state’s coercive capabilities. (Mill 1863)

Opposing Mill’s perspective, Nozick’s work challenges many of the contemporary views
on coercion. Differing from Mill’s relatively direct and legally focused conception of coercion,
Nozick determines that coercion functions by way of threats where the act of coercion from the
state operates through the will of the person coerced. (Kiener 2020 ; Nozick 1969) Nozick’s
differences from the direct conception of coercion contribute to a more varied understanding of
how a state’s surveillance can coerce its people. To view coercion through the topic of
surveillance requires an analysis for how surveillance can enforce upon the individual the idea
that the state holds a threat, even if the state does not need to specifically threaten the individual.
(Kiener 2020 ; Nozick 1969) For example, the widespread presence of surveillance mechanisms
such as CCTV produces a coercive effect, in reminding citizens that the state may potentially
pose a threat to their well-being (should they be caught), while also acting as a reminder of legal
codes that citizens must abide by. Virtually all means of surveillance can be considered to exert

coercive control over civilians.

2.4 What makes surveillance effective in its goals of coercion?

Beyond the visible presence of surveillance mechanisms for the public to acknowledge, the state
may also employ methods that are more or less coercive than just the reminder of the state’s
power and its capability of punishing citizens. For instance, the state publicizing the workings of

its means of surveillance creates a different level of coercion than just the presence of these
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means. In this sense, seeing that a means of surveillance is in operation can be quite different
from understanding how it works and how one can avoid being surveilled. If one understood the
full extent of the state's surveillance activities, then one would be much better equipped to
employ counter-surveillance mechanisms to avoid being surveilled. From here, one who
understands how to counteract state surveillance is experiencing less coercion than someone who
is only aware that the state holds the capability to punish, as he understands how to operate
outside the surface area covered by the state’s surveillance activities. If one understands
surveillance mechanisms not to be all-encompassing and thus breachable, then he has broken the
power of the state or the idea that the state’s power may be total. In operating outside of the
bounds of the law, not only is the state not able to effectively coerce, given that the threat of
punishment is finite, but the legitimacy of the state is also damaged. However, in a scenario
comparing ‘person A’, who is aware of the limits of surveillance, and ‘person B’, who is only
aware of the presence of surveillance but not its extent, it is still crucial that ‘person B’
understands that the state has surveillance capabilities for him to be coerced. For example,
without the understanding that the state carries a threat, ‘person B’ could not receive the threat

and thus would not take part in his coercion.

In applying this logic to surveillance in practice, it seems that the presence of surveillance
mechanisms, ideally existing in ubiquity, are most effective in coercing the public, provided that
citizens do not have precise visibility into their means. This ubiquity of surveillance is important
to obfuscate a precise understanding of surveillance systems while presenting the threat that the
state holds. (Goold and Loader 2013) Additionally, beyond theoretical arguments, studies on
ambiguity aversion demonstrate that the concealing of surveillance techniques may be effective

in crime prevention. Well-known studies such as Daniel Ellsberg’s Risk, Ambiguity, and the
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Savage Axioms indicate that humans generally avoid making decisions associated with uncertain
probabilities, indicating that the more ambiguous surveillance methods are, the more likely those
who look to commit crimes will avoid them. (Ellsberg 1961) Based on these factors, this section
can determine that, beyond an indication that the state holds control via seen or unseen presence,
the disguising and eventual banalization of surveillance technology leave the state in a prime
position to advance its security interests and maintain legitimacy. This idea of concealing the
means of surveillance and limiting transparency around this information is something that, as
will be discussed later, is controversial in its justification under the liberal principle of publicity.
In concealing the means of surveillance, which is an exercise of coercion, there must be
justification for this concealment. This justification of concealment is due because it reflects
whether the coercion is justified. If the concealment and thus coercion are not justified, then the
subjects of surveillance experience the negative effects of coercion for reasons that are
unnecessary and unjustifiable. These consequences of coercion to individuals will be

contextualized further in finishing this section on coercion.

2.5 What are the consequences of coercion?

Maintaining legitimacy is not as straightforward as just the state protecting its citizens, but also
involves striking a balance with upholding principles that are in line with the state’s legitimacy,
which in this case follows a democratic context of liberal theory. As explained, the use of
coercion can be used productively towards the protection of its citizens in cases such as
surveillance for the purposes of national security, for example. On the other hand, where this
coercion is applied in other ways that do not protect citizens, adverse consequences of coercion

will follow with no gain to the public. This subsection will highlight some of these consequences
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of coercion, reinforcing the argument that coercion applied unjustifiably, is detrimental to both

the state and citizens.

As explored in both Mill and Nozick’s work, the adverse effects of coercion involve a
sense of control that the coercing party holds over the one coerced. Therefore, if the coercion is
undue in a state-citizen relationship, the citizen is subject to the state’s pressure or control for no
reason. In this example, since the state isn’t coercing the citizen to any benefit in protecting his
fellow citizens and upholding state legitimacy, the state is acting outside of its bounds. More
specifically, if the coercion used on the individual is not productive towards the state’s duties in
protecting its citizens, the state’s coercion is used for interests of the state and not those of the
public. In this sense, the state is using its power to coerce, projecting influence on the individual
to act in ways that serve interests contrary to the public good. The state distancing itself from
citizens is problematic for democracy, by which citizens are to have a level of influence in
decision making processes. The following section titled What is Democracy? will elaborate on
how the citizens and the state should interact in upholding democratic processes, while this
balance of justification will be discussed at length across the following part when discussing the

role of publicity in surveillance.

Section III. An Examination of Democracy and Democratic Principles in the Surveillance

Context

3.1 What is Democracy?
To begin, what democracy is will be established as well as what central facets of democracy
allow for its function. Once these are established, this paper can address how surveillance may

interfere with adherence to specific principles. Democracy is, in its most general sense, a form of
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collective decision-making by which there is an aspect of equality among participants in the
decision-making process. (Christiano and Bajaj 2024) Given the focus on the US, a
representative democracy, what allows for representation must be considered.

Principles or rights granted to individuals that promote democracy, such as individual
autonomy and freedom may be considered in addressing democratic function. However, despite
their important role in democratic function, the topic of representation is most relevant to this
paper, as it relates to publicity and consent in a more applicable way. More specifically, focusing
on the topic of representation allows for an objective analysis of the problems of democracy. On
the other hand, threats to individual autonomy and freedom come about as a result of problematic
practices of representation. In this sense, individual autonomy and freedom come as
consequences depending on the success of representative governance in balancing the
relationship between the public and their representatives.

Representation as the fulfillment for division of labor in a large-scale entity such as the
state, requires that representatives are bound by certain ethical guidelines for how they must
represent. Hannah Pitkin makes a distinction between trustees and delegates as types of
democratic representatives, stating that trustees rely on their independent judgements in carrying
out duties, while delegates defer to the judgements of their citizens. In trusteeship,
representatives are in these positions, as they are thought to make better political decisions than
those whom they represent. On the other hand, the conception of representatives as delegates
runs in line with representatives being accountable to the people in enacting their judgments, as
the public gives authorization for a representative to govern. In this sense, citizens lose
democratic control over representatives if they are not accountable to the public. As Hannah

Pitkin argues, both approaches hold merit depending on the context of their application. Pitkin’s
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argument states that representatives should act as delegates when it comes to defining the aims,
but as trustees in determining the means to achieve them. (Pitkin 1972) Based on this argument,
it would be damaging for delegates to act entirely as one or the other. That being said, the public
holds a justified interest in what their representatives are doing. Recognizing that citizen
engagement is integral to democracy, a state that fails to meet these expectations is ultimately
failing to uphold the core principles of representative democracy.

For representative democracies like the US, failing to deliver this type of self-governance
would be problematic. To guide an understanding of the foundations of democracy in a
representative capacity, various works in liberal theory hold weight and influence on the
structures of representative governance that we see today. These works function as a basis for
whether state action is justified while explaining the resulting theoretical outcomes of these
actions. Focusing on theoretical foundations, allows this paper to sidestep questions of legality,
which are more arbitrary and often conflict with productive actions towards the well-being of the

public and maintenance of legitimate rule through democratic means.

3.2 Determining How Coercion of the Public Falls in Line with Democratic Principles.

For state surveillance and its ability to coerce, the principles that are foundational to the function
of democratic regimes are consent and publicity. This section will define each of these principles,
first describing them through arguments of foundational liberal theory. Having summarized the
key aspects of the two principles, this section will define a workable framework on the
limitations of these principles, to be applied in the context of the current means of surveillance in

order to interrogate these events.
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3.3 The Role of Consent

This section will begin by examining the role of consent in determining the state’s ability to
coerce its citizens through surveillance. As liberal theory for democracy holds that the public
must consent to the state’s methods of control for the methods of control to be justified, the
public must consent to the state’s use of coercion for the state to be justified in using coercive
techniques. While this section will determine a framework for liberal theory-based consent and
will briefly address coercion as what is being consented to, it will not discuss the actual ways in
which the state coerces through surveillance in both contemporary and modern ways. This
section explores some of the most influential liberal theories to form a set of boundaries on
conceptualizing consent in order to move into the final section of this paper. From the
17th-century political philosophy of Grotius and Locke, the idea of consent took over from
natural law and divine authority theories of state legitimacy. These theories of consent originated
from ideas of each person choosing how they would like to be governed, falling into place within
democratic structures. (Peter 2023) Beyond the pivot towards voluntarist thinking, consent is an
integral feature of state legitimacy, as even if the consent of the governed is not a direct
requirement for such legitimacy, the conditions of legitimate governments make consent an
obligation for those who are governed. (Raz 1995) In this sense, consent is unavoidable in

conditions that would deem governance legitimate.

Locke argues that consent is the only way that an individual can become a full member of
society, where only then is the state justified in using its power over an individual. (Locke 1924)
In this sense, for the state to be justified in its means of coercion, each citizen to whom the state
enacts these means needs to express consent to the state's use of coercion against them, both at

the individual and collective levels. However, as few people have expressly consented to their
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governments, Locke’s theory of express consent would mean that almost no government is
legitimate. Locke responds to this issue through the doctrine of tacit consent, by which
individuals can consent outside of the notion of express consent. The doctrine maintains that
simply by an individual residing within a territory under the jurisdiction of a state, that individual
gives tacit consent to the government and agrees to obey its laws while living in its territory.
(Locke 1924) Locke uses this doctrine to explain why foreign citizens residing in a state are
obligated to obey the laws of the state in which they reside. Children inheriting property from
their parents is also an example of tacit consent. Since the original owner permanently put that
property in the jurisdiction of the state, the children inheriting that property then consent to the

state’s jurisdiction over that property. (Locke 1924 ; Peter 2023)

In opposition to Locke’s theory of tacit consent, John Simmons proposes that tacit
consent only involves the absence of outright dissent to the rule of the governing body. However,
as explained in Simmons’s facit consent and political obligation, Locke maintains that any action
that takes place within a state, regardless of intention, qualifies as consent. The problem that
Simmons holds with this is that intentionality and voluntariness do not matter for this type of
consent, violating the general conditions for it to be considered consent. (Simmons 1967 ; Locke
1924) Hannah Piktin continues this critique in Obligation and Consent, stating that in
generalizing and stretching out Locke’s tacit consent theory, consent becomes virtually automatic

as a man’s residence determines his consent. (Pitkin 1965 ; Locke 1924)

An alternative to Locke’s theory of tacit consent is that of hypothetical consent. Since
governments have historically asserted power over individuals through violence upon exiting the
state of nature, and voluntary consent to a social contract has never truly occurred, our

understanding of consent must always be framed hypothetically, as it was never actually granted
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in reality. From here, consent that grounds state legitimacy is not based on a special relationship
between citizens and the government but rather just the nature of the government itself. As
explained by Pitkin, legitimacy is then based on whether a rational man existing in the state of
nature would reasonably express consent to the government. (Pitkin 1965 ; Peter 2023) The
conception of this theory came out of the idea that, due to the flaws in Locke’s tacit consent
theory, by which personal consent can barely be considered consent, Locke did not place much
weight on individual consent for legitimacy and instead was closer to the theory of hypothetical
consent. (Locke 1924 ; Peter 2023) A common criticism of the hypothetical consent theory is
that, since only explicit cases of consent can be considered binding, one cannot be assumed to
consent to an arrangement based on a purely hypothetical scenario that differs from actual
circumstances. While criticisms based on this theory's openness exist, this section will
nevertheless incorporate hypothetical consent as an integral theory of consent, by which its
boundaries are incorporated into the general framework, to be used in the application section of

this paper.

3.4 What are the boundaries for liberal conceptions of consent to be used concerning

coercion?

In arriving at a concise outline of consent to be used further in this paper, this subsection must
address some necessary questions. While we understand consent to be integral to state legitimacy
in departure from natural law, express consent, as noted by Locke, cannot realistically be
achieved and is therefore not a feasible proponent of this paper’s framework of consent about

coercion.
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Tacit consent, as Locke’s alternative to express consent, is a more satisfactory component
of this framework of consent, as one who understands the state’s power to inflict harm can also
understand the state’s ability to coerce. However, as demonstrated through Simmons’ and
Pitkin’s analyses of tacit consent theory, the voluntary consent of the individual has little to do
with satisfying the requirements for consent. Instead, tacit consent will be treated as something
similar to hypothetical consent, by which consent has more to do with the nature of the state than

any voluntary choice of the individual.

Hypothetical consent, when speaking about coercion, reasonably assumes the individual
understands the state's coercion, given the potential use of force. Both theories of tacit and
hypothetical consent can be applied to coercion. However, given that tacit consent leans towards
hypothetical consent anyway, the will of the individual has little to do with how something will
be assessed concerning coercion, prompting a consent framework that is relatively easy to meet

for the later section of this paper.

For those governed, coercion can appear to be an integral part of the state, as coercion is
not independent of the capability to exert force. With the duty of the state to protect its citizens
via force, coercion arrives attached to the legitimacy of the state itself. Even if we are to take
Nozick’s approach to coercion through indirect means, we can see that even by possessing the
ability to harm individuals, the state is exercising coercion over its citizens. The same goes for
coercion through social stigma, as argued by Mill, by which the foundation of the social stigma
only exists if the state can punish these actions, even if the state itself cannot propagate social
stigma. Hypothetical consent will be the framework by which consent to coercion will be tested

in the application section of this paper.
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3.5 The Role of Publicity

In examining concerns about the lack of information disclosed to citizens, which in turn
facilitates coercion and complicates the notion of consent, the subject of publicity must be
addressed. Publicity, as opposed to both privacy and secrecy, following that there is a duty for
information to be made publicly available, has become a key aspect of democratic regimes. This
is the case, as citizens must know what their representatives are doing. However, this section will

only deal with publicity as opposed to secrecy and not privacy.

As opposed to Immanuel Kant’s theory of hypothetical publicity, by which actions
incompatible with being publicized are simply wrong, this determination of publicity will focus
on discussions of actual publicity led by Mill and Bentham, involving practical applications of
voting and deliberation. (Kant 1939 ; Gosseries and Parr 2021) These publicity relationships are
either vertical or horizontal: publicity between representatives and publicity between citizens,
respectively. In examining the state’s coercion of individual citizens, this paper will focus on
vertical publicity relationships, examining the merits of the representatives' actions being

disclosed to the public.

The introduction of Freedom of Information Laws in many governments, most of which
were adopted in the 21st century (and with varying degrees of efficacy), gives rise to new
questions regarding vertical publicity. (Statista 2019) Given the adoption of greater vertical
publicity between governments and citizens, there is further scrutiny on the aspects of
information that exist outside the bounds of publicizable information. As will be specified later,
there are at least a couple of grounds by which it is completely reasonable to deny publicity, i.e.,

protection of privacy, trade secrets, executive privilege, or state interests, including defense and
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counter-terrorism measures.” In the case of this paper, this section will analyze the general
reasons behind privatizing certain methods while sorting out a framework of legitimate publicity
about the coerciveness of surveillance. While the issue at hand is one concerning the validity of
publicizing surveillance that is arguably in the interest of terrorism prevention, there is still

nuance within the extent to which secrecy is necessary.

This section will focus on the secret ballot debate, a topic of conversation over publicity
in democratic participation, as a key issue in discussions on publicity, specifically whether
ballots should be secret or public. Discussing literature on the secret ballot debate is a helpful
demonstration of actual publicity, by which the interests of both the government and the

governed are considered, to outline the general interests for and against publicizing information.

Mill, arguing in favor of open ballots, cites the voter's moral obligation to consider the
interest of the public and not his private advantage when giving his vote in a political election. In
this case, Mill encourages the individual to vote as though he is the sole voter where the election
depends on him alone, and not as though the election is won by the aggregation of interests. Mill
argues that because the act of voting is a public duty that holds consequences for the public, it
would be appropriate for it to be conducted “under the eye and criticism of the public” as
everyone shares an interest in his performance and can claim to be wronged if the performance is
not honest and careful. (Mill 1863) Importantly, this open ballot information is only for the eyes

of representatives and does not involve citizens knowing each other's votes.

However, when looked at from the perspective of representatives needing to serve the

public interest rather than simply appealing to the class differences of their identifiable actors,

*While some grounds merit a strict denial of access, others may be deferred through declassification
features or selectively publicized, casting further scrutiny on the publicization of certain material.
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the case for vertical publicity weakens. In this case, representatives would prioritize the interests
of their electors rather than seeking to promote greater public interests. Mill admits the validity
of the secret ballot in situations in which the “mischievous power of the few over the many is
increasing”. (Mill 1863) In assessing its validity, Mill attributes the merits of secrecy to when the
state is at its most coercive. However, it is important to stress that this secrecy, having to do with
citizens not revealing their votes to representatives, is not the response to government coercion
that interests this paper, as it has to do with vertical publicity in the opposite direction from the
focus of the study. However, as Mill asserts that European governments are fading in their means
of coercion, open ballots become the “lesser of the two evils.” In response to this, many
including JS Mill’s father James Mill, subscribe to the idea that voting is a right and not a trust,
where the voters duty doesn’t matter. In this case, secret ballots are not harmful at all. (Gosseries

and Parr 2021)

Interestingly, there are no foundational theories for why we have vertical “top-down”
open voting in parliaments but not the opposite. (Gosseries and Parr 2021) As discussion is very
limited on the issue of “top-down” vertical publicity, despite it being central to the text, this
section on publicity will discuss the ways in which publicity impacts the behavior of
representatives and citizens. From exploring these impacts, we can determine how they relate to

the government's capacity to coerce and citizens’ ability to be coerced.

John Rawls contributes to this discourse differently through two separate conceptions: the
doctrine of public reason and the doctrine of public rules. The doctrine of public reason states
that when justifying the exercise of political power, we ought to appeal exclusively to reasons
that all “citizens as free and equal may reasonably be expected to endorse in the light of

principles and ideals acceptable to their common human reason”. (Rawls 2005) These reasons
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that all citizens can be expected to endorse are public reasons. On the other hand, non-public
reasons that we cannot expect everyone to accept are controversial. The doctrine states that we
should not appeal to these non-public reasons in supporting legislation. For instance, one should
not support legislation solely because it favors their own interests, especially when they
understand that these interests are not shared—yet choose to vote in their own knowingly selfish
interest anyway. Assuming that people are sincere in their beliefs, the public reason doctrine tells
us that this public reason is compatible with publicity, while secrecy of information may signify
that a group's position is controversial and self-serving. This doctrine views secrecy as a measure

taken by which an action is outside of the public interest. (Rawls 2005)

In complementing the public reason doctrine, the public rules doctrine regulates the
character of justice principles. More specifically, it indicates that principles of justice should be

the public standard and are not to do certain things. (Rawls 2005) These things include:

1. A mutual awareness of the governing rules: The success of justice principles must not
depend on some citizens being ignorant of them or others’ knowledge of them.

2. Sufficiently determinate and accessible: there is a precision to the rules so that citizens
understand what is required of them.

3. Verifiable compliance: Compliance with justice principles should be observable to

ensure that people can recognize whether institutions and fellow citizens are acting justly.

In justifying this doctrine, Andrew Williams in Incentives, Inequality, and Publicity states three
primary supporting arguments for how Rawls’ public rules doctrine is aligned with democratic

function:
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e Political Autonomy Argument — Citizens must be aware of the moral constraints they
are under to freely identify with them. If rules are unclear or unverifiable, political
autonomy is undermined.

e Civic Friendship Argument — Publicly accessible justice principles foster civic
friendship by allowing citizens to see each other as cooperators in a just society.

e Stability Argument — Societies are more likely to maintain justice when principles are
clear, accessible, and verifiable, as people are more likely to support rules they perceive

as fair.

This doctrine of public rules will be used in the following section, contributing to a

framework for liberal conceptions of publicity. (Williams 1998 ; Rawls 2005)

3.6 What are the Boundaries for Liberal Conceptions of Publicity to be Used Concerning

Surveillance?

Compared to the consent debate, a framework for publicity is harder to pin down, as it is highly
dependent on the specifics of the practices that can or cannot be made public. As a result, this
section will feature a broader framework than that of consent, to be worked through in the
application section when dealing with the application of publicity concerning modern

surveillance.

Despite this, the debate over the secret ballot highlights that secrecy in vertical publicity
serves to either shield representatives from the pressure exerted by voters, or alternatively protect
citizens from potential state coercion.This paper is primarily concerned with top-down vertical
secrecy, meaning that it frames secrecy as a way to avoid pressure from citizens in policy

making. In the case of surveillance, as a security measure, pressure from citizens may interfere
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with decision making that might be in the best interests of citizens. Too much vertical publicity
dissolves the power of representatives, thus making representation useless. On the other hand,
too much secrecy means that representatives are no longer tasked with considering the best
interests of the public, which in the case of representatives is a duty and not a right, to use the

argument for civilian voting.

However, in the case of surveillance, coercion is something that significantly impacts
civilians, meaning a certain level of transparency is necessary, as Mill would argue. In this
instance, the public can claim to be wronged if this measure, dealing with coercion, is not done
carefully. On the other hand, a level of secrecy is necessary for security interests, while the
ability to coerce is key to achieving national security objectives. While both publicity and
secrecy need to be featured when dealing with surveillance in liberal democracies, the balance
between these must be argued through specific examples, debating whether any example of
publicity is warranted. In doing so, they must be determined to satisfy both warranted secrecy
and publicity. In discussing secrecy, it is helpful to refer to a list of cases by which a certain level

of secrecy is almost always warranted, with some of these justifications identified, for example:

1. Protection of Privacy — Safeguarding personal data and sensitive information.
2. Property Rights — Protecting trade secrets and intellectual property.
3. Facilitating Information Gathering from Third Parties
e Executive Privilege — Ensuring confidential advice for decision-makers.
e Medical Secrecy — Protecting patient information.
4. Paternalistic Justifications — Preventing misinterpretation of complex technical
documents.

5. State Interests
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e Defense and Terrorism Matters — Protecting national security.
e International Negotiations — Preserving diplomatic leverage.
6. Economic Efficiency
e Public Procurement — Preventing premature disclosure of competitors’ offers.

(Gosseries and Parr 2021)?

In understanding that these issues are only suggestions of instances where things could be
made private and are not definitive, the final section of this paper will still emphasize the
warrantedness of secrecy based on what either publicity or secrecy accomplishes in each case,
determining whether the means of secrecy are necessary in achieving its goals. This is especially
true when considering that there are justifications on this list that will often come into conflict
with each other on the topic of surveillance, such as the protection of privacy and the

advancement of state interests.

Furthermore, while Rawls’ doctrines of public reason and rules discussed in the previous
section are difficult to apply to certain instances, such as the ones listed as reasons when secrecy
is warranted, the notions mentioned in the doctrines are worth considering when contemplating
whether the means of secrecy are justified. Importantly though, these instances as are often used
to justify the veiling of information must actually function to do what they claim to do. For
example, justifying the secrecy of information for state defense interests, must realistically be

something that involves state defense, and where secrecy is important to these interests. Rawls’

® While these instances in which secrecy is permitted will be used in the application section of this paper,
it is important to note that there is nuance to how the secrecy is conducted. For example, while some
information should be strictly classified, other information could be made available in a deferred way or
only to select groups.
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public reason and public goods doctrine serve to reinforce justifications for publicity, as will be

assessed within the application section.

3.7 The Function of Consent and Publicity Frameworks

In laying out both of these frameworks, they will be applied in an order, with publicity being
tested before consent. The framework for consent is based on the hypothetical consent of the
rational man, meaning that knowledge of the means of power is enough to satisfy consent to
coercion. However, what the individual knows about depends on what the state chooses to
publicize. More specifically, the state controls the dissemination of its procedures, meaning that
if secrecy is unwarranted, the individual cannot hypothetically consent to coercion as he does not
have ample knowledge of the means of power. Therefore, when addressing instances of focus,
discussing whether publicity is warranted would become the test by which one could consider
consent justifiable. On the other hand, even if the public does not have full knowledge of the
means of power employed, should the means of secrecy be warranted, it would be impossible to
consider these activities non-justifiable. If secrecy is unwarranted, it means that the state is
withholding information without any security obligation to do so, preventing citizens from
consenting to the state’s coercive techniques. This lack of consent would detract significantly
from the core tenants of individual freedom and autonomy which facilitate the crucial equal

participation in democracies.
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Section IV. How Modern Surveillance Mechanisms Impact the Coerciveness of

Surveillance and, thus the Interference with Democratic Principles

This section will determine how a departure from contemporary surveillance approaches
interferes with the principles of liberal democracies that have been established in the previous
section. This determination will discern post-9/11 characteristics of surveillance from the older
ones through an analysis of US surveillance activities pre and post 9/11, to then highlight
specific instances of modern surveillance approaches to test their agreement with the established
principles. Before assessing the level and justification of interference with these principles, this
section will provide some background on how the “old” surveillance functioned and how post
9/11 surveillance is fundamentally different. The background information on pre-9/11
surveillance will demonstrate how the later changes in surveillance present a significant

departure from the older methods.

4.1 What do we Mean by Modern Surveillance?: General Features of Post 9/11 Intelligence

Gathering

As an integral part of the arguments laid out in this paper, this section will examine what we
mean by “modern surveillance” using it to advance the arguments that surveillance as “modern”
is distinct in its ability to coerce. The period or area of focus that represented this change will be
the post-9/11 shift in counter-terrorism mechanisms and increased digitization of surveillance.
This period holds more significance in the ways that surveillance pivoted towards a different,
more autonomous approach to counter-terrorism. For instance, the bulk collection of consumer
data that the government had acquired from private tech corporations creates a new scenario

where every citizen is now monitored preventatively, instead of reacting to crimes committed.
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However, as will be discussed further in this section, there will be necessary distinctions made
between modern surveillance and that which came before this period. Therefore, this section will

begin with the historical analysis of US state surveillance as it existed before 2001.

In addressing the history of surveillance as intelligence gathering in the US, an
implication sometimes arises, suggesting that the US has cleaned up its act in terms of
surveillance. The 1975 findings of the U.S. Senate Church Committee, which exposed extensive
intelligence abuses by the FBI, CIA, and NSA, along with the subsequent laws and policies
enacted to curb surveillance, might suggest to some that U.S. surveillance practices had been
reformed. (US Senate 1976, US Bureau of Justice Assistance 1978) While these changes did
impose checks on surveillance powers in limiting intelligence agencies from collecting data on
Americans without ‘probable cause,’ the system was not perfect. However, this system at least
offered some protection from the government conducting clandestine surveillance. However,
following 9/11, these frameworks and protections fell down the list of priorities, while
technological advancements allowed intelligence agencies to collect information to an

unprecedented degree.

Six weeks post 9/11, Congress passed the Patriot Act with almost no objection or

consideration. The Patriot Act expanded government access to surveil in four key areas:

1. Records searches (Section 215): Broadens the government's authority to access an
individual's activity records held by third parties.
2. Secret searches (Section 213): Increases the government's power to conduct searches

of private property without notifying the owner.
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3. Intelligence searches (Section 218): Expands a limited exception to the Fourth
Amendment for gathering foreign intelligence information.

4. "Trap and trace" searches (Section 214): Extends an existing Fourth Amendment
exception, allowing surveillance of addressing details—such as the origin and
destination of communications—without capturing the content. (American Civil

Liberties Union 2001)

These changes represented a drastic change, not just from the years prior, but also
expanded the surveillance capabilities of intelligence agencies from before the protective reforms
of the Foreign Intelligence Surveillance Act of 1978. (US Bureau of Justice Assistance 1978)
The Patriot Act had removed significant restrictions to the data that security agencies could
collect, essentially giving them free reign on surveillance approaches. For example, the NSA
could now collect the digital communications of any person living in the US without needing a

court order for “probable cause”, which they would previously have needed.

In convergence with the rapid digitization of technology, new avenues became available
for intelligence agencies to gain a foothold in a largely unregulated space. Smartphones and the
ability to track GPS locations played a major role in the type of data that intelligence agencies
could collect. This availability of information has made it easier to collect information now than
ever before. While intelligence agencies had employed very heavy-handed means to surveil
domestic targets, the amount of information accessible to these agencies in the 1970s does not
come close to the volume or coercive utility of the information that can be found today.
Additionally, the cost of obtaining information becomes much lower for these agencies, as they
can act with little to no trace. While in 2018, the Supreme Court held that agencies needed

warrants to access cell phone locations from third parties, the government interpreted this ruling



Smyth 31

as applicable only when it forces companies to disclose data, not when data is bought from a
willing seller. (US Supreme Court 2018 ; Goitein, German, and Patel 2021) As will be elaborated
on more in the following section, companies are still able to sell location data to third-party
digital brokers, who may then sell it to these agencies, taking the weight out of these restrictions.

(Goitein 2021)

4.2 Features of Post-9/11 Surveillance that Pose Challenges

Having established the events that facilitated the transition to the surveillance under which we
currently operate, this illustration of modern surveillance will now discuss the specific points by
which intelligence agency data collection programs function. Illustrating these conditions will
offer a better picture of how these changes in surveillance capabilities are a large-scale departure

from the pre-9/11 surveillance approaches.

As Byron Tau writes in Means of Control, the attacks of 2001 marked a point at which
the government understood that despite holding the records and disparate intelligence leads on
the perpetrators, the current systems in place had failed to alert anyone of this happening. For US
intelligence agencies, it was a wake-up call to the fact that valuable data was not just hidden in
government databases but was also plentiful within corporate America’s rapidly expanding
collection of consumer data. (Tau 2024) The instances discussed here, while not a complete
account of US intelligence activities post 9/11, recount some of the most significant instances of

development for domestic intelligence gathering.

In discussing these points in roughly chronological order (as many of these events overlap),
this section will after each instance, evaluate them according to the democratic frameworks

worked out in the previous section. These specific occasions will be raised and challenged based
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on the frameworks for consent and publicity that have been set, in order to test whether these

actions were justifiable.

4.3 Data Brokers (Acxiom, Seisint) and their Relationship with the Department of Defense

and the Intelligence Community. 2001-Onwards

Data Brokers, companies that had begun in the 1960s to help corporations advertise more
efficiently, were at the forefront of this surveillance revolution. These companies held fairly large
digital records on consumers to create personalized insights on consumers for other corporations.
Acxiom, one of the most significant players, reacted quickly to 9/11, realizing that all of the data
that they had amassed could be used to solve the challenges of identifying potential suspects for
similar attacks. For all the information they held on censuses, tax records, and other metrics,
these numbers that the US government held could only offer a small part of the picture on a
suspect. The US government held interest in data brokers to enhance information on potential
suspects. Acxiom, being the most advanced player in bundling consumer information into
packaged profiles, became involved with the US government as soon as weeks after the attack.
One of their direct rivals, Seisint would later do the same with their databases, developing their
own counter-terrorism tool. The unique banks of data built up by these data brokers sparked a
real desire on behalf of the government to collaborate in creating systems that could predict
terrorist attacks and flag potential suspects preventatively. (Tau 2024) While this information
does not present interference with democratic principles, to assess the role of data brokers is

crucial towards understanding how the events that followed occurred.
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4.4 Specific Instances of Approaches that may Interfere with Established Democratic

Principles

Total Information Awareness (TIA) 2002-2003

What would follow both of these data-broker-led programs would be even more impactful. Total
Information Awareness (TIA), a program powered by the Pentagon’s in-house research and
development office, was orchestrated by John Pointdexter, a retired navy admiral, to develop a
powerful detection system for counter-terrorism. TIA looked to build on what the government's
collaborations with data-brokers had started, establishing a secure computer environment by
which multiple government agencies could collaborate on counter-terrorism approaches.
Essentially, the TIA program was a way to streamline computer capabilities with Defense
Department funding, as before TIA, it would take years to get any sort of software algorithm

approved by the Defense Department due to vulnerability concerns. (Tau 2024)

While TTIA worked on many methods that were largely uncontroversial, certain areas of
research were much more technical and may have invited controversy. One such method was the
connecting of dots between the databases of brokers like Acxiom and Seisint. Ultimately, TIA
could do a better job than the individual data broker partnerships with the government,
combining both the companies' databases with the government's classified material, all covered
by a federal budget. While there was debate over whether TIA should be classified, Pointdexter
and others working on the project ultimately opted for transparency as the program seemed
mostly uncontroversial. The program’s organizers had also figured that a public debate around
TIA would be inevitable. (Tau 2024) In 2003, roughly a year after its launch, Congress voted to

defund TIA following pressure from the media on civil liberties concerns. (Safire 2002) While
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TIA was cancelled in its official capacity, the organization would not go away and would instead
go underground, supported by a classified Defense Department budget. While TIA never became
what it was originally meant to be, it would go on to inspire the programs of other intelligence
agencies such as the NSA, who would end up doing about everything that TIA envisioned:
linking sites and events to develop early warning systems that could prevent attacks. However,
with TIA going underground, so did the safeguards on privacy that would have cloaked the
personal data of Americans until “matches” for suspects were found. As the attempt at
transparency backfired on relatively uncontroversial means, the intelligence community learned
the lesson that publicity could only stand in the way of progress for the intelligence field. (Tau

2024)

How does TIA interfere with liberal frameworks?

TIA, which presented a relatively low interference with established liberal principles, never
ended up working out in its originally intended capacity, in part due to its adherence with these
principles. TIA took a deliberate stance on making the program as transparent as possible,
feeling as though dialogue was inevitable and the right way forward. Even though it was viewed
as too invasive by the public, it still provided a relatively detailed framework for how the means
of surveillance would be used, while its public nature deployed safeguards to privacy concerns.
Additionally, the model functioned as an alert system and would hide identities of individuals if
not alerted. The willingness for public dialogue was set to strike a balance between privacy
concerns and the security goals that the system had sought to achieve. In this sense, it also
satisfies the Rawlsian angle of publicity, as there is enough availability and accessibility to
information. Elements of oversight and compliance, while not part of TIA’s structure, are present

here given that the public were allowed to voice their concerns on the matter, which eventually
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led to Congress voting to defund the program. This was the only notable instance post 9/11 by

which any semblance of institutional compliance was practically available.

Though the secrecy over algorithms and synthesization of the collected data was
necessary and warranted, there was at least some clear publicity around the limitations of the
program and what it meant for individuals. Due to this transparency on the program’s limits, the
level of secrecy applied is determined to have been warranted, as individuals knew about the
potential to coerce and would thus consent. However, we can only determine that the early stages
of TIA represented a situation that citizens could hypothetically consent to. Given that the
program being officially cut short and forced to move underground distinguishes it as something

that upheld a warranted level of secrecy in its original form.

Exploiting Data Leaks (NSA) - 2013

Revealed as part of Edward Snowden’s 2013 leaks, the NSA was found to be taking advantage of
leaky mobile phone applications to collect civilian data. The leaks also showed that huge
amounts of data were being collected from some of the nation's largest tech firms in a method
known as downstream collection, by which data comes from the providers of consumer-facing
internet services like email, digital messaging, and conferencing. The largest operation, known as
PRISM, was aimed at nine major US tech firms where the NSA obtained secret court orders
requiring these companies to search their servers for information from certain users while being
prohibited from telling the public. On the other hand, upstream collection involves data from
companies like Verizon and internet service providers, allowing them to see raw network traffic
from mobile apps. This kind of surveillance allowed intelligence agencies to tap directly into this

internet traffic to search for keywords. Furthermore, the leaks observed that the NSA had been
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breaking into computer systems through unauthorized hacking of devices, servers, and systems.
In response to the leaks, many tech firms began encrypting their services to prevent government
access. While this initially presented challenges to agencies, they were soon able to find ways to
circumvent this issue. While the NSA’s programs discussed in the leaks were technically lawful
under the Patriot Act, the public did not respond well to the revelations, as this incident became

symptomatic of a greater distrust in government. (Tau 2024)

How Does Exploiting Data Leaks to Gather Intelligence Interfere with Liberal

Frameworks?

While these activities in question may have been technically lawful under the Patriot Act, these
activities being justified or warranted is a separate issue concerning publicity and consent.The
expansion of methods outlined in the Patriot Act are ambiguous, and create uncertainty around
what exactly intelligence agencies are permitted in targeting. Because of this ambiguity, it is
difficult to discern whether the surveillance is warranted or not. For example, while it may on
one hand, flag terrorist threats, the expanded bounds for law enforcement in general and the
diminished privacy safeguards for the public, gives no suggestion that surveillance discriminates
on targets the secrecy of the subjects would be warranted. This instance represents a case by
which the legal justification runs in direct contradiction to the liberal theory justification. The
expanded bounds made the extent to which surveillance can be exercised completely unknown.
These unknown boundaries made it unclear whether the coercive surveillance is applied to things
where secrecy is warranted, and wouldn’t be applied to other means that would render this

secrecy and coercion unwarranted.
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The publicity offered by the Patriot Act, and the publicity around the specific means of
surveillance can be viewed as two separate pieces. Offering broader publicity around the areas
that the Patriot Act will change about general approaches to intelligence collection is
fundamentally different from pointing out the specific means of surveillance that could be
exercised on citizens. In this case, the information that actually concerns the individual, about
how the state can enact coercive surveillance on them is absent, meaning that citizens do not
have enough information to consent to these surveillance means. When analyzing this instance
from the Rawlsian standpoint, there is an important lack of precision to the rules of The Patriot
Act, where citizens cannot gain a decent understanding of where the state’s jurisdiction extends

to, deprioritizing the position of the public relative to that of intelligence agencies.

Geolocation Data (Babel Street, Venntel, Department of Homeland Security) -

2011-Onwards

The growth of social media prompted further avenues by which the government could gather
information. Babel Street, a data analytics and intelligence platform contracted by the Defense
Department, acted as a spin-off of Acxiom's role in brokering data from platforms such as
Twitter in the early days. When Acxiom began to leave their relationship with the government
due to slow business processes, Babel took its place searching the web and social media
platforms and delivering intelligence data to the government. Jeff Chapman, the founder and
CEO of Babel Street, has a background in the US Navy as an intelligence officer, which gave
him the connections to secure the Department of Defense as its first-ever and largest client. The
data collected, being open source intelligence (OSINT) and publicly available, did not raise

much controversy. However, Babel Street was repeatedly known to cross lines in their
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agreements with Twitter and was eventually banned from the service. Nevertheless, Babel would

open the door to companies selling publicly available data on social media. (Tau 2024)

In response to the growing number of companies encrypting their products, the
government turned to simply buying data from the commercial entities themselves to pull data.
PlanetRisk, a data analytics company that worked in targeted ads based on device location,
worked with the government to build a data visualization program like that of Babel Street, but
this time with geolocation. This geolocation data was obtained legally through the use of targeted
ads based on data from geolocation specializing data broker UberMedia, and the processing of
this data could connect the dots on intelligence interests. As it was improperly accessed, this
technology was being used where it was never originally intended, presenting a departure from
what people thought could happen to their data. This shift fundamentally altered the perception

of digital surveillance, pushing it beyond just a counter-terrorism tool. (Tau 2024)

In 2019, the Department of Homeland Security was reported to have acted outside of
their bounds in accessing data from Venntel, a data broker. Essentially, ICE and CBP had
accessed their data without permission. (Tewari and Walker-Johnston 2022) For these agencies,
geolocation AdTech data offered by Ventell and Babel became valuable for tracking illegal
immigration and drug trafficking as it gave these agencies much more precise data in GPS than
in cell carriers. Another important development around this time took place through the 2018
Carpenter vs. US case, by which the US Supreme Court suspended 50 years of the third-party
doctrine, meaning that Americans now have a privacy interest in data shared by a third party.*

This meant that what the DHS had done through its subsidiaries, ICE and CBP was even more

#1979 Smith vs. Maryland affirmed that "a person has no legitimate expectation of privacy in information he
voluntarily turns over to third parties." (Villasenor 2013)
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contentious than before. However, an internal legal analysis on behalf of the DHS’s legal privacy
office found that the purchase of cell location data was consistent with the Fourth Amendment

and would therefore continue. (Tau 2024)

Babel Street, as Venntel's earliest partners, built a program called Locate X based on the
earlier VISR program. However, Locate X would be held secret from the public, as even the
existence of this project would be confidential information. Babel’s contract explicitly said that
Locate X could never be mentioned in court records or legal proceedings as evidence. This
became problematic as Babel was depriving criminal defendants the opportunity to review the
evidence against them by instructing law enforcement to keep the lead generation techniques
secret. In some cases, law enforcement would even drop criminal charges rather than allowing a
defendant to challenge the use of evidence in court. In preventing law enforcement from
revealing that they were using warrantless tracking technology based on ad data, it deprived US

courts of the opportunity to determine whether these methods were even legal or not. (Tau 2024)

Furthermore, the origin of Venntel’s data is unclear as the company has no
consumer-facing relationship, and the apps that it partners with are trade secrets. In this sense,
nobody can consent to Venntel’s data collection, as data is passing through an intermediary
without any idea of its route or where it can end up. Furthermore, as Byron Tau addresses in
Means of Control, the legal measures taken by the government to facilitate transparency on what
consumer data is being collected are complicated and often do not achieve transparency goals.
(Tau 2024) The veil of secrecy on the data that’s being pulled on individuals, extended to how
governments are using this data, makes consent to these methods more difficult. In addition to
the DHS’s improper access to Venntel’s data, other companies had reported the government's

overstepping to access information on their client platforms. UberMedia, for example, had
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reported specific potentially government-linked activity on their platforms. While these instances
have involved spying abroad, the same approaches are known to be in the repertoire of the US

government, and could easily be used for domestic spying.

As the US government cannot normally access data from brokers in the form of direct
and official government contracts, intermediary shell companies owned by government
contractors are used to acquire the data, which can then be used by intelligence agencies. In this
case, data brokers are essentially selling data to entities who specifically claim not to be
government agencies, though the information will end up with these agencies anyway. For
example, in looking back at PlanetRisks' expansion in their acquisition of UberMedia data, the
purchase was made under pretenses of a humanitarian operation, while they were directly
involved in contracting for the government’s intelligence services. However, this cover story
would fall apart, forcing UberMedia to acknowledge that they were supplying data to the
government. This led to UberMedia cutting out the middleman (SignalFrame) and agreeing to

license its adtech data directly to a government contractor. (Tau 2024)

Adding on to this topic of using AdTech, there is also the issue of information
dissemination, by which US intelligence agencies look to export propaganda, destabilize
adversaries, and generally push US interest abroad. While this topic does feature a coercive
quality, it generally happens external to the state-citizen relationship and isn’t as relevant the
central focus. However, it does highlight an expanded scope of national security intelligence

operations, of which the significance will be addressed in the conclusion section.
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How Does this Interfere with Liberal Frameworks? - Department of Homeland Security

Examining this case through top-down vertical publicity, we can assess this on a scale of how
warranted the secrecy or publicity of these methods are based on how these choices affect each
party. Similar to the case of the NSA’s activities discussed earlier, the confidential nature of this
information, so much so that it explicitly cannot be brought up in court, signifies a high degree of
secrecy. In this case, we have to ask ourselves whether this degree of secrecy is justified in
achieving the goals that these agencies seek. This tracking was warrantless, and for that reason,
would not allow evidence to appear in court, as these agencies were violating the defendants’ 4th
Amendment rights.> As the law is public, citizens hypothetically consent to it, meaning that they
cannot consent to anything that runs in direct opposition to the law. Cases of warrantless tracking

are completely unwarranted as they cannot satisfy consent.

This idea of having consented to a distinctly different set of rules, though it involves
consent, is still based on publicity. In determining whether these methods are warranted, one
must first establish whether it is a categorized justification for top-down secrecy. However, due
to the lack of transparency on this issue, it is impossible to determine the specific instances on
how it was applied, and thus cannot pinpoint a categorized justification for these means.
Therefore, we must assume that nearly everyone was warrantlessly tracked by the DHS’s
agencies. While some of the subjects tracked may have presented a threat to national security (in
which case the means would be justified), we must still assume that some of this tracking was
done outside of national security justifications since we cannot know. This means that the

secrecy itself is unwarranted in this case, meaning citizens could not have consented to this form

>“The Constitution, through the Fourth Amendment, protects people from unreasonable searches and seizures by the
government. The Fourth Amendment, however, is not a guarantee against all searches and seizures, but only those
that are deemed unreasonable under the law.” (US Courts 2025)
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of coercion. This instance also fails the Rawlsian public rules test as there is no mutual
awareness, accessibility, compliance mechanisms to justify this governance in any field of public
reason, as the existence of this service is never to be brought up to the public, and if brought into

question, the prosecuting authorities would simply drop the case.

Spyware (Measurement Systems) - 2022

In 2022, Google removed dozens of apps from the Google Play store that had been found to
contain spyware, where software was found to be secretly collecting user data for US
intelligence agencies. Measurement Systems, the company responsible, had software in apps
downloaded to around 60 million devices, including a notable Muslim prayer app. Unlike many
past instances of data collection, this case involved the implantation of spyware that could access
explicit personal information like email addresses and phone numbers through phone clipboards,
which all other instances mentioned in this section could not do. Once an app was connected to
Wifi, the software would collect data on all of the other devices connected to the network, as
well as Bluetooth devices running on the same network. The software code running in these apps
could directly map a person's identity to the geolocation data. Additionally, it was also able to
scan WhatsApp data, which is particularly useful given that the messaging app is encrypted.
Although Measurement Systems was based in Panama, The Wall Street Journal discovered
through company records and internet domain registration that it was linked to a Virginia-based
contractor engaged in cyberintelligence operations for U.S. security agencies. (Tau 2024 ; Smith

2022)
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How Does Government Use of Spyware Interfere with Liberal Frameworks? -

Instances of spyware, such as that involving Measurement Systems in 2022, involve little to no
publicity between representatives and the public. Similar to some of the other examples
discussed, no specification around the methods of surveillance existed here, meaning that to the
public, the means of surveillance were largely indiscriminate and thus not warranted. There is
also nothing coming close to the public rules doctrine, signifying that this instance presents a
fairly straightforward no to whether or not citizens can consent to these means of coercive

surveillance.

V. Conclusion: What Implications Do These Findings Have For Maintaining a Balance

Between the Interests of the Public and Those of State Intelligence Agencies?

This conclusion section will look to draw significance from these findings in service of
constructing potential solutions. By synthesizing what was revealed about the application of
liberal theoretical frameworks to post-9/11 surveillance approaches, this section will discuss how
these results came to be. In contributing context and meaning for these results, this section will
conclude with potential solutions in response to the challenges found. The solutions proposed
will be offered theoretically, while acknowledging the limitations of practical implementation.
This conclusion does not predict the outcomes of democratic erosion, but rather examines the
evolving tensions for democratic regimes.

5.1 What do these results demonstrate?

Based on the examples outlined in the previous section, we observe a progressive imbalance in
favor of state security interests since the aftermath of 9/11, as measured against the frameworks

for established liberal notions of publicity and consent to coercion. Beginning with the “original”
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version of TIA in 2002, and culminating in the findings of a US intelligence agency having
installed spyware 20 years later, a sea of change in approaches to surveillance is apparent. More
specifically, this chronology of surveillance events highlights the drastic differences in terms of
the consideration (or lack thereof) of the rights of citizens and, in turn, the structures of

democratic governance.

As highlighted in the historical background section, including the abuses uncovered in
the Church Committee reviews, unwarranted surveillance and coercion existed before 9/11,
evincing past failures to uphold democratic principles. While these instances did not achieve a
complete destabilization of democratic governance, there was a recognition that such practices
were harmful and unsustainable in the democratic context, hence leading to government inquiries
into wrongdoing. However, in the case of post-9/11 surveillance, such instances of unjustified
surveillance have quickly trended further away from democratic principles. While the Church
committee revealed plenty of examples of unwarranted wiretapping, these instances pale in
comparison to the sheer scale of post-9/11 surveillance’s digitally enabled operations take on.
The following subsections will examine the reasons behind this drastic trend towards the

prioritization of intelligence interests that undermine democratic principles.

5.2 What do these Results Signify?

As technologies become more advanced, the geo-political power struggles have become
increasingly informational. In trying to gain an advantage in this context, the prioritization of
publicity appears to have diminished over time, as getting ahold of as much information as
possible has gained in importance. This devaluation of the need for publicity given the new value

of information also raises questions about the stakes involved. For example, how many people
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are being swept up in intelligence operations, and are they even cost-effective? Are the costs
worth the benefits? While these questions will not be answered, the findings of this project show
that the increase in the value of information has corresponded with a deprioritization of civilian

interests in favor of those of intelligence agencies since 9/11.

The lack of transparency in the means of surveillance, as exemplified by TIA’s failure,
has enabled intelligence agencies to gain an advantage in optimizing techniques. Meanwhile, the
technological developments and government partnerships that have formed with private entities
have swung the pendulum even further away from public interests. In this sense, the snowballing
of financial incentives has created a momentum, from which a return to public interests will
prove challenging. While the state is likely more secure from a defense standpoint, the
undermining of achieving a balance is likely a mistake for the state’s legitimacy as a democratic
institution in the long term. Through state actions that appear to gradually remove citizens from
consent to their own coercion, the state progressively loses legitimacy by failing to achieve the

consent required of liberal democracy.

5.3 Potential Solutions, Limitations, and Future Implications

Having understood the problems that surveillance has created as well as the driving factors
behind such problems, this subsection will look towards the future, outlining potential solutions
to the trend away from democratic principles amidst significant issues that may hinder their

implementation.

While the way in which surveillance is being conducted is incompatible with democratic
governance, the informational nature of defense increasingly mandates significant amounts of

intelligence gathering on behalf of the state. As the state holds the social contract obligation in
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upholding democratic principles, the state also holds an obligation to protect its citizens. When
these conflicting interests are at play, the instance of TIA, for example, suggests that there is an
opportunity for achieving balance. This could be considered “democratic surveillance.” Though
it did not work as intended, TIA signified an emphasis on publicity, arguing that the consent of
people to be surveilled was important in making the program work. Moreover, intelligence
agencies can carry out whatever means of surveillance they want, granted that citizens are made
aware of the means of surveillance, as per hypothetical consent. For this to happen, publicity
would need to increase significantly, involving detail on what surveillance is targeting so that the
public can understand that the secrecy is warranted. However, this growth in public information
will hurt the coercive effect of the state’s surveillance, which will naturally limit its efficiency. It
may limit the unwarranted coercion, but it will also limit the power of surveillance in warranted
coercion. This limit of power could end up hurting the state by preventing it from addressing

national security concerns to the fullest extent, limiting its ability to protect its citizens.

In implementing further measures to achieve "democratic surveillance,” other significant
limitations would present themselves. For instance, the entanglement of data brokers and tech
companies with Defense Department contracts, along with the close relationships between
Washington and these firms, creates a situation that would be difficult to reverse due to the
strong financial incentives involved. Another limiting factor, previously mentioned, is that the
more informational nature of national security has increased demand for intelligence agencies
and has widened the scope of their operations. For example, national security is no longer simply
guarding against domestic terrorist threats, but makes up a wider scope encompassing any sort of

activity that can influence security in any way. Given this broadened scope, questions present
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themselves in terms of where coercive surveillance can be applied, as threats have become more

indirect.

New complications for intelligence agencies raise significant concerns, given the
presence of other non-democratic states that do not need to worry about upholding such
principles. Democracies hold a serious disadvantage when compared with totalitarian regimes,
which can invest heavily in their surveillance technologies while keeping surveillance operations
as coercive as possible, as they have no obligation to publicize information. Due to this, liberal
democracies like the US face even more pressure to keep up on the intelligence front. With these
perspectives accounted for, it is difficult to imagine liberal democracies reversing or slowing

down intelligence operations for the sake of democratic principles.

As an increasingly informational world forces greater investment in informational
intelligence, democracies may be forced to concede some of these principles to ensure security.
However, despite the need for increased intelligence efforts, steps can be taken to facilitate more
publicity than is currently occurring. For example, the harm from state agencies collecting
encrypted data via spyware, while typically unwarranted, could be mitigated through a few

policy changes to include:

1. Requiring agencies to specify more about their surveillance activities, enabling citizens to
understand how their data is being used, while deterring the state from applying collected
data in unwarranted ways.

2. Expanding the documentation of government agencies' partnerships with data brokers,
analysts, and other tech firms involved in digital surveillance to enhance transparency

while maintaining security.
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3. Enhancing Freedom of Information policies, allowing citizens to know where their data

ends up once it has been collected.

Moderate changes in increasing publicity on coercive means of surveillance are the most
realistic steps to be taken to ensure that citizens are more able to consent to coercion, while
preserving the efficiency of existing surveillance mechanisms. Surveillance methods and their
coercive impact are unlikely to change significantly, but the protection of consent through
publicity is critical. Minor adjustments in transparency can create some change, shaping citizens'
understanding that coercion and secrecy are necessary for national security. While increased
publicity may enhance the justification for certain surveillance activities, it would not always
render highly coercive practices entirely justified according to liberal democratic norms. There
will always be a tension inherent in conducting surveillance in democratic structures, requiring a
constant balancing of interests based on a knowledge of its workings and a commitment to

foundational ideas.
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