CHAPTER 16

Social Media and the
Ethics of Scholarship: A
Call for the Assessment
and Communication
of Rights Information,
Provenance, and Context
Rina Elster Pantalony
Social media plays not only societal and social roles as a platform for the
exchange of ideas but a scholarly role, too. As scholars communicate in the
online environment using social media platforms, their communications
practices emulate the standards set by social norms captured in these communications. The difficulties become apparent when scholars try to discern
context, source, attribution, provenance, and rights associated with subsequent use of information and materials. In this era of fake news, we are
often unable to discern, with a degree of probability, the reliability of outof-context materials or materials that have been separated from source and
attribution information. Is the story being reported true and does it come
from a reliable source? Is the story based on facts and, if so, what facts?
Scholarly communications in the online environment can suffer from the
same malaise when separated from source, provenance, and attribution
information. The digital age often leaves the academic community with a
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number of questions, such as: Where does material come from? Who created the material? Is it a primary source that can be validated? What can I
do with the material and in what context may I use it? Has a library made
curatorial decisions about the collection to provide me with a measure of
comfort? Can I share the materials lawfully to meet my academic objectives and disseminate knowledge? Can the library provide me with the
tools and capacity to answer my questions and judge material accurately?
These are some of the seminal questions that define what constitutes
information literacy. Indeed, as defined by the Association of College and
Research Libraries in their Framework for Information Literacy for Higher
Education, information literacies capture the discovery of information,
the understanding of how one creates, values, and uses information while
creating new knowledge and participating ethically in the scholarly community.1
This chapter examines the role that libraries can play to promote information literacies for both the scholarly community and, where materials are
made available in the public online environment, to the public at large.
Libraries do not simply have a role to play by promoting information literacies. Rather, libraries have, within the context of the ethics of scholarship, an ethical obligation to do so. Libraries assist scholars by providing
the information that determines the reproducibility, authenticity, and
reliability of materials. In addition, when libraries provide greater access
to materials in the online environment, they hold a similar ethical obligation to provide information to inform the scholarly community about the
rights provenance of the materials at issue. Information literacy depends
on such ethical standards being met.
This chapter documents two exercises undertaken by Columbia University Libraries in an ever-growing environment of skepticism about the
integrity and authenticity of information found on the internet and, in
particular, on social media sites. Within this context, Columbia University Libraries undertook both a purposeful examination of the creation
and development of a rights metadata system associated with distinct
collections at Columbia University Libraries and a review of scholarly
and strategic priorities. Copyright literacy is defined as having and using
the knowledge, understanding, and practice skills that enable the ethical
creation and use of copyright-protected materials.2 As part of Columbia
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University Libraries’ review, copyright and, in particular, copyright literacy was assessed and prioritized as a facet of the ethics of scholarship.

The Context: The Ethics of Scholarship
and Strategic Directions
Even before Columbia University Libraries commenced its strategic
review, known as Strategic Directions,3 there was already a growing
awareness that the online environment was placing considerable strain
on the ethics of scholarship. In 2015, the Libraries at Columbia University advocated publicly about the importance of source and attribution
information in the form of rights metadata associated with content being
posted in the online environment. The notion of adding rights metadata
to materials being posted in the online environment was premised on and
in support of good scholarly best practices, regardless of medium.
Columbia’s position, articulated in a letter by University Librarian and
Vice-Provost Ann Thornton and addressed, to Maria Pallante, Register
of Copyrights, US Copyright Office on July 23, 2015,4 responded to a
notice of inquiry issued by the US Copyright Office on the protection
for visual works. The letter provided that Columbia University Libraries
supported systemic rights identification protocols so that rights metadata,
if well-structured, could provide key fields of information, such as author
attribution and source identification, to facilitate educational and scholarly access to materials. Rights protocols were supported in the letter on
the understanding that the objective of any such system was to provide
information about the copyright status and origins of the work, without
limiting education and scholarly access.
Furthermore, in the letter,5 Columbia University Libraries acknowledged
the existent practice of many individuals, institutions, or entities (including library professionals and scholars) to reproduce and distribute visual
works in the online environment without including rights information,
source attribution, or even author information. This practice, the letter
concluded, only added to the ongoing complexity of orphan works, creating frustration on the part of those attempting to reproduce or distribute
these materials for scholarly purposes. In addition, it was argued, this

273

274

Chapter 16

practice diluted the scholarly endeavor. That is, the scholarly and historic
value of the materials were diminished because they could not be cited
with any degree of certainty nor could they be identified as materials
created by a particular author or artist.
The letter concluded by stating that as stewards of important collections,
Columbia University Libraries has a responsibility to researchers, scholars, and the general public to communicate collections lawfully and in a
manner consistent with academic standards.6 Any practice of stripping
out existing metadata, including author attribution or source information
would require us to re-assess the legal risks when we considered releasing
copies of these works into the online environment. Such re-assessments
of risk can have the effect of inhibiting our capacity to fulfill our mandate
to facilitate access to scholarly material.
In 2016, Columbia University Libraries embarked upon strategic directions7 that required an analysis of the potential role that the ethics of
scholarship could play in leveraging the wealth of knowledge communicated by the Libraries at Columbia University to students and scholars.8
As a first step, a working group tasked with assessing the ethics of scholarship attempted to define the notion of “ethics” in this context. By examining more closely some of Columbia University’s codes of ethics,9 the
reoccurring theme was that of honesty and truthfulness. On this basis, we
framed the ethics of scholarship by concluding that we meant both the
integrity of scholarship and the contextualization of it.
Three of Columbia University Libraries’ newly articulated strategic
directions implicate the ethics of scholarship, as defined.10 With respect
to the first, known as “catalyzing discovery,” Columbia University Libraries is expected to cultivate a campus research environment that
generates expertise, accelerates the production of new knowledge, and
amplifies research outcomes. With respect to the second, known as
“inspiring inquiry,” library professionals are also expected to engage with
students and, by extension, with faculty to discover, explore, and participate meaningfully in our global and diverse society. Faculty and library
professionals provide students with direction, guidance, toolsets, and the
requisite knowledge that inspires their inquiry. Therefore, faculty and, in
particular, library professional staff require the underlying expertise that
subsequently transfers to students embarking on their scholarly journey.
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In addition, if we are successful in engaging faculty by facilitating their
ability to address their students’ needs in this regard, we will, in fact, be
successful in reaching our students in their scholarly pursuits at Columbia University. Finally, we are expected to continue to play a role of leadership, in keeping with the third strategic direction, known as “shaping
discourse,” by forging ambitious agenda and pursuing strategic innovations to accelerate library performance in partnership with collaborators
nationally and internationally.
If the overall goal or objective in this instance is to provide scholars with
the opportunity to discover deeply and participate meaningfully, then
access to knowledge with an understanding of its provenance, source, and
context is particularly important within the context of current contemporary culture that includes social media.
In dealing with materials in the online environment, we realized that
scholars must ask themselves the following series of questions, including: Where does material come from? Who created the material? Is the
material accurate? Is it a primary source that can be validated? Who has
determined that the material has valid and reliable provenance? Have
the Libraries made such curatorial determinations to provide me with a
measure of comfort? Can I share it lawfully to meet my academic objectives and disseminate knowledge? Who can help me answer these questions? Are my questions anticipated and do the Libraries provide answers
to them in their own online resources? Can they, in fact, do so? Can they
provide me with the tools and capacity to answer my questions and judge
material accurately?
These typify seminal questions when defining the role of the Libraries
in creating the opportunity and environment for students, scholars, and
faculty to engage in deep discovery, broad exploration, and meaningful,
scholarly community participation.

Information Literacies
If the Libraries at Columbia University were called upon to build capacity
within our scholars to learn, explore, and discover to meet strategic directions, it became apparent that library professionals more generally would
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require specific tools and activities to achieve a level of information literacy and, specifically, copyright literacy in order to achieve useful results.
Our working group at the Libraries identified three distinct strategies
necessary to achieve a competent level of literacy associated with rights.
The first distinct strategy was to identify and communicate the correlation between descriptive metadata, rights metadata, and the ethics of
scholarship as we had defined it. Descriptive metadata plays the role of
providing both integrity and provenance information and allows both
students and faculty to engage with others in their respective disciplines
with conviction and confidence in the overall value of their scholarship.
Rights metadata, short for copyright metadata, is the second half of the
integrity and contextual puzzle. It not only supports the integrity of the
materials by confirming authorship and ownership of the material. It also
provides the scholar with an understanding of how the materials may be
used and reused. It speaks directly to access and allows scholars to create
research foundations from which they can with confidence build upon
existing scholarship while understanding the degree of risk assumed in
doing so. In addition, outward-facing rights metadata informs the scholarly community at large about the degree to which materials may be used
and re-used. The objective is, in part, to minimize the number of orphaned works in the publicly accessible environment with an agreed-upon standard of communicating rights information. The objective is to
also minimize the friction of unknown copyright status when trying to
use or communicate materials online. As an academic library, we have an
obligation to provide access to digital materials in a way that increases the
understanding of the context, integrity, and provenance. We should not
be contributing to an online environment that decreases our collective
capacity to rely upon the information as being truthful, as having integrity, or as being represented in an accurate context. Rightsstatements.org, a
project of the Digital Public Library of America and Europeana, has made
considerable progress in developing standardized outward-facing copyright metadata to provide users with a degree of understanding about the
ability to reproduce and distribute content. Columbia University Libraries
has taken significant steps to incorporate these outward-facing copyright
metadata standards into its own copyright management system, now in
development.11
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Second, as a strategy, libraries should be engaging in ongoing professional development education in copyright as a means of supporting
and promoting copyright literacy to our faculty and our students about
the extent to which they can use materials, citation, and data management. To this end, consistent and advanced copyright education
has become an urgent requirement. As determined by a 2017–2018
Copyright Education Study, conducted by Copyright Advisory Services
at Columbia University Libraries and funded by LYRASIS,12 over the
course of the past ten years, there has been a redirection and, arguably,
a decrease in the availability of sophisticated and advanced copyright
education opportunities for our own sector. Organizations whose
missions are antithetical to our own are now active within this education space, and it is imperative that we recapture it and claim it as our
own.13 Copyright law should be perceived and practiced in a way that
affords our community with opportunities to share knowledge reasonably online.
The third strategy requires us to play an advocacy role within a larger
national and global context for a robust use and re-use environment in which discovery, exploration, and learning take place. The
objective is to promote recognized copyright practices that ensure
equitable and lawful access to materials and opportunities to share
knowledge using new communications technologies and online tools
and platforms. For better or for worse, copyright reform has been on
the agenda of the House Judiciary Committee for some time.14 On
the international front, the Standing Committee on Copyright and
Related Rights at the World Intellectual Property Organization has
been debating whether to create a treaty about copyright exceptions
for libraries, archives, and now museums.15 All of these developments
can change the impact copyright law has in achieving our university
and library missions. If changes to either national or international
copyright laws are being contemplated, we must ensure that these
changes conform to the objective of knowledge sharing, particularly
across borders, so that communications technologies can be leveraged to their greatest potential. For this reason, our voice as librarians and scholars has to be heard.
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The Evolution of Social Media: Integrity,
Authenticity, and Context
While undertaking our Strategic Directions exercises at Columbia University Libraries, we concluded that standards of practice, such as robust
descriptive and rights metadata, copyright education and documentation,
and informed advocacy about legislative reform, were necessary elements
of information literacy. At the same time, the actual behavior of scholars,
library professionals, and the general public when interacting with information on social media platforms evolved differently.
Initially, library professionals considered social media as an exciting research and development opportunity. Social media, in particular Twitter,
was considered a tool that provided scholars with the means to aggregate
primary source information and library professionals with the opportunity to promote information literacy.16 However, even at the outset, library
professionals understood that while social media platforms provided a
tremendous opportunity to harness primary source materials and, despite
the informality when interacting on social media platforms, there was still
a need to maintain scholarly standards. Library professionals supported
the view that social media platforms provided an important source of accounts of history by those experiencing it firsthand. However, it was also
the case that the literature of the day encouraged library professionals to
expand their efforts to create approaches for students to discern and filter
“trustworthy” materials on various social networks.17 There was an expectation that library professionals needed to keep current with social media
developments as a means of assisting faculty and students in various
disciplines to understand, use, and migrate information and materials obtained from interacting on social media platforms. Library professionals
were also required to be ready to change approaches when developments
necessitated them. It was only in this context that library professionals
would be successful in their teaching the ethics of scholarship and the
scholarly endeavor within the social media-rich landscape.
It is likely true that no one really understood the impact that social media
would have on human social interaction and the exchange of information.
While, initially, it was presumed by scholars and library professionals
that accepted practices associated with scholarship would be introduced
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consistently in the online environment, it appears that the informality
of communications and the common denominators of practice in social
media spaces may have overshadowed scholarly standards. How and why
did this happen? What, in fact, should libraries be advocating as good
scholarly practice in this space?
Scholars had actually begun using social media platforms as a means of
carrying out primary research some time ago. This fact is evidenced by
my own students, both masters and doctoral candidates at New York University, who were known to seek out and aggregate survey information
using social media platforms, such as on Facebook and Twitter. Apart
from the obvious copyright and privacy issues that could arise in this context, the burning issue was and continues to be one of attribution, authenticity, and integrity. Can we assume that such primary source material
aggregated on Facebook or on Twitter is factual, authentic, and accurate?
If the value in primary research is due to its provenance as factual and
unique, do our scholars have the means to assess the information that
they are gathering via social media as factual, authentic, and accurate?
What are the current standards of practice by scholars and library professionals in this context?
As the uptake and adoption of social media exploded as a means of
communication in our culture, standards associated with the authenticity, integrity, and attribution of information on social media sites started
having an impact on library standards related to the ethics of scholarship. Literature of the day18 provides that social media was perceived
by the library community as providing an opportunity to teach information literacy to students using social media as a model of scholarly
discourse. Traditionally, library professionals stressed policy compliance
and punishment in the context of teaching copyright standards, plagiarism policies, and the need for attribution and source information. This
approach was considered antithetical to the mission of higher learning. It
was argued19 that this created a false dichotomy that did not resonate with
students and, thus, it was important for library professionals as teachers of scholarly endeavor to meet students on their own playing field so
that they could digest scholarly standards with a degree of empathy and
understanding. Students were presumed not to understand the need for
“compliance” because their formative years had been spent in an environ-
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ment where the ability to share information online through social media
was accorded greater value than attribution, authenticity, and integrity of
the information itself. It was advocated further that in order to resonate
with students, library professionals should, instead, stress to students that
their work contributes to the “scholarly discourse” as a whole so that they
should have an interest in being attributed and accorded attribution and
citation as not just users but as authors of scholarly materials.20
While this approach may, in fact, still hold some value, it is the subsequent presumptions that prove problematic. It was argued that since
students are using social media as sources of information and communication, library professionals should respond in kind and use social media
as frameworks for teaching and learning the ethics of scholarship. For
example, Twitter’s interface, it was argued, can be a useful tool for demonstrating how discourse unfolds and how individual content creators can
participate within the context of this discourse. An analogy was suggested
between traditional academic discourse and Twitter discourse because
they share a number of conventions. They describe how citations and references in both Twitter and academic discourses trace and footnote and
reference prior materials both forward and backward in time through the
use of date stamps, @replies, and mentions, and credit, provide citation,
and quote prior materials through re-tweets and hat tips and vias.
“Twitter, therefore, is a suitable analog for discussing attribution and the
scholarly machine, but its more familiar social conventions and real-time
scale make it more accessible to students than the traditional slow-moving examples of scholarly communication.”21
They conclude by stating that scholarly discourse and behaviors
emulate social media behaviors and we should therefore adopt social
media as the platform to engage with students to teach them about
scholarly discourse.
The presumption in the analogy above is that the metadata generated by
the information exchanged on social media provides the necessary verification of authenticity, integrity, and attribution. That is, as a scholar you
can rely upon the metadata or technical envelope or footprint generated
by the platform in the same way that you can rely upon traditional means
of attribution, authenticity, and integrity in research. Is this, in fact, the
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case? If it is not, should we, as a profession, promote an emulation of
social media informality in scholarly practice? And by emulating behaviors in the social media environment, are we, in fact, promoting behaviors
antithetical to the ethics of scholarship?

Learning from Research in Ethics and
Substantiation in Journalism
Journalists have been the subject of much scrutiny and criticism over
the past several years. Their practices, sources, the authenticity of their
stories, and their ethics have been questioned more than ever before. Social media platforms, democratizing the distribution of opinion, thereby
creating instantaneous media personalities and providing the means by
which to promote news stories, both real and suspect, have also caused
much confusion among the public and among journalists about how to
determine authenticity, integrity, and source in the online environment.
The mantra “fake news” has been heard overwhelmingly in the context of
online sources of news information.
The Tow Center for Digital Journalism at Columbia Journalism School and,
in particular, Professor Susan McGregor, has published significant research
about the standards that journalists are expected to meet when aggregating
source information in the online environment as the basis of a story.22 In
her work, Professor McGregor goes to great lengths to articulate how to
track and verify time stamps, handles, and other information that make up
the envelope of data associated with information—that is, the metadata. She
concludes that the technical process of verification—the technical ability to
confirm one’s ownership of a digital identity through encryption and other
means—is an essential aspect of communication in the online space for
journalists since it provides them with the ability to protect their reputation
in case one or more of their digital identities, whether email, Facebook, or
Twitter accounts, has been compromised.23
In addition, the Tow Center recently published a study about the public
perceptions of information found in online spaces, particularly in social
media. The study, published this past fall, examined audience attitudes
toward distributed journalism in four US cities. Distributed journalism
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refers to stories picked up by media aggregators and social media platforms.24 The research was conducted as part of a greater effort to understand the need for authenticity, integrity, accuracy, and perceptions of
reliability as a result of our experiences during and after the 2016 presidential election.25 The overall approach carried the purpose of exploring
attitudes and understandings about news and how technology platforms
operate in contemporary news ecosystems.
The authors of the study found that, overall, three platforms dominated
the discussion: Facebook, Twitter, and Reddit. The research concluded
that most participants, regardless of region or generation, were in the
dark about the way algorithms operated on social media platforms, based
on their online activity, to feed them news stories based on their habits,
practices, and interests. Both publishers and readers alike appeared to be
frustrated by the effects of algorithms, unsure how these “filters” really operated, and uncertain about what news sources they obtained. In
addition, some users were even, erroneously, convinced that they could
control these algorithms. Focus group participants stated that it was up to
them what they read or watched on social media sites.26 The perception
was that human interaction and conscious choices made on social media
platforms could actually alter how the algorithm filtered news. Finally,
some participants even underestimated the role that algorithms played by
taking social media platform feeds at face value.
Overall, participants exhibited hostility and paranoia about how algorithms operated, suggesting that they were designed to meet the social or
political objectives espoused by the technology industry or the individual companies that owned the social media platforms. In this case, users
were therefore less likely to trust the integrity of news stories, believing
that they were being surfaced or “fed” as part of a conspiracy. Researchers determined, therefore, that social media platforms could and should
improve their transparency about how they work and about the role that
algorithms play in surfacing, prioritizing, and ranking news stories to
users.27
Another key finding of the study concerned the loss of the brand, similar in nature to source or author attribution. Decontextualizing content
from its source was found to harm the integrity of the content. Audiences appear to still recognize publisher and source branding and, in fact,
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seek it out as a measure of confirmation of the integrity of the information before them. At the same time, participants admit to having been
duped into sharing “fake” news stories so that they were admittedly not
as diligent as they would have liked. Stories were often shared due to
reliance on a third party’s decision to share it. Confusion stems from the
difference between trusting the integrity of the person sharing the story—
that is, “I know that person or of that person and therefore it must be
trustworthy”—and relying on the integrity derived from brand or actual
source information of the story to begin with.28 Participants in the study
laid blame at the feet of the social media platforms rather than the people
sharing the stories who had not verified the stories’ authenticity in the
first instance.
The study concluded that, aside from the call for better social and corporate responsibility in the kinds of news that social media platforms
support, there was an urgent need for a new type of “algorithmic literacy.” That is, there appears to be an urgent need for transparency about
how algorithms work, how user data is aggregated, and then how it is
used, with or without the consent of the individual whose data has been
aggregated.29 Users of social media, and not just specialists, need algorithmic literacy to understand, verify, authenticate, and trust the materials on
social media platforms in order to engage in civic discourse.30
Social media accounts are subject to hacking and manipulation, making valid authenticity and attribution even more difficult. The number
of followers of a specific Twitter account can be manipulated with bots.
Similarly, the number of retweets of a Twitter posting can be increased
artificially. Journalists James V. Grimaldi and Paul Overberg published a
story in the Wall Street Journal on December 13, 201731 about the results
of an investigation about posts to the public docket of the Federal Communications Commission. The investigation revealed that many posts on
the public docket of the Federal Communications Commission website
endorsing the repeal of net-neutrality regulations were, in fact, fake. The
investigation uncovered thousands of such fraudulent comments, some
using what appeared to be stolen identities posted by computers programmed to load comments onto the dockets. The Federal Communications Commission repealed net-neutrality regulations one day after this
story was published.32
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Lessons Learned
What can we learn from these studies and experiences? Certainly, material
posted online and on social media sites requires additional scrutiny, assessment, and verification. At a minimum, scholars and educators participating
in the research enterprise need to uphold scholarly standards consistent
with standards long-held and advanced,33 regardless of media or communications means. Despite the opportunities that social media provide scholars
and library professionals alike in conducting research or suggesting new
teaching and learning opportunities about the scholarly endeavor, the traditional values of upholding the ethics of scholarship should remain constant.
If scholarship is an ongoing conversation, as suggested by the Association
of College and Research Libraries in their Framework,34 consistent practices, providing attribution, authenticity, and integrity of materials will allow
scholars to trace and understand the legacy and evolution of a particular
scholarly discipline. Thus, never before has the need for information literacy, copyright literacy, and metadata been stronger.
Libraries should include programming to assess materials in collections for rights information and develop standardized rights metadata
protocols. In order to provide our scholars with the ability to exchange
information about their research seamlessly on social media platforms,
scholars need to understand the degree of liberty or risk associated with
the materials they engage with during their research. To the degree possible, as determined by undertaking risk assessments, we should provide
outward-facing metadata on the materials we place in the online environment. If scholars are unsure about the rights status of materials they
post in the online environment, they will be inhibited in their capacity to
exchange scholarly views or unable to engage in scholarly interactions as
robustly as social media platforms may allow.
Libraries should set academic standards by providing, to the extent possible, attribution and source information about the materials they post
in the online environment, whether on their websites or posted in social
media contexts. Libraries, archives, and museums have been subjected to
the frustrations of working with orphaned works collections, particularly
primary source materials found in archives or collections that include
twentieth-century materials, such as music recordings, film, and video
collections. Libraries should not, wherever possible, be adding to the mis-
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ery of chasing copyright information by failing to provide attribution and
source information about the materials they post online.35
If librarians continue to advocate the use of social media as a means of
conducting research, we must do so with a certain degree of sophistication. Thus, librarians will also need to be well-versed in algorithmic literacy in addition to information and copyright literacy, as recommended by
the Tow Center’s report. Only then will scholars be provided with a better
understanding about how algorithms aggregate information, research,
and news stories on social media sites. This is an essential element of the
ethics of scholarship and essential when teaching the scholarly endeavor.
We need to arm our scholars with the ability to discern the authenticity,
value, or integrity of the materials they access through social media sites.
As the Tow Center Report concluded, authenticity related to scholarship
is found in the brand.36 Scholars should be assisted to recognize from
where they obtained their research, who published it, whether it was
peer reviewed, and whether it was a respected source. This might seem
obvious. However, given how algorithms decontextualize information
on social media platforms, it becomes necessary to re-emphasize these
skills and teach them within the context of the online environment. This
is no easy task. It will require us to follow technology developments and
advancements in algorithmic literacy. Finally, in addition to advocating
for copyright reforms, we need to be casting a larger net. The transparency of how algorithms operate in aiding online searches will only assist us
in teaching ethics of scholarship.
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