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distant technological horizon is lethal autonomous robotics, which would
consist of robotic weapons capable of exerting lethal force without human
control or intervention. There are a number of operational and tactical
factors that create incentives for the development of such lethal systems as
the next step in the current development, deployment and use of
autonomous systems in military forces. Yet, such robotic systems would
raise a number of potential operational, policy, ethical and legal issues.
This article summarizes the current status and incentives for the
development of lethal autonomous robots, discusses some of the issues
that would be raised by such systems, and calls for a national and
international dialogue on appropriate governance of such systems before
they are deployed. The article reviews potential modes of governance,
ranging from ethical principles implemented through modifications or
refinements of national policies, to changes in the law of war and rules of
engagement, to international treaties or agreements, or to a variety of other
“soft law” governance mechanisms.
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. INTRODUCTION

Military technology is a field driven by change — the constant pursuit to be better,
faster, stronger. Certain technological achievements like guns and planes have happened
in the purview of the public and have revolutionized the world of war as we know it. Yet
many technological changes have occurred under the radar, in military labs and private
test fields, with the majority of citizens unaware of the leaps and bounds of progress.
Robotics is one such modern military technology advancement that has largely escaped
public attention to date. Combining the most advanced electronic, computer,
surveillance, and weapons technologies, the robots of today have extraordinary
capabilities and are quickly changing the landscape of battle and dynamics of war. One
of the most important achievements has been the creation of robots with autonomous
decision-making capability.> In particular, the development of autonomous robots
capable of exerting lethal force, known as lethal autonomous robots (“LARs”), has
significant implications for the military and society.

A variety of never-before-anticipated, complex legal, ethical, and political issues
have been created — issues in need of prompt attention and action. There have recently
been growing calls for the potential risks and impacts of LARs to be considered and
addressed in an anticipatory and preemptive manner. For example, in October 2010, a
United Nations human-rights investigator recommended in a report to the United Nations
that “[t]he international community urgently needs to address the legal, political, ethical
and moral implications of the development of lethal robotic technologies.”® In
September 2010, a workshop of experts on unmanned military systems held in Berlin
issued a statement (supported by a majority but not all of the participants) calling upon
“the international community to commence a discussion about the pressing dangers that
these systems pose to peace and international security and to civilians.”* While there is
much room for debate about what substantive policies and restrictions (if any) should
apply to LARs, there is broad agreement that now is the time to discuss those issues. The
recent controversy over unmanned aerial vehicles (“UAVs”) that are nevertheless human-
controlled (often referred to as “drones”) demonstrates the importance of anticipating and
trying to address in a proactive manner the concerns about the next generation of such
weapons — autonomous, lethal robotics.®

This article seeks to provide a background of some of these issues and start the
much needed legal and ethical dialogue related to the use of lethal autonomous robotic

2

(2009).

See generally Ronald C. Arkin, Governing Lethal Behavior in Autonomous Robots

3 Patrick Worsnip, U.N. Official Calls for Study of Ethics, Legality of Unmanned

Weapons, Wash. Post, Oct. 24, 2010.

4 The Statement of the 2010 Expert Workshop on Limiting Armed Tele-Operated and
Autonomous Systems, Berlin, Sept. 22, 2010, available at
http://www.icrac.co.cc/Expert%20Workshop%20Statement.pdf (last visited Nov. 14, 2010).

° P.W. Singer, Military Robots and the Laws of War, New Atlantis, Winter 2009, at 25,
43.
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technologies in the military context. The next part (Part 1) of this article provides a brief
history and illustrations of autonomous robots in the military, including the pending
development of LARs. Part Il sets forth a number of important ethical and policy
considerations regarding the use of robots in military endeavors. Part IV reviews the
current patchwork of guidelines and policies that apply to the use of military robots. Part
V considers the role that international treaties and agreements might play in the
governance of LARs, while Part VI investigates the potential role of soft-law governance
mechanisms such as codes of conduct.

I1. BACKGROUND ON AUTONOMOUS MILITARY ROBOTICS

In the United States there has been a long tradition of applying innovative
technology in the battlefield, which has often translated into military success.® The
Department of Defense (“DOD”) naturally extended this approach to robotics. Primary
motivators for the use of intelligent robotic or unmanned systems in the battlefield
include:

Force multiplication — with robots, fewer soldiers are needed for a given mission,
and an individual soldier can now do the job of what took many before.
Expanding the battle-space — robots allow combat to be conducted over larger
areas than was previously possible.

Extending the warfighter’s reach — robotics enable an individual soldier to act
deeper into the battle-space by, for example, seeing farther or striking farther.
Casualty reduction — robots permit removing soldiers from the most dangerous
and life-threatening missions.

The initial generation of military robots generally operate under direct human
control, such as the “drone” unmanned aerial vehicles being used by the U.S. military for
unmanned air attacks in Pakistan, Afghanistan, and other theaters.” However, as robotics
technology continues to advance, a number of factors are pushing many robotic military
systems toward increased autonomy. One factor is that as robotic systems perform a
larger and more central role in military operations, there is a need to have them to
continue to function just as a human soldier would, if communication channels are
disrupted. In addition, as the complexity and speed of these systems increase, it will be
increasingly limiting and problematic for performance levels to have to interject
relatively slow human decision-making into the process. As one commentator recently
put it, “military systems (including weapons) now on the horizon will be too fast, too

6 Material from this section is derived with permission from Arkin, supra note 2.

! See generally Peter W. Singer, Wired for War (2009); Peter Bergen & Katherine
Tiedemann, Revenge of the Drones: An Analysis of Drone Strikes in Pakistan, New America
Foundation, Oct. 19, 2009, available at http://www.newamerica.net/

publications/policy/revenge_of the_drones (last visited Nov. 14, 2010).
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small, too numerous, and will create an environment too complex for humans to direct.”®

Based on these trends, many experts believe that autonomous, and in particular
lethal autonomous, robots are an inevitable and relatively imminent development.®
Indeed, several military robotic-automation systems already operate at the level where the
human is still in charge and responsible for the deployment of lethal force, but not in a
directly supervisory manner. Examples include: (i) the Phalanx system for Aegis-class
cruisers in the Navy “capable of autonomously performing its own search, detect,
evaluation, track, engage and kill assessment functions™® (Fig. 1); (ii) the MK-60
encapsulated torpedo (CAPTOR) sea mine system — one of the Navy’s primary anti-
submarine weapons capable of autonomously firing a torpedo and cruise missiles (Fig.
2); (i) the Patriot anti-aircraft missile batteries; (iv) “fire and forget” missile systems
generally; and (v) anti-personnel mines or alternatively other, more discriminating classes
of mines (e.g., anti-tank).*! These devices can each be considered to be robotic by some
definitions, as they all are capable of sensing their environment and actuating, in these
cases through the application of lethal force.

8 Thomas K. Adams, Future Warfare and the Decline of Human Decisionmaking,

Parameters, U.S. Army War College Quarterly, Winter 2001-02, at 57-58.

S Arkin, supra note 2, at 7-10; See generally George Bekey, Autonomous Robots: From
Biological Inspiration to Implementation and Control (2005); Robert Sparrow, Building a Better
WarBot: Ethical Issues in the Design of Unmanned Systems for Military Applications, 15 Sci.
Eng. Ethics 169, 173-74 (2009) [hereinafter Sparrow, Building a Better Warbot].

1 U.S. Navy, “Phalanx Close-in Weapons Systems,” United States Navy Factfile,
available at http://www.navy.mil/navydata/fact_display.asp?cid=2100&tid=800&ct=2 (last
visited Feb. 12, 2010).

I Antipersonnel mines have been banned by the Ottawa Treaty on antipersonnel mines,
although the U.S., China, Russia, and thirty-four other nations are currently not party to that
agreement. Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of
Anti-Personnel Mines and on their Destruction (Ottawa Treaty), Sept. 18, 1997, 2056 U.N.T.S.
211. Recent developments, however, indicate that the U.S. is evaluating whether to be a part of
the Ottawa Treaty. See Mark Landler, White House Is Being Pressed to Reverse Course and Join
Land Mine Ban, N.Y. Times, May 8, 2010, at A9.
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Figure 2. Tomahawk Cruise Missile on Display (United States Navy Photograph)

In 2001, Congress issued a mandate that stated that by 2010 one-third of all U.S.
deep-strike aircraft should be unmanned and by 2015 one-third of all ground vehicles
should be likewise unmanned.*? More recently, the United States Department of Defense
(“DOD”) issued in December 2007 an Unmanned Systems Roadmap spanning twenty-
five years, reaching until 2032, that likewise anticipated and projected a major shift

2 Adams, supra note 8, at 57-58.
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toward greater reliance on unmanned vehicles in U.S. military operations.*®

As early as the end of World War 1, the precursors of autonomous unmanned
weapons appeared in a project on unpiloted aircraft conducted by the U.S. Navy and the
Sperry Gyroscope Company.™* Multiple unmanned robotic systems are already being
developed or are in use that employ lethal force such as the ARV (Armed Robotic
Vehicle), a component of the Future Combat System (“FCS”); Predator UAVs
(unmanned aerial vehicles) equipped with hellfire missiles, which have already been used
in combat but under direct human supervision; and the development of an armed platform
for use in the Korean Demilitarized Zone, to name a few.™

The TALON SWORDS platform (Fig. 3) developed by Foster-Miller/QinitiQ has
already been put to test in Irag and Afghanistan and is capable of carrying lethal
weaponry (M240 or M249 machine guns, or a Barrett .50 Caliber rifle). Three of these
platforms have already served for over a year in Iraq and as of April 2008 and were still
in the field, contrary to some unfounded rumors.*®

A newer version, referred to as MAARS (Modular Advanced Armed Robotic
System), is ready to replace the earlier SWORDS platforms in the field. The newer robot
can carry a 40mm grenade launcher or an M240B machine gun in addition to various
non-lethal weapons. The President of QinitiQ stated the purpose of the robot is to
“enhance the warfighter’s capability and lethality, extend his situational awareness and
provide all these capabilities across the spectrum of combat.”*’

3 U.S. Department of Defense, DOD Unmanned Systems Roadmap: 2007-2032 (2007),
available at http://www.fas.org/irp/program/collect/usroadmap2007.pdf (last visited Sept. 21,
2010).

Y Adams, supra note 8, at 57.

5 See Arkin, supra note 2, at 10.

1 Foster-Miller Inc., Products & Service: TALON Military Robots, EOD, SWORDS, and
Hazmat Robots (2008), available at http://www.foster-miller.com/lemming.htm (last visited Feb.
10, 2010).

" QinetiQ, Press Release: QinitiQ North America Ships First MAARS Robot, June 5,
2008, available at http://www.qginetig.com/home/newsroom/news_releases_homepage/
2008/2nd_quarter/ginetig_north_america0.html (last visited Feb.12, 2010).
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Figure 3. Foster-Miller TALON SWORDS Robot
(Department of Defense Photograph)

It is interesting to note that soldiers have already surrendered to UAVs even when
the aircraft has been unarmed. The first documented instance of this occurred during the
1991 Gulf War. An RQ-2A Pioneer UAV, used for battle damage assessment for shelling
originating from the U.S.S. Wisconsin, was flying toward Faylaka Island, when several
Iragis hoisted makeshift white flags to surrender, thus avoiding another shelling from the
battleship.’® Anecdotally, most UAV units during this conflict experienced variations of
attempts to surrender to the Pioneer. A logical assumption is that this trend will only
increase as UAVS’ direct-response ability and firepower increase.

The development of autonomous, lethal robotics raises questions regarding if and
how these systems can conform as well or better than our soldiers with respect to
adherence to the existing Laws of War. This is no simple task however. In the fog of
war it is hard enough for a human to be able to effectively discriminate whether or not a
target is legitimate. Fortunately for a variety of reasons, it may be anticipated, despite the
current state of the art, that in the future autonomous robots may be able to perform better
than humans under these conditions, for the following reasons:™

8 Rebecca Maksel, Predators and Dragons, Air & Space Magazine, July 1, 2008,

available at http://www.airspacemag.com/history-of-flight/Predators_and_Dragons.html (last
visited Sept. 21, 2010).

¥ Arkin, supra note 2, at 29-30.
279



Vol. XII

The Columbia Science and Technology Law Review 2011

The ability to act conservatively: i.e., they do not need to protect themselves
in cases of low certainty of target identification. Autonomous, armed robotic
vehicles do not need to have self-preservation as a foremost drive, if at all.
They can be used in a self-sacrificing manner if needed and appropriate
without reservation by a commanding officer.

The eventual development and use of a broad range of robotic sensors better
equipped for battlefield observations than humans currently possess.

They can be designed without emotions that cloud their judgment or result in
anger and frustration with ongoing battlefield events. In addition, “[f]ear and
hysteria are always latent in combat, often real, and they press us toward
fearful measures.”®® Autonomous agents need not suffer similarly.

Avoidance of the human, psychological problem of “scenario fulfillment” is
possible, a factor believed partly contributing to the downing of an Iranian
Airliner by the U.S.S. Vincennes in 1988.** This phenomenon leads to
distortion or neglect of contradictory information in stressful situations, where
humans use new incoming information in ways that only fit their preexisting
belief patterns, a form of premature cognitive closure. Robots can be
developed so that they are not vulnerable to such patterns of behavior.

Robots can integrate more information from more sources far faster before
responding with lethal force than a human possibly could in real time. These
data can arise from multiple remote sensors and intelligence (including
human) sources, as part of the Army’s network-centric warfare concept and
the concurrent development of the Global Information Grid.?? “[M]ilitary
systems (including weapons) now on the horizon will be too fast, too small,
too numerous and will create environments too complex for humans to
direct.”?

When working in a team of combined human soldiers and autonomous
systems as an organic asset, they have the potential capability of
independently and objectively monitoring ethical behavior in the battlefield by
all parties and reporting infractions that might be observed. This presence
alone might possibly lead to a reduction in human ethical infractions.

20

21

Michael Walzer, Just and Unjust Wars 251 (4th ed., 1977).

Scott D. Sagan, Rules of Engagement, in Avoiding War: Problems of Crisis Management

443, 459-61 (Alexander L. George ed., 1991)

22

DARPA (Defense Advanced Research Projects Agency), Broad Agency Announcement

07-52, Scalable Network Monitoring, Strategic Technology Office, Aug. 2007, available at
https:/iwww. fbo.gov/index?s=opportunity&mode=form&tab=
core&id=b524ff8d8f7390061d4c5d5444c9e620&tab=documents&tabmode=list (last visited Sept.

22, 2010).

23

Adams, supra note 8, at 58.
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The trend is clear: Warfare will continue and autonomous robots will ultimately
be deployed in the conduct of warfare. The ethical and policy implications of this
imminent development are discussed next, followed by a discussion of governance
options.

I11. ETHICAL AND POLICY ASPECTS

There are numerous ethical, policy, and legal issues relating to creation and
deployment of lethal autonomous robots. Although an exhaustive list of these issues will
not be offered here, a number of the key ones will be outlined. Rather than defending a
particular point of view on the technology, the primary aim is to promote awareness of
these issues and to encourage lawyers, policymakers, and other relevant stakeholders to
consider what may be appropriate legal and regulatory responses to LARS as they are
being developed.

A. Responsibility and Risks

Australian philosopher Robert Sparrow has been a prominent voice in debates
about the ethics of lethal autonomous robots. For instance, he examines the complexities
associated with assigning ethical and legal responsibility to someone, or something, if an
autonomous robot commits a war crime.?* He considers several possible solutions to this
puzzle, including “the programmer,” “the commanding officer,” and “the machine” itself,
but concludes that each option has its profound share of difficulties.”® Remaining neutral
on whether Sparrow is correct, assigning responsibility to a LAR’s behavior (or
misbehavior) is an important matter that warrants further investigation. Along related
lines, Peter Asaro doubts whether a robot can be punished in a meaningful way since it is
unlikely to possess any form of moral agency, observing that traditional notions from
criminal law such as “rehabilitation” and “deterrence” do not seem applicable here.?®

One of the principal justifications for relying on autonomous robots is that they
would have access to a greater amount of information than any human soldier. Yet this
advantage raises key questions, including whether a robot should ever be permitted to
refuse an order and, if so, under what conditions. Refusing an order on the battlefield is
of course a serious matter, but should a robot be given more latitude to do so than a
human soldier?

Battlefield units containing human soldiers and LARs will raise additional ethical
issues relating to risk and responsibility. According to Sparrow, “human beings will start

% Robert Sparrow, Killer Robots, 24 J. Applied Phil. 66 (2007) [hereinafter Sparrow, Killer
Robots].

£ |d. at 69-73.

% Ppeter Asaro, Robots and Responsibility from a Legal Perspective, Proceedings of the
IEEE 2007 International Conference on Robotics and Automation, Workshop on RoboEthics,

April 14, 2007, Rome, ltaly.
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to be placed in harm’s way as a result of the operations of robots.”>" But will soldiers
genuinely be aware of the kinds of risks they are being exposed to when working with
robotic counterparts? If not, Sparrow fears that soldiers might place too much trust in a
machine, assuming, for example, it has completed its assigned tasks.”® And even if
soldiers are fully aware of the risks associated with reliance on robotics, how much
additional risk exposure is justifiable?

B. Legal Status of Civilians

In any treatment of LARs, the question of potential liability to civilians must be
considered. Civilians initially responsible for empowering or placement of LARs may
not necessarily be absolved of legal responsibility should the LAR perform unintended
consequences. For example, it is entirely possible that a failure to recognize and obey an
attempt for surrender could invoke a violation of the Law of Armed Conflict (“LOAC”).
If a civilian software writer failed to initially write code that recognized the right to
surrender through a flag of truce or other means, then a “reach back” to civilian liability
for the breach might be possible. Likewise, if the civilian software writer failed in
attempts to program identifiable legally protected structures such as places of worship,
hospitals, or civilian schools, the code writer may be subject to potential liability in those
scenarios as well.

The use of smaller yet lethal robots is gaining acceptance in battlefield operations.
It is entirely possible that a small three-foot or less autonomous robot might be thrown or
“launched” into an open building or window with lethal gun-firing capabilities much like
a whirling dervish.?® Should this whirling dervish either not be programmed to accept, or
fail to recognize, internationally established symbols of surrender such as a white flag,
would the robot’s responsible forces, probably including civilian software code writers,
escape legal liability for these omissions?

Similarly, well-intentioned and seemingly complete software programming might
go astray in other ways. Under Law of War concepts, and specifically the Hague
Convention (Hague VIII), it is forbidden to lay unanchored automatic contact mines
unless they will become harmless at one hour or less after the mines are no longer under

7 Sparrow, Building a Better WarBot, supra note 9, at 172.

% 1d.at172-73.
2 For example, the TALON robot has been cited by its manufacturer for its extensive use
in military operations in Afghanistan and Irag. It is small and is capable of a variety of uses
including the ability to deliver weapons fire. The manufacturer’s web site specifically states that
“TALON’s multi-mission family of robots includes one specifically equipped for tactical
scenarios frequently encountered by police SWAT units and MPs in all branches of the military.
TALON SWAT/MP is a tactical robot that can be configured with a loudspeaker and audio
receiver, night vision and thermal cameras and a choice of weapons for a lethal or less-than-lethal
response”. Qinetig, TALON Robots — TALON SWAT/MP, available at http://www.ginetiq-
na.com/Collateral/Documents/English-US/QDS09-049-TALON-SWAT-MP.pdf (last visited Feb.
28, 2010).
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the control of the person (nation) who laid them.*® If one examines unmanned vehicles,
particularly unmanned under-water sea vehicles launched from a manned “mother ship,”
in the event that the mother ship becomes lost or disabled the unmanned “robotic” ship
vehicle must, consistent with international navigational regulations and protocols, be able
on its own to comply with the navigational regulations and responsibilities. No matter
the degree of robotic autonomy, a legal responsibility is likely to exist for the actions of
the un-tethered “loose” unmanned vehicle.

Consider the situation described by P.W. Singer in “Wired for War” in which a
robot programmed to perform sentry work failed to identify a threatening action.®* In
that scenario in which a bar patron suffers from the hiccups, a robot trained to act as a
sentry with accompanying lethal force could reasonably fail to identify the well-
intentioned furtive hand gun gesture of the bartender so that the patron might be scared so
as to lose the hiccups. If the robot sentry failed to identify this mimicked handgun
gesture and mistakenly shot the bartender “thinking” a lethal threat existed, it is
conceivable that the software writer of the code might be responsible for the mistaken
actions.

The above examples illustrate how seemingly complete autonomous robotic
systems may still pose legal liability issues upon the civilians initially responsible for
their use within battle space operations. Amidst these scenarios, the civilian software
code writer’s work and ultimate responsibilities may enjoy a much longer and
unanticipated legal life.

C. Complexity and Unpredictability

Unfortunately, a full awareness of the risks from autonomous robots may be
impossible. Wallach and Allen discuss how predicting the relevant dangers can be
fraught with uncertainty.®  For example, a semi-autonomous anti-aircraft gun
accidentally killed several South African soldiers.*® Roger Clarke pointed out years ago
that, “[c]Jomplex systems are prone to component failures and malfunctions, and to

% The Law of War in conjunction with the laying of contact underwater mines is covered

in Article | to the Hague Convention VIII; October 18, 1907. Article | states: “It is forbidden []
[t]o lay unanchored automatic contact mines, except when they are so constructed as to become
harmless one hour at most after the person who laid them ceases to control them; [t]o lay
anchored automatic contact mines which do not become harmless as soon as they have broken
loose from their moorings; [and] [t]o use torpedoes which do not become harmless when they
have missed their mark.” Convention (VIII) Relative to the Laying of Automatic Submarine
Contact Mines, Oct. 18, 1907, 36 U.S.T. 541.

%' Singer, supra note 7, at 81.

%2 Wendell Wallach & Colin Allen, Moral Machines: Teaching Robots Right from Wrong
189-214 (2009).

% Noah Shachtman, Robot Cannon Kills 9, Wounds 14, Wired.com, Oct. 18, 2007,
available at http://blog.wired.com/defense/2007/10/robot-cannon-ki.html (last visited Feb. 8,
2010).
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intermodule inconsistencies and misunderstandings.”®** Blay Whitby echoes the notion
by arguing that computer programs often do not behave as predictably as software
programmers would hope.® Experts from computing, robotics, and other relevant
communities need to continue weighing in on the matter so the reliability of LARS can be
more thoroughly assessed.

Perhaps robot ethics has not received the attention it needs, given a common
misconception that robots will do only what we have programmed them to do.
Unfortunately, such a belief is sorely outdated, harking back to a time when computers
were simpler and their programs could be written and understood by a single person.
Now, programs with millions of lines of code are written by teams of programmers, none
of whom knows the entire program; hence, no individual can predict the effect of a given
command with absolute certainty, since portions of large programs may interact in
unexpected, untested ways. Even straightforward, simple rules such as Asimov’s Laws
of Robotics can create unexpected dilemmas.®® Furthermore, increasing complexity may
lead to emergent behaviors, i.e., behaviors not programmed but arising out of sheer
complexity.®

Related major research efforts also are being devoted to enabling robots to learn
from experience. Learning may enable the robot to respond to novel situations, an
apparent blessing given the impracticality and impossibility of predicting all eventualities
on the designer’s part. But this capability raises the question of whether it can be
predicted with reasonable certainty what the robot will learn. Arguably, if a robot’s
behavior could be adequately predicted, the robot would just be programmed to behave in
certain ways in the first place instead of requiring learning. Thus, unpredictability in the
behavior of complex robots is a major source of worry, especially if robots are to operate
in unstructured environments, rather than the carefully-structured domain of a factory or
test laboratory.

D. Just-War Theory

An overarching concern is whether the use of LARs is consistent with time-
honored principles, rules, and codes that guide military operations, including just-war
theory, the Law of Armed Conflict (“LOAC”), and the Rules of Engagement. Scholars
are already starting to analyze whether LARs will be capable of fulfilling the
requirements of just-war theory. Noel Sharkey, for example, doubts that robots will be

¥ Roger Clarke, Asimov's Laws of Robotics: Implications for Information Technology-Part

11, 27 Computer 57, 65 (1994).

% Blay Whitby, Computing Machinery and Morality, 22 Al & Society 551, 551-563
(2008).

% Issac Asimov, |, Robot (1950).

¥ See, e.g., Ray Kurzweil. The Age of Spiritual Machines: When Computers Exceed
Human Intelligence (1999); Ray Kurzweil. The Singularity is Near: When Humans Transcend

Biology (2005).
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capable of upholding the principle of discrimination, which involves being able to
distinguish between combatants and non-legitimate targets such as civilians and
surrendering soldiers.®  While discussing military robots and the principle of
proportionality, Sparrow argues that “decisions about what constitutes a level of force
proportionate to the threat posed by enemy forces are extremely complex and context
dependent and it is seemingly unlikely that machines will be able to make these decisions
reliably for the foreseeable future.”*® However, at this point, it remains an open question
whether the differences between LARs and existing military technology are significant
enough to bar the former’s use.

Further, Asaro examines whether military robots may actually encourage wars by
altering pre-conflict proportionality calculations and last resort efforts.** A fundamental
impediment to war is the loss of human life, especially the lives of fellow citizens;
casualties are a significant reason why wars are not more common. Sending an army of
machines to war—rather than friends and relatives—may not exact the same physical and
emotional toll on a population.** Assuming the existence of a just cause, one could
celebrate this new calculus, which more readily permits legitimate self-defense.
However, this reduced cost may, in turn, reduce the rigor with which non-violent
alternatives are pursued and thus encourage unnecessary—and therefore unjust—wars.
While this possible moral hazard obviously does not require us to maximize war costs, it
does require efforts to inform and monitor national security decision-makers.

Finally, Singer suggests that these LARs weapons could undermine
counterinsurgency efforts, where indigenous respect and trust is crucial to creating a
reasonable chance of success.” Unmanned weapons may be perceived as indicative of
flawed characters and/or tepid commitments, and are incapable of developing necessary
personal relationships with local citizens. And even if remote controlled or autonomous
weapons are more discriminate than soldiers, they are commonly perceived as less so.

E. Civilian Applications

Technology developed for military purposes frequently has civilian applications
and vice versa. For instance, Singer notes how the REMUS, the Remote Environmental

% Noel Sharkey, Cassandra or False Prophet of Doom: Al Robots and War, 23(4) IEEE
Intelligent Systems 14, 16-17 (2008); Noel Sharkey, The Ethical Frontiers of Robotics, 32
Science 1800, 1800-01 (2008) (“[N]o computational system can discriminate between combatants
and innocents in a close-contact encounter”).

% Sparrow, Building a Better WarBot, supra note 9, at 178.

“0" " Peter Asaro, How Just Could a Robot War Be?, in Adam Briggle, Katinka Waelbers, and
Philip Brey (eds.), Current Issues in Computing and Philosophy 1, 7-9 (2008).

“t " Robert Sparrow, Predators or Plowshares? Arms Control of Robotic Weapons, IEEE
Tech. Soc’y Magazine, Spring 2009, at 25, 26 (hereinafter “Sparrow, Predators or
Plowshares?”).

2 Singer, supra note 7, at 299.
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Monitoring Unit, was originally used by oceanographers but later an altered version of it
was deployed in Iraq.** Further, many federal and state agencies have sought permission
to use military technology such as UAVs.** Consequently, once LARs are developed for
military use, what might the implications be down the road for their use in civilian
contexts?*®

F. Broader Ethical and Social Considerations

Any decisions and policies regarding military development and use of LARs will
impact, and be impacted by, broader technological and social considerations.*® The
failure to acknowledge these considerations upfront, and include them in the analysis, can
lead to dysfunctional results, and u