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ABSTRACT

This paper presents a methodology for automatically analyzing the performance of
communication protocols.  The methodology consists of three steps. First, s protocol
designer uses a formal algebraic method to specify the functional behavior of each
of the communicating processes involved in the protocol. Second, the coneurrent
behavior of the protocol is automatically computed. Third, the protocol designer
formally specifies timing requirements and/or performance measures and requests their
apalysis.  This analysis is carried out sutomatically from the formal specification of
the protocol augmented with some timing information. The methodology s
implemented in ANALYST: an automated protocol performance analyzer. A
connection establishment and a data transfer protocol are used to demonstrate the
methodology. By analyzing the timing requirements of these protocols, optimal
settings of their system parameters are obtained.  Results obtained from snalyring
their performance measures are shown to agres with manual results previously
reported in the literature. ‘
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1. Introduction

A protocol is a set of rules that regulate communication; among  distril. :ted
processes in a computer network. Protocol design involves a rather complex set of
problems since the processes involved share common resources concurrently and
asynchronously; communicate through unreliable channels that incur racdom mes:age
delays; and behave in a time-dependent fashion. The first step in designing pre* :-~ls
is to formally specify the behavior of its various communicating proceszes. ' The
concurrent behavior of these processes then has to be examined to ensure that it
satisfies the functional and performance objectives of the protocol. Even for a simple
protocol with few communicating processes, the concurrent behavior typically includes

too many possibilities to be analyzed manually.

Consequently, there has been great demand for automated tools to aid the protocol
designer in verifying the functional requirements and analyzing the performance of
such concurrent behavior. Functional requirements of a protocol assert that its
behavior is safe, i.e., any goal achieved actually satisfies its functional objectives,
and live, i.e., such goals are guaranteed to be eventusally achieved. That s,
verifying functional requirements of protocols is concerned with assessing qualitatively

their functional behavior.

On the other hand, analyzing the performance of protocols is concerned with
assessing quantitatively their timing behavior.  More specifically, we view performance
analysis of protocols as consisting of 1) analyzing the requirements to be met by
its timing behavior (timing requirements) to ensure that the protocol performs
efficiently, and 2) analyzing key measures that indicate how efficiently the protocol

performs. For example, consider a protocol using time-out to recover from message



loss in the transmission medium, Such a protocol performs efficiently if it has a
minimal probability of time-out occurring before a loss and a minimal time between
a loss and a time-out. (As will be shown later, these two timing requirements are
contradictory and some balanced requirement can be defined and analyzed.) One key

measure of the efficiency of the protocol, for example, is the mean time starting

with the sender sending a message until it receives its successful acknowledgment.

Conside;able attention has been especially given in the past decade to the
development of automated tools for verifying functional requirements of protocols
[Suns 83]. Works on performance analysis of protocols, however, have not
addressed the issue of analyzing their timing requirements and have used manual
analyses of their performance measures, (see for example [Tows 79, Bux 82]).
Analyzing timing requirements of protocols is very important sioce it ensures their
efficient performance and yields optimal settings of protocol parameters. Manual
analysis of performance measures analyses are protocol-dependent (that is, a
completely new analysis is required for every protocol examined), follow ad-hoc
techniques, and cannot be integrated with other tools in protocol development

environments,

In this paper, we propose a methodology for formally specifying and
automatically anslyzing timing requirements and performance measures of protocols.
This combination is natural since both problems require & timing model of
protocols. The xﬁethodology is implemented in ANALYST: an automated protocol
performance analyzer. ANALYST runs on a8 VAX 750 under UNIX* 4.2bsd and is

currently being ported to a personal workstation with advanced graphics capabilities.

*UNIX is a trademark of ATET



A graphics interface to the environment is partially developed.

The paper is organized as follows. In section 2, the methodology is described and
demonstrated using a simple connection establishment protocol. In section 3, the
methodology is also applied to a data transfer protocol. Finally, a summary of

the results is presented in section 4.

2. A Methodology for Specification-Based Performance
Analysis of Protocols

2.1. An_Algebraic Specification Method

In this section, an algebraic specification method for capturing the communication
behavior of protocols will be introduced. Addressing between processes is assumed
to be one-to-one meaning each message has unique sender and receiver processes.
Inter-process communications are synchronous which means that a sender (receiver)
process issuing a send (receive) event is blocked wuntil the receiver (sender) process
is ready to receive (send). That is, until the sender and receiver procusses

rendezvous.

The communication behavior of such processes can be described as a tree (a

communication tree).  Given

- A linite set of tdentifiers I+=-{A,BI.SE'NDER,...} whose elements are
character strings starting with an uppercase letter.

- A special identifier “$" denoting deadlock, J== It U {$).

- A finite set of event names N == {ab'mag,..} whose elements are

character strings starting with a lowercase letter. An event name
preceded by “I”, “?' or “&"” corresponds to a send, receive, or
rendezvous event, respectively. Let & denote the set of send events,

receive events, and rendezvous events.




Definition 1: A Communication Tree (CT) is a finite rooted tree such
that

1. The branches are labeled with events from ¢.

2. The root and some internal nodes are labeled by unique
identifiers from It.

3. The leaves are all labeled from 1I.

A tree is complete iff any leaf label, except deadlock, appears as a label of an

internal node. Throughout the rest of the paper, we consider only complete trees.

A behavior sequence of a given CT is a possibly infinite sequence of events
formed by traversing a path starting from the root and continuing until a leaf s
reached. If the leal is deadlocked, the behavior sequence terminates; otherwise,
traversal continues from the tree rooted with the leal label. A CT is a terminating
tree iff there exists a behavior sequence of the tree that terminates. Otherwise, it
is cyclic.  Let the set of all behavior sequences of a CT rooted at A be referred

to as SeqlA].

Given 8 process CT, the execution of the process starts at the root and proceeds
as follows: a branch followed by a node indicates that the event labeling the
branch is ascquentially followed by the behavior represented by the node. Several
trees connected to a node indicates that any of them can be executed

non—deterministically.

Consider, for example, a simple connection establishment protocol between a terminal
process T and a network process N described in [Rudi 85]. The two processes

communicate through two half-duplex, FIFO transmission channels: R from terminal




to network and [ from network to terminal. The channels are assumed to be
reliable, ie., they do not lose or corrupt messages. [f a message m is received

at one end of a channel, then let m’ denote its copy delivered at the other end.

Initially, the terminal and network processes are ready for connection, and the two
channels are empty.  The terminal either sends a call-request message (lreg) to R
or receives an incoming-call message (!lin¢’) from I, upon which it becomes
connected. Subsequent incoming-call messages received are then ignored. The
terminal can terminate the call by sending a terminate message (!term) and then
becomes ready again. Fig. 1 depicts a CT that describes the communication
behavior of the terminal process. Channel R accepts call-request and terminate
messages from T and delivers copies of them to N. Similarly, channel [ accepts
incoming-call messages from N and delivers copies of them to T. For the sake of
simplifying the analysis of the protocol, we assume that at most one call-request
message and one terminate message reside in R at any time, and that one
incoming-call message resides in I at any time. The network becomes connected if
it either” receives a call-request message (!re¢/) from R or sends an incominyg-call
message (linc) to L Subsequent call-request rmessages received are then ignored.
The network becomes ready again if it receives a terminate message (?term’) from
R. Any terminate messages received when the network is ready are ignor:d. Fig.
2 depicts the configuration of these four processes and the ports through v i:h

they communicate.

CTs can be formally defined using universal algebra [Grat 88].

Definition 2: An expression E in the algebra of CTs is either

1. IE Ip




2. ¢+E (sequential composition, ¢ € &),
3. E+E (oon-deterministic composition),
or

4. E|E (concurrent composition).

Concurrently composing two CTs (expressions) produces a composite CT (expression).
A composite CT informally includes a rendezvous event for every pair of
corresponding send and receive events, and a shuffling of other events belonging to
the two CTs. A formal definition of the concurrent composition is given in the

next section.

Let the set of expressions in the algebra of CTs be denoted by X. The me;ning
of operations in an algebra are described by equational azioms. For example, the
following is an axiom of the algebra of CTs introduced above: E+$ = E, E€ X
(deadlock axiom), where = is a relation that defines equivalence of expressions.

For a complete set of the axioms of the algebra of CTs and a definition of the

equivalence relation, see [Noun 886).

The communication behavior of a process can be specified algebraically by either a
single expression or a set of equations of the form I=E, I€I* and E #€# X.
Such an equation corresponds to a CT whose root is labeled I and behavior is

described by E. The algebraic specifications of the processes in the connection

establishment protocol are given by



PROCESS T PROCESS N

T=lreqe Cy + tinc' s Cy N=1re¢ «Cy+linc.Cy+ Nerm . N
Cr=1tnd e C; +lterm o T Co=red « Cy + Merm o« N

END END

PROCESS R PROCESS I

R=1reqe Ry + Mterm « Ry I=stinc. I,

Ry ==lred « R+ term o Ry I} =linc' o I

Ry == lterm’' . R END

Ry =lreqd Ry

END

Let.the scope of communication between two processes be a set that includes the
names of events with which they communicate, name(le) = name(te) =¢. The acope
of a pair of identifiers is equal to the acope of the processes they belong to.
Events a4 and b are co-events iff they have the same names and one is a send

event and the other a receive event.

A protocol can be specified by a list of processes and the scope between each
pair of communicating processes. The specification of the connection establishment

protocol is given by

PROTOCOL Connection Establishment: T.R.N,J
acope(T,R) == {req,term} acope{ R,N)== {req term'}
scope(N,I) = {inc} scope(IT) == {inc'}
ND

2.2. Concurrent Composition

The concurrent composition operstion, informally described above, is defined
recursively in terms of the sequential composition operation and an n-ary

generalization of the non-deterministic operation E?=1 by the following axiom:




Concurrent Composition Axiom

n m
Let A=) a;¢4; and B=)_ b..B;

jam] =1
then,
(f) A|B==AB
= Z a;«(A; | B) V a; such that name(s;) g scope(A,B)
+ Z bie(A] Bj) V b; such that name(b;) ¢ scope(A,B)
+ Z &e o (A;] Bj) V a; and b; such that

(1) namc(a,-)=namc(bj)=c € scope(A,B)
(2) a; and b; are co—cvents

(i) A|$=8| A=A
The concurrent behavior of a protocol can be obtained through the concurrent
composition of the processes involved in it. The scope of a pair of processes of

which at least one is composite can be computed according to the following rules.

(f) acope(A,B) = scope(B,A)

(5v) acope(A | B,C) = acope(A,C) U scope( B,C)

(1) acope(A | B,C | D) == scope(A,C) U scope(B,C) U scope(A,D) U scope(B,D) (2.1)
Ap sautomated concurrent composition is supported by ANALYST. The concurrent
behavior of the given connection establishment protocol is computed by first
concurrently composing process R with process T and process I with process N.
The resulting composite processes RT and NI are then concurrently composed to

produce the concurrent behavior INRT of the connection establishment protocol

shown in Fig 3.

The specification of INRT includes 25 equations and on the average each has two
possible behavior sequences. This explosion in the number of possible behavior
sequences is due to call collissons and premature call terminations.  Call collisions

occur when both the terminal and the network attempt to initialize a call



simultaneously.  Premature termination of calls occur when after a call collision the
terminal terminates the call before receiving the incoming-call message. The terminal
assumes that this incoming-call message is a request for another connection and a
second terminate is then required to end this second unnecessary connection. The
performance of these behavior sequences in which there are no c¢all collisions or

premature terminations of calls will be analyzed in the next section.

Generally, a protocol designer may be interested not onmly in the entire concurrent
behavior of a protocol, but also in certain behavior sequences belonging to it or in
segments of behavior sequences that terminate with some event. The two functions
introduced next can be used for isolating interesting certain behavior sequences or

segments of behavior sequences.

Given A"E?:[“i'Ai' let the choice set CHIA] = {a;i=1,...,n}. In a CT
rooted at A, CH[A] denotes the set of events that label the outgoing branches
connected to A. Let P represent the set that includes all pairs (e, [), where
¢e€& and f€ L
Definition 3: Terminating is a function: XXP — X such that
TerminatinglA, PCHA = Z a;+ Terminating{4; , A/ + 3. $ V (6;4) € P and

5 a;0;€ CHlA|

TerminatinglA, A maps the CT rooted at A to another CT identical to the
former, with the exception that for every branch labeled ¢ connected to a node
labeled I where (¢,]) € P, then node I is labeled with a *$’ instead. For example,
the CT corresponding to A == &daeA + &beA and the CT corresponding to

A |1 = Terminating[A,{(&b,A)}] are depicted in Fig. 4.
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Consider the concurrent behavior INRT of the connection establishment protocol.
This behavior is cyclic describing several connections between the terminal and
network processes.  The Terminating function can be used to compute segments of
Seq[INRT] that describe the concurrent behavior of the protocol during the course
of one connection. This terminating behavior INRT\y starts when all four processes
are in the initial state and ends when the first terminate message is delivered to
the network, and the four processes are in their initial state. INRT |1 is formally"
specified as

INRT |p == Terminating[INRT , {(&term , INRT)} (2.2)

Fig. 5 depicts INRT |y obtained using ANALYST.

Let § denote the set of all event pairs.
Deflnition 4: Time Constraint TC is a function: XX§ — X such that
TClA, SC§) = Z a;+ TC[A; , 8] V(aga;) €S where aya; € CHIA]
TC[A, S| maps the CT lrz‘oied at A to another CT identical to the former, with
the exception that for every node with two outgoing branches labeled aj,a9 where
(ay,a9) € S, then the branch labeled a, and its hanging subtree are pruned. For
(ay,a9) €S, event a, is said to have precedence over event sy so that whenever

there is a choice between them, the possibility of ay occurring is excluded. For

example, the CT corresponding to A= &a.A+ &be A and the CT corresponding to

A | = TC|A,{(&a,&b)}] are depicted in Fig. 8.

The TC function can be used to compute those behavior sequences of the
connection establishment protocol, denoted by INRT |y, in which there are no call
collisions. A call collision can be avoided if in INRT|p &reqd has precedence over

&inc and &in¢' has precedence over &req. Therefore, INRT |po is formally specified
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by
INRT |pcy = TC[INRT |p, {(&inc' &req),(&req &inc))] (2.3)
which is computed automatically using ANALYST to give the specification shown in

Fig. 7.

Bebavior  INRT |ppp  describing  conmections  without  premature  termination  of
connection can be computed from INRT|p by having both &inc and &inc' have
precedence over &term.  INRT |rce is formally specified by

INRT |9 = TCINRT |1, {(&inc,&term),(&incd &term)}] (2.4)

whick is computed automatically using ANALYST to give the behavior in Fig. 8.

2.3. Specification-Based Performance Analysis of Protocols
In examining the performance of protocols, the specification and analysis of timing
requirements and performance measures of protocols will be addressed.  These two

aspects of protocol performance are based on 3 timing model of protocols.

2.3.1. A Timing Model of Protocols

Assume that the observer of the concurrent behavior of a protocol can record the
occurrence times of events starting from some initial time.  The oceurrence time of
a send or receive event is the time at which it is offered. The occurrence time
of a rendezvous event is the time of completing the rendezvous interaction. Let

these occurrence times be modeled as continuous random variables.

Consider the execution of behavior A==Z?=l a; « A; starting from initial time ¢,.
Due to the non-deterministic nature of protocol behavior, at each occurrence ¢; time
there is a choice of events that might occur. At t;, any event belonging to

CH[A] = {a},...a,} might occur. Let the derivative of A with respect to event e:




;» =l..,n,  or otherwise undefined. For A given above,

Generally, if an event e occurs at time t;, then the expression observed at t; &
is equal to 9(f;_y) and the choice set CH[E,] is enabled. This means that at
tiy+1r any event belonging to this choice set might occur and the cycle continues
until termination.  Only events belonging to a choice set enabled at t- can occur

at  to. Note that each occurrence time t; has a collection of choice sets

associated with it for every event that might occur at t;_y- The CT describing

the behavior of A and the corresponding timing behavior are depicted in Fig. 9.

Such protocol timing behavior is best modeled as a marked point process [Soyd
78] [{t; M;}§ > 0], where t; is the i-th occurrence time and M; is the i-th mark
denoting the set of possible events that might occur at t. Each mark M; is a

collection of choice sets. It can be computed recursively by

Mi= {CHIO(E; )] e € My}
izl (2.5)

Computing statistics of the occurrence times of such a marked point process is
very complex since these occurrence times depend on the marks associated with
them. The computations are simplified by assuming that the occurrence time of an
event, measured from the time its choice set is enabled until it occurs, is
independent of the other events in it's choice set. Suppose at some ¢t , &_,=A
thus enabling the choice set CH[A) at the next occurrence time ¢; In this case,
the events belonging to CH{A) are actually contending with each other for

occurrence at ¢t Let r, denote the occurrence time of event e.

e
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Lemma 1

L. The probability that event ¢ € CH[A] oceurs at t; i3 given by
Prob(r, = Ms'n{rej, ¢; € (CHIA] - {e})}) (2.6)

2. The occurrence time t; is given by
b=t + Ma’n{rej, ¢; € CHIA]} (2.7)

Proof: See [Noun 84].

The mean and variance of occurrence times are of special interest since they are
often required for analyzing the performance of protocols. In addition, the gog.
deterministic behavior of protocols can be described quantitatively by the probability

of ocecurrence of its various behavior sequences,

Coosider 3 terminating  expression C. Given ap expression A such  that
SeqlA]|C Seq|C], then duration of A relative to C is defined as the length of time
starting when CHIC] is enabled untjl A terminates. Attributes of the timing model
ol A and C are defined next.

Definition 5: A probability attribute P is 4 function: ¥x ¥ — [0,1],
such that PAA) is the probability of A over the sample space  Seg[C].

Definition 8: A mean-time attribute M s a function: Y¥X ¥ — R*,
such that M(A) is the mean of the duration time of A relative to C.

Definition 7: A variance-time attribute V is a function: IX X ~ Rt

such that V{A) is the variance of the duration time of A relative to (.
Let F[t) denote the prokahility  distributiog of the occurrence time of event .
The following theorems define mappings from operations in the algebra of CTs to

operations on the attributes,
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Theorem 1
PL. P {a.4) = Pc(a)-Paa(C)(A)
P2. PL(A + B) = PJA) + PC(B)
P3. Pa) - [ I (1= F, ()] dF (1) iff a € CHIC|
0 e;€CH(C),e; % a ‘
P4. PAS) = 0 iff C#$

Proof: P! follows from noting that Pa‘(c)(A) is a conditional probability on the
occurrence of a (since the choice set of 4,(C) is only enabled after a occurs). P2
follows from noting that possible behaviors in a non-deterministic choice are mutually
exclusive. P3 follows from lemma 1(i). P4 follow's from the deadlock axiom given
in section 2.1 and from definition 5 which indicates that P,(A) is 1 for any A.

Theorem 2

Pa)  Ma.4) + P{b)- M{b.B)]
PAa+19)

N{?. MC(GQA + boB) =

Ma3. Mc(a)

I -rF () itt a € CHIC)
e;eCH(C') ’
Md. M$) =0

Proof:  Proof of M1 and M2 is straightforward. M3 follows from lemma 1(ii).

M4 lollows from the definition of deadlock behkavior.

Theorem 3
V1. Vc(a.A) == Vc(a) + Va (C’)(A)

PJa): [VJaed) + MYa.4)] + P(b)- [V(b-B) + ME(t.B)]
P s +b)

V2. VC(GOA + boB) =

- MZ{(a.A+b.B)




V3. V{a) = 2 /°°t 1 1~ F, () dt = M¥a) itt & € CH|C)
0 ¢ ecHO)
Vi, V{($) = 0

Proof: Proof of M1 and M2 is straightforward. V3 follows from lemma I(ii).

V4 follows from the definition of deadlock behavior.

For a detailed proof of how P3, M3, and V3 follow from lemma 1, see [Noun

84]. o
To simplify the computations involved in P3, M3, and V3, assume that all
occurrence times of events are exponentially distributed. Let A\, denote the

exponential rate of the occurrence time of event e. P3, M3 and V3 are reduced

to

P a) - — (2.8)

Ma) = —_— (2.9)

V{a) - (2.10)

e; € CH(C)
In summary, given an expression and the probability distributions of the occurrence

times of all events belonging to it, the attributes of the timing model of this
expression c¢an be computed |using the theorems above., The set of algebraic
equations describing the expression is mapped to a set of simultaneous linear

equations where the attributes are the variables. The mapping rules defined are
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automated in ANALYST.

Given a recursively defined expression A= X.A+ B, we intuitively expect that the
number of repetitions of behavior X is a random variable with a modified

geometric distribution.

Corollary 3.1
Let A=X.A+ B then,

P (X)
M ,(4) = ﬁjp—A(—X)-] M 4(X) + M (B)
P 4(X) 1 )
V ,(4) = ‘[ITP;(—X)]-VA()O-FW-MA(G)-#VA(B)

Proof: Using theorems 3.1, 3.2, and 3.3. (see [Noun 84] for a detailed proof).

2.3.2. Specification and Analysis of Timing requirements and Performance
Measures
Any timing requirement or performance measure that can be specified in terms of

the attributes of the timing model of protocols, can be automatically analyzed using

ANALYST.

For example, consider the connection establishment protocol. To ensure that the
protocol performs efficiently, its timing behavior should meet a timing requirement
stating that the probability of those behavior sequences without premature
termination of calls is maximized. Since behavior INRT |py given in Fig. 7, then

the timing requirement is formally specified by

where ¢ is a small probability error.

PINRTITUNRTITCY) is plotted versus the rate of termination of calls Mgipp In
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Fig.  10. The figure illustrates how the probability of behaviors without premature
termination decreases as the rate of termination increases. For the given data and

¢ == 0.05, then the optimal rate of termination is given by

Ngterm < 10.loccurrences/sec. (2.12)

An interesting measure of the performance of the connection establishment protocol

is the probability of collisions p, given by

In Fig. 11, p, is plotted versus Mereq for two different Xg; .  The figure shows

that the probability of collisions is saturated for a wide range of Nereg It
)‘&:req

decreases when the ratio is very low or very high. For a certain Agreg

X&x’nc
an increase in Mg, . causes an increase in p,.
3. An Example: A Simple Data Transfer Protocol
In this section, the proposed methodology will be used to analyze the performance
of a simple data transfer protocol that employs stop-and-wait and retransmission on

time-out  strategies. Results obtained have been automatically computed using

ANALYST.

3.1. An Algebraic Specification

The protocol involves four processes: a sender S, a receiver R, a sender-to-receiver
transmission channel D, and a receiver-to-sender transmission channel A, The
channels are assumed to be half-duplex and FIFO, but unreliable. Channel D

accepts messages (msg) from the sender and delivers copies of them (msg) to the
receiver.  Channel A accepts acknowledgments (ack) from the receiver and delivers
copies of them (ack) to the sender. The sender process is a composite process

resulting from an original sender concurrently composed with a source of messages
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and a time-out timer.  Two rendezvous events:  &get (get a message from the
source) and &tout (time-out interrupt), are obtained from these compositions,
respectively.  In addition, the two channels result from concurrent composition with
a loss process producing the rendezvous events &I/m (loss of a message) and &la

(loss of an acknowledgment).

The sender and receiver processes are initially ready for data transfer, and the two
channels are empty. When the sender process S gets a message (&get) from the
source, it sends it (!masg), and waits either for its acknowledgment or a time-out.
If an acknowledgment is received (?ack) from channel A, the sender becomes ready
again. If time-out occurs, it re-transmits the same message and waits again for
acknowledgment or time-out. The receiver process R loops through the following
behavior: when it receives a message (?’ms¢’) from channel D, it sends an
acknowledgment ![ack] to channel A and becomes ready again.  For the sake of
limiting the size of the concurrent behavior of the protocol, we assume an upper
bound of 2 on the number of messages (acknowledgments) traveling through channels
at any one time. Fig. 12 depicts the configuration of these processes and the

ports through which they communicate.

The specifications of the protocol and the four processes involved in it are as

follows:

PROTOCOL Data Transfer: S,D.RA
scope(S,D) = {mag} scope(D,R)= {masg'}
scope(R,A) = {ack} scope(A,S) == {ack'}
END
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PROCESS S PROCESS R

S = &getT R = !msd.R,

T = !msg.l¥ Ry = lack.R

W = &toutsT + tack'.SEND

End

PROCESS D PROCESS A

D = mag.D, A = lack.A;

D, = !msg.D + &Im.D + 'msg.D, Ay = lackA + &la.A + Tack. Ay
D, = |msg.Dy + &Im.D, Ay = lack.A) + &la. A

END END

The concurrent behavior .of the protocol ADRS includes 33 equations each with, on
the average, three possible behaviors sequences. Most of the behavior sequences
belonging to this concurrent behavior are due to unnecessary re-transmissions of
messages. AN unnecessary re-transmission is due to a premature time-out i.e., time-

out in cases when no message or acknowledgment is lost.

The concurrent behavior ADRS is cyclic describing transmissions of several messages.
The behavior terminating with the first acknowledgment delivered to the sender, i.e.,

event &ack/, is given by
ADRS |pq == Terminating|ADRS, {(&acK,***S)}] (3.1)

where ““*" matches any identifier, and therefore “***S” would match any identifier
in the concurrent behavior ADRS in which the identifier corresponding to the
sender is S and the identifiers corrssponding to the receiver and two channels are
any identifier. ADRS |pq starts with event &get. The behavior, dencted by
ADRS |p that starts with sending a message at the sender and ends with the

delivery of the first acknowledgement is given by
ADRS |p== ADRT 1 (3.2)

The reader is referred to [Noun 88] for a complete listing of ADRS and ADRS |p
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3.2. Specification and Analysis of Timing Requirements and Performance
Measures

Time-out is introduced in the data transfer protocol and other similar re-transmission

protocols in order to recover from situations in which messages are lost. For

these protocols to perform efficiently, their timing bebavior should meet a timing

requirement stating that

1. The probability of those behavior sequences corresponding to premature
time-outs is minimized.

2. Time-out occurs promptly after a loss thus minimizing unnecessary
delays.

Whenever time-out is contending with any other event in the protocol and time-out
occurs, then this time-out is premature. The reason is that time-out should not
occur before a loss or before allowing a message or its acknowledgment to reach
its destination.  The behavior, ADRS|1e, in which a time-out occurs omly after a
loss can be computed from ADRS |y by having all other events in the protocol

have precedence over &tout. These behavior sequences are formally specified by

ADRS |1 = TC[ADRS | {(&im &tout)(&ack,&tout) (&la,&tout),
(&mag &tout),(&masd &tout) (&ack &tout)}] (3.3)

The timing requirement stated above is formally specified by
Minimize I—PADRSIT(ADRS lre) and MADRSITC(ADRS lre) (3.4)

Mgmasg Mgack Tepresent message and acknowledgment transmission rates, respectively.
For a transmission channel bandwidth b and message and acknowledgment length |,
)‘&mag=x&ack=b/|’ Mgmsgh Mgack! Fepresent the sum of propagation and

processing rates of messages and acknowledgments, respectively.

By wvarying the rate of time-out g, MADRSIIIADRS |7) is plotted against
I—PADRSIT(ADRSITC) in Fig. 14, for two different values of the rates of

message and acknowledgment loss. Increasing the rate of time-out, causes an
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increase in the probability of behaviors without premature time-outs. [t also causes
a decrease in the mean time of one transmission. For the same time-out rate, an
increase in the rate of loss causes a decrease in the probability of premature and
an increase in the mean time, as expected. This indicates a trade-off between the
two goals of the specified timing requirement of the protocol. Some balanced then
criterion has to be chosen instead and accordingly optimal time-out rate can be

computed.

In Fig. 15, the probability of behaviors without premature time-outs is plotted
against time-out rate for tow different rates of loss. The figure indicates that a
change in the rate of loss does not affect the probability of premature time-outs,
especially at very low and very high time-out rates. For a time-out rate of about
1, the probability of premature time-outs for both rates of error loss less than

0.87.

Subsequently, Xg;.,, Wwill be set at 1, and we assume that behavior ADRS|py s

approximated by the much simpler behavior
C = &get.ADRS |TC (3.5)

Consider the timing behavior of C depicted in Fig. 16 starting at t; when a
message arrives at the source. In the figure, r,, r, and vy are the waiting time,
virtual transmission time, and transfer time, respectively.  The waiting time r
is the time that a message arriving at the source when the protocol system is
busy has to wait before being served by the protocol. The protocol system is busy
if the sender is waiting for the acknowledgment of a previously sent message.
The virtual transmission time r, is the time starting with sending 3 message at

the sender until receiving its acknowledgment. Let ¢, ¢, and ty denote the mean




of those times, respectively.  Let o, denote the variance of r, and X\ denote the

rate of message arrivals. From eq. 3.5 and the specification of ADRS lrc in Fig.

13,

t, = MJAADRT |¢) (3.8)
using the Pollaczek-Khinchine formula [Klei 75] we get

Nty + o)

f, == —

Y21 =) (38)
and from Fig. 18,

tp=t,+t, (3.9)

Mgim is related to the bit error probability p;,. of the transmission channels, as
given by

Prob. of message loss =1 - (1 — pbe,.)l
and from ADRS |ro
Prob. of message loss = PADIRWITC(&lm)

which using P1 in Theorem 3.1 is equal to
>‘&lm

(3.10)
)‘&msg"'*')‘&lm
The same applies to the rate of acknowledgment loss assuming that py,. for both

channels are equal.

A plot of ty against py, for several channel bandwidths is given in Fig. 17.
The figure shows that ty is not affected by change in py, for small pg,. A

similar result has been obtained by manual analysis [Tows 79].

Mazimum throughput TH is the average transmission rate of useful data between
the sender and receiver (i.e.,, excluding any acknowledgments or re-transmissions
required by the protocol) achieved when the sender always has a new message to

send [Bux 80]. Since only one message occupies the protocol system at a time,



TH is given by
TH = 1/t, (3.11)

A plot of TH against message length | for several pg,. in Fig. 18 shows a
degradation in TH for large values of 1. This is due to the increase in probability
of channel loss for large 1, as indicated in eq. 3.10. As pp,, decreases this
degradation is evident with very long messages and TH saturates for a range of L
A similar result has been obtained by Bux et al., [Bux 80] in analyzing the effect
of changing the channels error bit probability on the throughput of a more

complex data transfer protocol: a class of HDLC procedures.

In summary, for terrestrial channels (where p,.,. is very small eg, 10710y  the
maximum throughput of the given data transfer protocol only suffers degradation at
large message lengths. The mean transfer time of the protocol is also not affected
by any slight change in bit error probability.  However, for satellite channels with

higher bit error probability, all the protocol parameters should be considered.

4. Summary

A methodology for automatically analyzing the performance of protocols was
introduced.  An algebraic method is used for specifying the communication behavior
of protocols. Timing behaviors of protocols were modeled as marked point processes
whose probability, mean-time, and variance time attributes are homomorphic images
of expressions in the specification algebra. These attributes c¢an be wused to
formally specify timing requirements and performance measures of protocols. Given
algebraic specifications of processes involved in a protocol and the rates of event in
its concurrent behavior, timing requirements and perfromance measures of the

protocol can be analyzed.
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The methodology is implemented in ANALYST which has been used in automatically

obtaining results reported in the paper.  Analyzing the performance of a connection

establishment protocol and a data transfer protocol, yielded

critical system parameters and insights to the efficiency of the protocols.

[Bux 80]

(Bux 82]

[Grat 88]

[Klei 75]

[Noun 84

[Noun 86)

[Rudi 85)

[Soyd 75)

[Suns 83)

[Tows 79]
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INRT = &ine. CoRTI| + &req. C|R\NI

CoRTI; = &req. C\R\Coly + &inc'. C\RCyI

Ci\RyNI = &term., INR3T + &req o C\RCoI + &inc . C1R|Col,
CiR\Col} = &inc!. C R Col + &term CoRsTI + &req CRC,I,
C\RCyI = &term . CoRyTI

INR;T = &inc. CoR3TI) + &req . CoR,TI

Ci1RCol = &term., CoR3TI + &req C1RCyI

CoRaTI} = &req . CoRoTI) + &inc' . C\1R3C,1

C\RCoI; = &inc'. CRCyI + &term o CoR,TI,

CoRoTI = &term'. INRT

CoRyTI = &req . CoR,TI

CoRoTI, = &term'. I, NRT + &inc'. C1RyCo1

C1R3Col = &req . CRyCol

IyNRT = &inc'. C\RNI + &req . C\R\NI,

CiRoCol = &term', C|RNI

C\RNI = &term. INRoT + &inc . C\RC, I

C\R\NI} = &inc'. C{R|NI + &term . IINRyT + &reg CRC,1,
INR,T = &inc. CoRoTI) + &term'. INRT

IINR;T = &ind'. C\R3NI + &req . CoR.TI,

C1RyNI = &req CyRoCol + &inc . C | RyC, 1,

C\RyCal) = &inc' . C\RyCyl + &reg « C Ryl

C\RyCol; = &inc'. C\RyCol + &term! . C|RNI,

C{RNI; = &incd'. C|RNI + &term . I,NR,T

IINR,T = &inc'. CyRoNI + &term', I, NRT

C\RoNI = &term'. C|RNI + &inc. C1RyCo I

Figure 3:

The concurrent behavior of the connection establishment protocol
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A Terminating(4, {(&6,4)}] Alp

&a &b —> &g &b

A A Alp

Figure 4: An illustration of the Terminating function
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INRT |p == &inc « CoRTI, |7+ &req« C\R|NI |1

CoRTIy [p = &req« C\R\Coly |7+ &inc'« C{RCyI |1

C\RyNI|p = &term « INR3T |p + &req « C\RC,I |7+ &inc o C | R\Col; |1
C\R\Coly |7 = &inc's C\R\Col |7 + &term o CoRSTI) |1+ &red « C RCl, |1
C|RCyI | = &term o« CoRoTI |1

INR3T |7 = &inc o CoRyTIy |1+ &red « CoR,TI |

C\R\Col |7 = &term « CoR3TI |7+ &req « C\RCoI Ir

CoRyTIy Iy = &req « CuR,TI, |+ &inc' « C\RCol I

CiRCyl, Iy = &inc'« C\RCyl |p+ &term « CoROTI, i

CoRyTI|p = &term'. $

CoRTI | = &req « CoR,TI |1

CoRoTI, Ip = &term! o [LNRT |+ &inc' « CyRyCol |1

01R3021 |T = &req’ . CIR2C2I|T

INRT |p = &inc'« C\RNI |p+ &req« CR NI, |1

C{RoCol |7 = &term' . C\RNI|p

C\RNI|p = &term « INRoT |1+ &inc « C{RCol |1

C\RyNIy | = &inc’« C\R\NI |7+ &term « [\ NRyT |y + &reqd « C RCoI,| |1
INR,T |7 = &inc .+ CoRoTI| |7+ &term! . §

INRyT |7 = &inc'« C\RyNI |+ &req + CoR,TI, |1

CiRyNI Iy = &req « C\RyCol Iy + &ine « C{RyCol, |7

CiRyColy Ip = &inc'« C\RaCol |7+ &req « CRyCol |y

C1R.Coly It = &inc' « C\RyCol |p + &term! o C\RNI| |

C\RNI| |t = &inc'« C\RNI |p+ &term o I|NR,T |

I|NR;T |y = &inc'« C{RyNI |7+ &term' « I|NRT |

C\RyNI|p = &term' . C\RNI |p+ &inc « C,RyCyl, |7

Figure 5: A terminating behavior of the connection establishment
protocol describing one connection
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INR«Z ITCI = &inc. 02}?’1"]1 |TCI + &req. ClRlNI lTCl
C2RTI1 |TCI = &inc. CIRCQI ITCI

CIRINI ITCl = Kterm . INRQT ITCI + &req . CIRC2] ITCI
CIRC2[ ITCI = &term. C2R2TI ITCI

INR,T gy = &red » CoRoTI |7ey

CoRoTI |ppy = &term'. $

Figure 8: A behavior of the connection establishment
protocol in which there are no call-collisions

INRT |1co = &ine « CoRTI| |1cg + &reqo C\R NI |10
CoRTI, o = &req« CiR\Cyl, Ipcg + &inc' « CLRC,I I
C\R\NI |rpq = &req « C\RCyl |cq + &inc « C1R|Col| I7ce
C1R\Coly Irgg = &inc' « C|R\Col |1pg + &reqd « C\RCyI 1w
CIRC2I lTC? = &term . C2RQTI ITC?

CR\Col lpgo = &req « CiRCyl |1pg + &term « CoRyTI |70
«{RCol| e = &inc'« C\RCyl |1y

CQRQTI ITC? = &term'.$

CoRoTI |1pg = &req « CoRoTI |1y

Figure 7: A  behavior of the connection establishment
protocol in which there are no premature terminations of calls
A TC[A,{(&a,&b)}] Alre
&a & — &a
A A Alre
Figure 8: An illustration of the TC function
to 4- )v(o=
G‘ .
t -—é“? My
a’l
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Figure 8: A CT and the corresponding timing behavior
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Figure 13: Configuration of the data transfer protocol
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ADRS 'TC = &gct.ADRT ITC
ADRT |7 = &msg. ADIRW ltc

ADRIW |10 = &acksAIDRW |

IC

ADRW ,TC = &tOUt-ADRT ITC
AlDRW ITC = &ackl.$ + &la« ADRW 'TC

Mean Time MADRSIT(ADRS i)

Figure 14;

Figure 13: A behavior of the data transfer
protocol in which there are no premature time-outs
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Figure 135: The probability of premature time-out l—PADRslT(ADRS lre) versus

rate of time-out Agtout for two different rate of loss \gim and Agla
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