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Abstract 

This paper explores the complexity-theoretic approach to the transmission of knowledge that was 
introduced by Goldwasser, Micali. and Rackoff, and further studied by a number of authors. Roughly 
speaking, a protocol designed to solve a given computational problem is said to be minimum-knowledge if 
its outputs give no more information than an oracle for the problem would give to a user whose 
computational resources are polynomially bounded. This notion has important consequences for the 
design of cryptographic protocols. A few slightly different definitions have been given in the literature: 
some of the results included here have been published previously without proofs. This paper proposes a 
uniform definition. collects the known results and proves them, and describes the problems that are still 
not understood. 
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1. Introduction 
"What is knowledge?" is an old philosophical riddle. Recently, theoretical computer scientists have 

attempted to fonnulate a theory of the knowledge possessed by the panicipants in a multi-party protocol 
(e.g. [14,21, 13]). From researchers in cryptography and complexity theory have come the notions of 
"interactive proof-systems" and "zero-knowledge" (or "minimum-knowledge") protocols. which are 
the subject of this survey [20). These were first introduced by Goldwasser, Micali, and Rackoff. Among 
the motivations for this work we mention the following: 

• A desire to quantify the "amount of knowledge" transmitted by a message or gleaned from 
an interaction by one of the panicipants. The first step, perhaps, is to characterize those 
situations in which no knowledge (or infonnation), or at least the minimum possible 
knowledge, is communicated. 

• Modularity and decomposability of protocols: We would like to be able to combine 
cryptographic protocols in such a way as to preserve their properties of cryptographic 
security. Protocols are still not well understood. For example, in many protocols the 
participants use random bits: the question is, what exactly should we require of a suirroutine 
(sub-protocol) for producing or distributing these bits? 

• Security of cryptographic keys: What does it mean to say that a key is not compromised? 
How long is it "safe" to use a key? 

In this approach, instead of trying to prove theorems directly about the "knowledge" transmitted by a 
communicated message, or about users' changing "knowledge states" during the course of a protocol 
execution [13J, we take a computational approach and consider certain theoretically more tractable 
objects. We model the participants involved in a protocol as interacting Turing machines, and we study 
the sets of strings that may appear on the various tapes of these machines. 

In the next section, we give the necessary definitions. In section 3, we describe a minimum-knowledge 
protocol for proving two given graphs isomorphic, and another protocol for proving them nonisomorphic; 
these two protocols exemplify the techniques that have been used so far in constructing minimum­
knowledge protocols, as well as several of the questions about their construction that are still not well 
understood. In section 4, we discuss a class of problems, the "random-self-reducible" languages, that 
seems to be appropriate for cryptographic applications, and all of which can be shown to have minimum­
knowledge protocols for proving membership. Section 5 presents minimum-knowledge protocols for 

several problems in elementary number theory. In section 6, we prove the theorem of Goldreich. Micali. 
and Wigderson that, under the assumption that one-way functions exist. every language in NP has a 
minimum-knowledge protocol for proving membership [17]. Finally. in section 7, we briefly discuss the 
consequences of the results of section 6 for the design of cryptographic protocols. 

2. Preliminaries 

2.1. Ensembles of strings 
We need the following definitions [20. 30]. Let I ~ {Of I}· be an infinite set of strings; for each XE I. 

let Itz be a probability distribution on the set of bit-strings. (Without loss of generality. we often assume 

that 1tz assigns positive probability only to strings oflength Ix l.t, where k is a positive constant.) We call 
n = {1tz I XE I} an ensemble of strings (usually suppressing mention of I and k). 
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For example, if M is a probabilistic Turing machine, then any input string x defines a probability 

distribution, induced by the coin tosses of M's computation, on the set M[x] of possible outputs of M on 

input x. Thus, for any I, { M[x] I XE.l } is an ensemble. 

A crucial notion for the work swveyed here is that of distinguishing between two different ensembles 

of strings n = { 1t
x 
I XE I} and n' = { 1t

x
' I XE I}. We imagine the following experiment being performed. 

A string is drawn at random, either with probability distribution 1tx or with probability distribution TCz', and 

the string is given to a judge, who is charged with the task of deciding which of the two distribution was 

used. If it can be shown that no judge is able to decide, then the two ensembles may be used 

interchangeably. 

More formally, a distinguisher is a probabilistic Turing machine that, given a string as input. outputs a 

bit Suppose that nand n' are ensembles of strings, and that D is a distinguisher. For any XE I, let PD(x) 

be the probability that D outputs a 1 when it is given as input a string of length Ixlc, randomly selected 

according to probability distribution 1tz ' and let PD'(x). depending on the distribution TCx'. be defined 

similarly. We call the two ensembles (polynomial-time) indistinguishable if for any polynomial-time 

distinguisher D. for all m and all sufficiently long x. 

IPD(x)-PD'(X) I < Ixl-fII. 
We call the two ensembles statistically indistinguishable if there is a constant c such that for any 

distinguisher D. no matter how powerful. for sufficiently long x. 

IPD(x)-PD'(X) I < 2-cjx l; 

i.e .. for all sufficiently long x the two distributions given by that x differ only on an exponentially quickly 

vanishing fraction of the set of strings of the appropriate length. This is true. of course. if the two 

ensembles are exactly identical; in this case the difference IPD(x)-PD'(x) I is exactly zero, for any 

distinguisher D. 

2.2. Model of computation 
Two probabilistic Turing machines M I and M 2 form a pair of communicating Turing machines if they 

share a read-only input tape and a pair of communication tapes; one of the communication tapes is 

read-only for MI and write-only for M2, while the other is read-only for M2 and write-only for MI' In 
addition. each machine has a private input tape and a private output tape. The two machines take turns 

being active. While it is active, a machine can read the appropriate tapes, perform computation using its 

own work tape, and send a message to the other machine by writing the message on its write-only 

communication tape. Whatever is written on each machine's output tape when they both halt is the result 

of its computation. Unless stated otherwise, all Turing machines are assumed to be limited to feasible 

computations; that is, they are limited to probabilistic polynomial time. Fmally. a two-party protocol is 

simply a pair of such machines. 

In many of the protocols that we describe below. we use the notation "MI ~M2: m" to indicate the 

transmission of the message m from Turing machine M I to M 2' 

In order to study multi-party protocols. we formalize the interacting parties as a system of 

communicating probabilistic Turing machines. Every machine has a private input tape, a private output 
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tape. and one public communication tape for each of the other machines. There is a global clock. and the 

protocol proceeds in rounds; during each round every machine reads its communication tapes. perfonns 

some polynomial-time computation. perhaps using some random bits. and then may write messages on 

the communication tapeS. There is also a global input k. a parameter of input size. of cryptographic 
security. and of certainty [16, 20, 12]. 

By an n-party protocol we mean an n-tuple M=(MI • .•• • M,.) of such machines. Given local input i 
and global input k. each machine makes some (probabilistic) computations. sends messages to and 
receives messages from other machines. and halts in time polynomial in the parameter k with a string 0 on 
its output tape. 

We are concerned with computational problems as fonnalized by Yao [31] in the following way. Let 

1: = {O, I}. If k is the global input, then we have local inputs U\" ... ill) distributed according to a 

probability distribution I" over (:E*)II. Our aim is to design an n-pany protocol M=(MI , • •• • M,) whose 

outputs (0 1, ••• ,011) are distributed according to another probability distribution 0 "Cil ' ... ,i,): here, OJ is 

the output of Mj' For example, the special case in which 0j= IP1' ... ,i,) with probability 1 describes in 

this frameworlc the problem of designing a protocol whose outputs are n specified functions of the inputs. 

Briefly, we speak of the computational problem [1",0,,1. A protocol M for the problem [/.t.0.t] is correct 
if its outputs are indeed distributed according to 0" when the input distribution is l.t. 

In the case of two panies A and B, we often write their respective inputs in the form (k,i
A

) and (k,is)' 
where CiA,is) is an instance distributed according to I". 

We let (MA,MB)[k,iA,iB] denote the set of possible ordered sequences of messages written on the 

communication tapes of Turing machines MA and MB during their computation on inputs (k.IA) and (k.iB). 

This set has a natural probability distribution induced by the coin tosses of MA and MB. Thus. the 

communications ensemble 

{(MA.MB)[kJA.iB] I UA.IB) distributed according tOI,t} 

is another example of an ensemble of strings. 

Since we are interested in feasible computation, we assume that both the input distributions {I,,} and 
the output distributions {O ,,(iI' ...• i,)} fonn polynomial-time computable ensembles. That is, there is a 

probabilistic Turing machine that, given input k, generates in time polynomial in k an instance (iI' ... ,i,.) 

randomly distributed according to the distribution lie' (Alternatively, there is a unifonn family of 

probabilistic polynomial-sized circuits whose tlh member has output distribution l,t.) We make a similar 

assumption on the output distributions for which we hope to construct protocols: there is a probabilistic 

Turing machine that. on input k and any n-tuple (il" .. • 1,) to which l,t assigns positive probability, 

generates an instance distributed according to O.PI' .... I,). 

2.3. Interactive. proof-systems 
Much of this paper is devoted to a special sort of two-pany computational problem, that of interactively 

proving membership in a language L. In this case. the desired protocol allows one party, the prover P, to 

convince the other party. the verifier V. that a given input string is in fact (with high probability) in L; if 
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the input string is not in L, then even a cheating prover should not (except with vanishing probability) be 

able to convince the verifier that it is. 

Such a protocot is called an interactive proof-system for the language L. This can be formalized in 
terms of input distributions by requiring that ip=iv=(k,x), where x is the string whose membership is in 
question and k is a parameter of certainty. (Sometimes the prover's input may be of the fonn ip= (k.x, w), 

where w is a witness or a short proof that xe L.) We distinguish between a confirming proof-system for 
L, whose purpose is that the verifier confirm membership in L for the input string, and a deciding proof­
system for L, whose purpose is that the verifier decide whether or not the input string is in L. At the end 
of a confirming protocol, the verifier may either accept the proof that x e L, or reject the proof; if in fact 
x e L, then V should reject the proof, even if P is replaced by another Turing machine p. (no matter how 

powerful). At the end of a deciding protocol. the verifier may either accept a proof that x e L, or accept a 

proof that xe L, or reject the proof. The correct answers define the desired output distribution for V; we 
allow a positive error probability that is, for any constant c, less than k-c for sufficiently large k.l (The 

output distribution for P is null. However, P may halt the protocol when it detects cheating on the part of 

V.) 

The defmition of a confirming proof-system requires that V correctly accept instances of strings xe L. 
and that no malevolent adversary can convince V incorrectly to accept strings x e L, except with 
vanishingly small probability. The definition of a deciding proof-system requires that, given any input 

string x, V correctly decide whether xe Lor xe L, and that no adversary can convince Vof what is not the 

case, except with vanishingly small probability. 

One of the well-known characterizations of NP may be rephrased in these terms. Every language 
Le NP has a confirming interactive proof-system, consisting of a single interaction: given xe L as input. 
the prover simply sends to the verifier a proof w; after checking that w does indeed prove that xe L (a 

polynomial-time computation), the verifier accepts the proof. (For example, if L is the language of 

Hamiltonian graphs, then the witness w could be a Hamiltonian circuit in the input graph x.) If the input 

string x is not in L, then no such w exists. 

2.4. Minimum-knowledge: definitions 
Suppose that M=(MA.MS) is a protocol that solves the two-party computational problem [Ik,O,t). We 

say that the protocol M is minimum-knowledge for 8 if, given any probabilistic polynomial-time Turing 

machine Ms·' there exists another probabilistic polynomial-time Turing machine S such that: 
1. Given any input (k. is) whose second coordinate comes from a pair CiA,is) to which I 

assigns positive probability, S has one-time access to an oracle which returns a value 0; 
randomly distributed according to O/CiA,is). 

2. S can use 8· as a subroutine, as described below. 

3. The ensembles {S[k.is) } and {(MA,M s ·)[k.iA,is) } are indistinguishable. 
If the ensemble's are statistically indistinguishable, we say that the protocol is statistically 

lin fact, all of the examples we give satisfy the stronger requirement of an error probability which is exponentially 
vanishing in k. 
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minimum-knowledge; if they are exactly identical, we will say that the protocol is perfectly 
minimum-knowledge. 

The simulating _machine S can use M/ as a subroutine in the following way. We model the 

probabilistic nature of MB" by providing it with a random read-only tape. While carrying on its 
computation, the machine S may back up a few steps in the simulated protocol, re-setting both the read­
head of M B'" S random tape as well as the write-head of its own output tape to where they had been earlier, 
and then to proceed with the protocol. 

In order to motivate this definition, recall that we are trying to formalize the notion of the amount of 
knowledge transmitted by a sequence of messages. Speaking informally, one gains no knowledge from a 
message that is the result of a feasible computation that one could just as well have carried out by oneself. 
In particular, a message that consists of a randomly chosen element of a set conveys no knowledge to the 
receiver, since the receiver is able to use its own coin-flips in order to choose an element at random. This 
fact is used many times in the design of minimum-knowledge protocols. 

If the purpose of a protocol followed by two interacting panies A and B is that A transmit to B a value 
0BCiA,iB), we would like to be able to say exactly when the protocol transmits no more knowledge than 

this value. We might also demand that the protocol accomplish this even if B somehow tries to cheat --­
that is, even if the Turing machine MB is replaced by another (polynomial-time, but possibly cheating) 

machine M B". The simple transmission of the value 0B(iA,iB) can be modelled by a single oracle query. If 
the provision of this oracle query makes it possible. by means of a feasible computation. to simulate the 

entire "conversation" that MA and MB" would have had on input (k.IA,iB), then we can say that when A 

and B actually have a conversation (i.e. follow the protocol) with these inputs (and B follows the program 
MB *), there is no additional knowledge transmitted to B besides the value 0B(iA,iB). Anything that a 

cheating party is able to compute using what it learns from A (by running the program M B" when it 
interacts with A), it would be able to compute for itself by first running the simulation S. 

Note that if 0B(iA,iB) is feasibly computable just from the input (k,iB), then the oracle adds no power to 
the machine S. In this case S (or, for that matter, B) can compute 0B(i A .iB) without the assistance of A. 

In the literature, a confirming interactive proof-system for a language that is minimum-knowledge for 

the verifier has often been called a zero-knowledge interactive proof-system. This definition was first 
given by Goldwasser, Micali, and Rackoff [20]: Galil, Haber, and Yung proposed the above 

generalization to any two-party protocol [15]. The reader who would like to see an example of a 

minimum-knowledge protocol, without wading through any more defmitions, should tum immediately to 
Section 3.1 below. 

2.5. Number theory 
Many of the protocol examples discussed in this paper involve problems that come from number 

·theory; therefore, we assume that the reader is familiar with the following notions from elementary 
number theory. (See, for example, [22,27] for the number theory, and [24] for a computational point of 
view.) 
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We use ZN° to denote the multiplicative group of integers relatively prime to N. Any element Z E ZN° is 

called a quadratic residue if it is ta square mod N (i.e. if the equation r=zmodN has a solution); 
otherwise. z is a quadratic nonresidue mod N. It be convenient to define. for any positive integer N and 

any element z E ZN·' the predicate 

RES (z) = {O ifzis a.quadratic residue modN. 
N' 1 otherwIse. 

If N=p is prime. then RES/z) is given by the Legendre symbol O)=(-l)RESp<z). which happens to be 

equal to z~I)/2modp. If N has prime factorization N = n~=lP/j. then the Jacobi symbol of any z E ZN· 

(generalizing the Legendre symbol modulo a prime) is given by 

Without using the factorization of N. the Jacobi symbol C~) can be computed efficiently (Le. in time 
polynomial in 10gN) by using the law of quadratic reciprocity. and takes on the values +1 and -1. If 
C~) = -1. then z must be a quadratic nonresidue mod N. On the other hand. if (N) = + 1. then z may be 
either a residue or a nonresidue. Determining which is the case, without knowing the factorization of N, 

appears to be an intractable problem. (However, given the prime factorization of N. it is easy 10 
detennine whether or not z is a quadratic residue. because z is a quadratic residue mod N if and only if it 
is a quadratic residue modulo every prime that divides N.) Several cryptographic schemes have been 

proposed that base their claim to security on the assumed difficulty of distinguishing between residues 
and nonresidues modulo an integer N that is hard to factor [19.6.26]. 

If PI <P2 < ... <PI are the primes that divide N. and z E ZN·' then we may call the list 

[U) .... ·U)] E {-1.+1}1 the Legendre list of z mod N. Two elements y,ZE ZN· have the same 

Legendre list if and only if their product yz mod N is a quadratic residue mod N. 

3. Minimum-knowledge interactive proof.systems 
Our first examples of minimum-knowledge protocols are confirming interactive proof-systems for the 

languages of graph isomorphism and of graph nonisomorphism. These examples do not require much 

deep mathematics; they depend only on the fact that two graphs G and G' are either isomorphic or 
nonisomorphic, and that if a given map from the vertices of G to the vertices of G' is claimed to be an 
isomorphism, then this assertion can be verified or refuted quickly. These two examples illustrate most of 
the issues that arise in the study of minimum-knowledge proof-systems: the varying computational. 
power that may be required of the prover, whether or not the protocol is perfectly minimum-knowledge, 

and whether or not the protocol can be executed in parallel while preserving its minimum-knowledge 
properties. 

. To compute a random isomorphism of a given graph G = (V. E) is to choose a permutation 1t of the set V 

of vertices of G. uniformly and at random from the set of these permutations, and then to compute the 
permuted edge-set E' = { (1t(u), 1t( v» I (u, v) E E }: the resulting graph G' = (V, E') is isomorphic to G. For 
convenience, we may speak simply of choosing a random isomorphism 1t: G ~ G'. 
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3.1. Graph isomorphism 
We begin with a confirming interactive proof-system for graph isomorphism, i.e. for the language 

GI = {(GO,G1) I Go and G1 are isomorphic graphs }. 

The protocol is perfectly minimum-knowledge. Here (along with the usual input parameter k) the 

verifier's input is a pair of graphs (GO,G1), and the prover's input is (Go' GI't1», where t1>:GO~Gl is an 
isomorphism. Both prover and verifier are probabilistic polynomial-time machines. 

Repeat k times: 

1. P computes 'V: Go ~ H, a random isomorphism of Go: 
P~V:H 

2. V chooses E E {O, I} at random (and will ask to be convinced that G E is isomorphic to H); 
V~P:E 

3. P computes: if £=0 then 7t :='V else if £=1 then 1t :='Vt1>-1 else (if E~ {O, 1)) P HALTs; 
P~V: 7t 

4. V checks that 1t: G E ~ H is an isomorphism; if it is not, then V REJECTs the proof 

V ACCEPTs the proof 

To see that this is a confirming interactive proof-system, first note that if the two input graphs are 
indeed isomorphic. and both P and V follow the protocol, then V will accept the proof. On the other hand, 
if the two graphs are not isomorphic, the only way for a cheating prover to convince V that they are 
isomorphic is to guess ahead of time, in each of the k iterations, whether V will ask him to show that H is 

isomorphic to Go or to G 1: his chance of doing this successfully is 2-k. 

To prove that this protocol is minimum-knowledge for the verifier, let V- be any communicating 

Turing machine that can interact with P; we have to specify the computation of a Turing machine S that 

uses V- as a subroutine and whose output, on input (k, Go' G 1)' is a simulation of the communications that 

P and V- would have had on the same input (with P's input augmented by an isomorphism between the 

two graphs). We make no assumptions about the internal computations of V-. However, if V- departs so 

far from the specified protocol that appropriate messages are not sent when they are assigned --- e.g., if V­
rejects the proof (and halts the protocol) even though the two graphs are isomorphic and P has been 

acting correctly --- then P can detect this and halt execution of the protocoL Since this departure is easily 

detectible in polynomial time, S can simulate the communications between P and such a V-. Thus, 

without loss of generality we can assume that V- behaves' 'reasonably". 

In this case, the communications ensemble that S must simulate consists of k triples (H, e. 1t), where 

1t: G E ~ H is an isomorphism. S will operate by simulating the actions of P in its "interactions" with V"; 
this is how S "uses V- as a subroutine". S proceeds as follows. 

Repeat k times: 

i. choose E E {O, I} at random; 

ii. compute 1t: G E ~ H, a random isomorphism of G E; 

, 'send" H to V- (simulating step 1 of the protocol); 

iii. "receive" (l from V" (simulating step 2) 
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iv. (if aQl: {O,I} then HALT; else) 
if a.=e then "send" 1t to ~ (simulating step 3) and append the triple (H. e. 1t) to the output 
tape else 
(a;ee) reset ~ to its configuration at the beginning of the current iteration and go to step i. 

If the two input graphs are isomorphic. then in each iteration of the loop above. the graph H is a 
random variable that is unifonnly distributed over the set of isomorphic copies (according to the graph­
representation used). regardless of whether S has chosen e=O or e= 1. It follows that the event a.=e will 
occur with probability exactly 1/2. so that the expected number of times (per iteration) that the loop will 
be repeated is two. The ensemble {S[k.GO.G1l I GO==G 1} is identical to the ensemble 

{(P.~)[k.(Go.Gl'4».(GO.GI)] 14>:GO~Gl is an isomorphism }. and therefore the protocol above is 
perfectly minimum-knowledge. 

The version of this protocol in which all k iterations are executed in parallel. while it is still an 
interactive proof-system for Gl. does not appear to be minimum-knowledge for V. At least. the proof just 

given does not generalize to the parallelized version. since the expected number of repetitions that the 
simulator would have to repeat its guess would be 2k, which is no longer polynomial-time. 

Next, we discuss a perfectly minimum-knowledge confirming interactive proof-system for a variant of 
graph isomorphism. namely the language 

10/2.01= {(GO.GI.F) leitherF=GoorF=G I ). 

We will use this as a sub-protocol in the interactive proof-system for graph nonisomorphism. For this 
protocol. the verifier's input is a triple of graphs (GO.GI.F), and the prover's input is (Go,G1,F,e,p), 
where e E {O. I} and p: G E ~ F is an isomorphism. Both prover and verifier are probabilistic polynomial­
time machines. 

Repeat k times: 

1. P chooses e' E {O, I} at random and computes random isomorphisms ao: G E'~ Ho and 

al:Gl-f:'~Hl; 
P~ V: (Ho,H1

) 

2. V chooses a E (0, I} at random; 
V~P: a 

3. if a--o then P ~ V: (E', (Jo' (Jl); 

else if a.:=1 then P computes e :=eEge' and the map 't:= acp-l (an isomorphism F ~H), and 
P~V: 't; 
else (if ae {O, I}) P HALTs (detecting cheating) 

4. V checks that (Jo:GE'~HO and al:GH;.~Hl are isomorphisms if a=O or that (for at least 
one choice of e E {O, I } ) 't: F ~ H. is an isomorphism if a.:= 1 ; 
if not, then V REJECTs the proof 

V ACCEYTs the proof 

A straightforward generalization of the proof above for Gl shows that this protocol is a perfectly 

minimum-knowledge confirming interactive proof-system for 1012-GI; as before, the parallelized version 
of the same protocol may not be minimum-knowledge. Note that after an execution of this protocol, the 
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verifier, while convinced that the triple (GO,G1.F) is of the required fonn --- i.e., that F is isomorphic 

either to Go or to G 1 --- has learned nothing that would help him decide which of these is the case. 

3.2. Graph nonisomorphism 
In this section we give a statistically minimum-knowledge confinning interactive proof-system for 

graph nonisomorphism, i.e. for the language 

GNI = {(GO,G1) I GOandGI are not isomorphic graphs }. 

Here the shared input is of the form (k,GO,G1). For this protocol, the prover must be able to carry out 
certain computations that are not (known to be) feasible. To be precise, given a third graph, the prover 

must be able to recognize whether it is isomorphic to Go' to G1• or to neither. For example. the prover 
may be a probabilistic polynomial-time Turing machine with a ONI-oracle (or with a Ol-oracle). The 

verifier is simply a probabilistic polynomial-time machine. 

We begin with an interactive proof-system that is not minimum-knowledge for V. 

Repeat k times: 

1. V chooses eE {O, I} at random. and computes a random isomorphism p:G£ ~F; 
V-+P:F 

2. P chooses e' E {O. I} so that G~~F; 

P-+ V: e' 

3. V checks that e'=e; if not. then V REJECfs the proof 

V ACCEPTs the proof 

In step 2, the prover uses its ability to tell which of the two input graphs is isomorphic to any given 

graph F. If the input graphs are indeed nonisomorphic, and both prover and verifier follow the protocol, 

then the verifier will accept the proof. On the other hand, if the input string is not in the language ONI, 

i.e. if Go and G 1 are isomorphic, then the k graphs F sent by the verifier in step I of each iteration are all 
isomorphic. Even a prover with unlimited computational power would be unable to tell, in each round, 

whether F was computed after a choice of ~ or of ~1. The only way a cheating prover can convince 

the verifier to accept the proof incorrectly is by guessing, k consecutive times, the verifier's coin-flip E; 

thus the probability that V will accept the cheater's proof is at most 2-.t. Hence, the above protocol is 

indeed a confirming interactive proof-system for ONI. 

But the protocol is not minimum-knowledge for V, since in step 1 the verifier may ask about a graph F 
whose isomorphism type he does not know, and in this case P's answer in step 2 gives him additional 
knowledge. However, before P's answer V can now use the interactive proof-system given above for the 

language 10}2.o1 in order to prove to P that the triple (Go' G I' F) is of the required fonn, i.e. that he does 

know the isomorphism type of F. Note that P and V must reverse the roles they played before; now, as a 

sub-protocol of our proof-system for ONI, it is V that is proving something to P. A subtle point is that, 

because of this reversal of roles, we are able to use the parallelized version of the sub-protocol. (The 

parallelized sub-protocol is still a proof-system; we don't need it to be minimum-knowledge for P. since 

P is presumed to be able to decide whether F is isomorphic to Go or to G1• The purpose of the sub-
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protocol is to assure P that V ' 'knows" which is the case.) The full protocol is as follows. 

Repeat k times: 
1. V chooses EE {O, I} at random, and computes a random isomorphism p:Gt ~F: 

V~P:F 

1.1 for i=l ... k, V chooses E.E {O, I} at random and computes random isomorphisms 
I 

0iO: Ge. ~HiO and Oil: G1--£. ~Hil: 
I I 

V~P: (HjO,Hil)i=I ... t. 

1.2 Pchooses/~{ 1, ... ,k} at random: 
P~V:I 

1.3 for eachj~ I, V computes e.=£EBE. and the map 't.=o. p-l: 
J J J Jl!j 

V~P: (Ei,oiO,oil)ie I' ('t)j~ I 

1.4 P checks that o'o:G ~HiO and 0'I:G1_ ~H'l are isomorphisms for iE I, and that 
I t. I t. I 

I I 

(for at least one choice of e. e (O, I}) t.: F ~ H. is an isomorphism for j ~ I: 
J J Jl!j 

if any of these conditions does not hold, then P HALTs the protocol (detecting 
cheating) 

2. P chooses E' e {O, I} so that G(=F: 
P~V: E' 

3. V checks that E'=e; if not, then V REJECfs the proof 
V ACCEPTS the proof 

As before. if the input graphs are nonisomorphic, and both prover and verifier follow the protocol, then 

the verifier accepts the proof. On the other hand. if Go==Gt. then the sub-protocol refinement (steps 1.1 
through 1.4) will oot help the prover --- even a prover with unlimited computing power --- to distinguish 
an iteration in which V has chosen E=O from one in which V has chosen ~1: in either case, the prover 
only receives a list of random isomorphic copies of GO" Thus. again as before, the only way a cheating 
prover can convince the verifier to accept the proof incorrectly is by guessing, k consecutive times, the 
verifier's coin-flip ~ thus the probability that V will accept the cheater's proof is at most r.t. Hence, UKj 
refined protocol is a confirming interactive proof-system for ONI. 

To prove that the protocol is minimum-knowledge for the verifier, let V be an arbitrary probabilistic 
polynomial-time Turing machine that interacts with P. We must specify the computation of a machine S 
whose output. on input (k.GO,G1) satisfying (Go,Gt)e ONI, will be a simulation of the "conversation" 

recorded on the communication tapes of P and V when they are given the same input Assume, without 
loss of generality, that ~ behaves "reasonably", i.e. that with high probability P does not detect cheating 

on the pan of V- and halt the protocol 

In each round, S carries on the protocol through step 1.4 in a straightforward manner: S "interacts" 
with V-, and easily siinulates P's role. choosing the set I in step 1.2 and then checking several graph 
isomorphisms in step 1.4. The difficulty comes in simulating P's communication in step 2: our 
polynomial-time machine S has no way (given our present knowledge) of computing whether V has sent 
a graph F which is isomorphic to Go or to G1• S accomplishes this by saving the messages "sent" so far, 
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and resetting the random read-head of V and its own output head so as to restart the computation at step 
1.2. Continuing its probabilistic computation, S flips new coins in order to choose a new set r that is not 
a superset of I, and "sends" it to V-. Since we are assuming that (with high probability) the messages 
"sent" by V- would pass P's checks in step 1.4, there must be an index je 1-1', so that V- "sent" 

(eo, ojO' 0 °1) in the first repetition of step 1.3 and 't ° the second time. These isomorphisms enable S to 
) ) ) 

recover the isomorphism p: G£ ~F, and therefore to continue with step 2 of the round. 

The above computations are repeated k times, once for each round. By construction, the output 
ensemble computed by S is statistically indistinguishable from the communication ensemble generated by 
P and V, and therefore the protocol is indeed statistically minimum-knowledge for the verifier. (The only 
difference between the two ensembles occurs when V" attempts to cheat during the refmement sub­
protocol by guessing ahead of time the subset I. There is a positive, though vanishingly small, probability 
that P does not catch him in a particular execution of the protocol; however, because of the backtracking 
in our simulation, the simulator S insists on catching V" cheating and then halts the protocol --- and this 

happens very quickly.) 

If all k iterations are performed in parallel, then the resulting protocol is still an interactive proof­

system for GNI. Moreover, the simulator can also perform in paraliel all k iterations of the simulating 
procedure just described; thus the parallel version of this protocol is also statistically minimum­
knowledge. 

The assertion that both GI and GNI possess minimum-knowledge interactive proof-systems for 
confirming membership relies on no unproved assumptions (such as the existence of the one-way 
functions required by the protocols of Sections 6 and 7 below). Of course, it may be the case that there 
exists a polynomial-time algorithm for graph isomorphism, in which case this assertion is only vacuously 
true, since a polynomially limited verifier would not need the assistance of a prover in order to ascertain 
whether two given graphs were or were not isomorphic. 

Both protocols rely on what may be called the random-self-reducibility of the graph-isomorphism 
problem. This is made precise in the next section. 

We call attention to several important differences between the two interactive proof-systems described 
above. The protocol for graph isomorphism is perfectly minimum-knowledge for the verifier when it is 
performed sequentially, but the parallel version might not be minimum-knowledge; the prover is a 

probabilistic polynomial-time machine -- no more powerful than the verifier --- which is provided with a 

wimess to the fact that the two input graphs are isomorphic. (The protocol may be regarded as a proof to 

V that P knows this witness.) On the other hand, the protocol for graph nonisomorphlsm is statistically 
minimum-knowledge, even when it is performed in parallel; the prover must possess some additional 
computational power in order to perform its role in the protocol. The reader will notice, as we present 
more examples of minimum-knowledge protocols, that these two sets of characteristics tend to occur 
together. 
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4. Random-self-reducible problems 
The notion of random-self-reducibility was mentioned by Angluin and Lichtenstein as a possible 

explanation of why certain number-theoretic functions are good candidates for use in cryptographic 

applications [3). 1be notion was formalized by [28]. who proved the theorem described in this section. 

and by [1]. whose results imply that there probably do not exist many examples of random-self-reducible 

languages. 

Following both (28) and [1). we say that a language L is random-self-reducible if there is a polynomial­

time mapping p:L~L that uses a source of independent random bits. satisfying the following conditions. 
Without loss of generality. assume that p uses J<.C bits on inputs of length k; we write p(x. r) for the output 

of p on input .IE L and rE {OJ 1 }IZlc. For convenience. we write the elements of L as pairs x=<u. v>. 

1. For all .IE L and rE {OJ 1 }IZlc,IP(x,r)l= Ixl. and if x=<u, v> then p(x,r)=<u, v'>. 

2. For every x=<u, v> E L, when r is chosen with uniform distribution in (OJ 1 }Ixf, the outputs 
p(x, r) occur with the uniform distribution on the set of instances <u, v'> E L of length Ix I. 

If L is a set in NP, then there is a polynomial-time predicate PL such that a string x is in L if and only if 
there is a witness-string w (of size polynomial in Ixl) satisfying PL(x, w)=l; let W(x) denote the set of an 
witnesses for x. We will say that L is sampleable2 if: 

Given an integer I, we can generate pairs (x, w) in time polynomial in I. with x uniformly 
distributed over strings in L of length I and w uniformly distributed over W(x). 

In our examples. we would like the self-reduction p to interact well with witness-strings, in the following 

way. We say that the self-reduction p is witness-respecting if it has the following properties. 

1. Let p(x, r) =x and WE W(x). Given x, rand w it is possible to compute (in polynomial time) 

a witness w' E W(X). If r is chosen with uniform distribution in (O,l }Izf, then each 
w' E W(x) should occur with equal probability. 

2. Let p(x,r)=x and w'E W(X). Given x,r and w' it is possible to compute (in polynomial 
time) a witness WE W(x). 

Example 1: 1be language GI= {(Go,Gt) I Go ... G t } of graph isomorphism is also random-self­

reducible. With a slight abuse of notation, let p(Go,Gl'r)=(GO'G'), where CPr is a randomly chosen 
permutation of the vertices of Go and G' =4»,(GO> is the resulting isomorphic copy of Go- (In the notation 

of our definition. we have u=Go v=G1' and v'=G'.) If the (single) witness for an instance (GO,G1) is the 

isomorphism between the two graphs, then GI is sampleable, and this random-self-reduction is easily seen 

to be witness-respecting. 

Example 2: TIle language QR = (N, z) I N> I, z a quadratic residue mod N} of quadratic residues has 

a random-self-reduction defined as follows. Abusing notation again. let p(N,z,r) = (N,t), where r is a 

randomly chosen element of ZN* and z'=z?modN. (Here we have u=N, V=Z, and v'=z'.) In this case, 

with witness sets defined in the obvious way by W(N,z)= (WE ZN*lz .. w2modN), QR is sampleable: the 

equivalence w=wrmodN shows that the mapping p is witness-respecting. 

~. Allender and J. Feigenbaum. personal comrmmication. 

,'~ 
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Example 3: The language 

SameQ = {(N,y,z) I N> l,yandze ZN· have the same Legendre list3 modN} 

has a random-self-reduction defined as follows. Let p(N,y, z, r) = (N,y, z'), where r is a randomly chosen 

element of ZN· and z'=zTlmodN. (In this example we have u=(N,y), V=z, and v'=z'.) The witness set is 

W(N,y,z)= {we ZN·lz=yw2modN}. The equivalence w'=wrmodN shows that the mapping p is 
witness-respecting. This language is sampleable. 

By taking y=I, which is a quadratic residue for any modulus N, we see that QR is (isomorphic to) a 

wimess-respecting sub-language of SameQ. 

Example 4: Consider the language 

L = {(p,a,x) Ipprime, a,xe Zp· such that3we [1 ... p-l], aW::xmodp}. 

The exponent w is the wimess that x belongs to the multiplicative subgroup of Z/ generated by the 

element a.4 The mapping dermed by p(p,a,x,r)=(p,Q,x'), where re [1 ... p-l] is chosen at random and 
x = xa' mod p, is a random -self-reduction. Since x has wi mess w' = w+r mod p-l, P is witness-respecting. 

The following theorem was proved by Tompa and Wall [28). 

Theorem 1: If the sam pie able NP language L has a wimess-respecting random-self-reduction 
p. then there is a perfect minimum-knowledge confirming interactive proof-system for L; the 
prover is a probabilistic polynomial-time Turing machine that is given as additional input a 
wimess for the input string. 

The theorem is proved by exhibiting an interactive proof-system for L. The verifier's input is of the 

form iv=(k,x). while the prover's input is of the form ip=(k,x, w), where we W(x) . . 
Repeat k times: 

1. P chooses re (O, l}lxle at random, and computes x' = p(x, r) and w' e W(X): 
P~V:x 

2. V chooses £ e {O, I} at random; 
V~P:£ 

3. P computes: if e=O then z := r else if E= 1 then z:= w' else (if £ ~ {O, I}) P HALTs; 
P~V:z 

4. V checks that p(x,z)=x if e=O or that ze W(X) if £=1: if not, then V REJECrs the proof 
V ACCEPTs the proof 

To see that this is a confirming interactive proof-system, observe that when the input is of the required 

form and both prover and verifier follow the protocol. the verifier will in fact accept the proof. On the 

other hand, if the input string x is not in L then there is no witness-string w for x. The only way for a 

lJ.e. y and z have the same quadratic character modulo every prime dividing N. 

4Using the best known algorithm fOT primality testing, this langwge can only be said 10 be statistically .JlUIl{JWlble. 
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cheating prover to convince V that XE L is by correctly guessing, before each iteration. whether V will 
choose E=O --- in which case the cheater can compute x = p(x, r) as specified, and send z=r in step 3 --- or 

will choose e=1 -- in which case the cheater can deceive V by generating a a random instance x E L 
along with a witness w', sending x in step 1 and z=w' in step 3; the fact that p is witness-respecting 
implies that Ire cheater is unable to prepare simultaneously for both possibilities. The probability of 
cheating the verifier by guessing successfully in k consecutive iterations is r.t. 

To prove that this protocol is minimum-knowledge, let ~ be any communicating Turing machine that 

interacts with P. We have to specify the computation of a Turing machine S that. on input (k,x) with 

XE L, computes a simulation of the communication tapes of P and V- on input (k,x, w) and (k,x). Here, 

the communications transcript of an accepting computation consists of k triples (x', E, z) that satisfy the 

conditions of step 4 above. S proceeds as follows. 

Repeat k times: 

Lchoose EE {O,l} at random; if e=0 then choose rE (O,l}IXl
c 

at random, and compute 
X = p(x, r) and w' E W(x'); 
else generate a random pair (x, w') with x E L, w' E W(x'), Ix 1=lx I 

ii. "send" x to V-

iii. "receive" ex from V-

iv. if ex~ to, I} then halt; else 
if (ex;tE) then reset V- to its configuration at the beginning of the current iteration and go to 
step i; else 
if a=E=O then set z := r else (Ct=£:= 1) set z := w'; 
"send" z to V- and append (x',E,Z) to the output tape 

In each iteration of the loop above, the element x is uniformly distributed over l.rI{O,l }lxl, whether S 

has chosen E=O or e=l. It follows that the event Cl=E occurs with probability exactly 1/2, so that the 

expected number of times (per iteration) that the loop will be repeated is two. TIle ensemble 

{S[k,x]lxEL} is identical to the ensemble {(P,V-)[k,(x,w),X] IXEL,WE W(x)}, and therefore the 
protocol above is perfectly minimum-knowledge. 

As with the example of GI presented in Section 3.1 above, the version of this protocol in which all k 

iterations are executed in parallel, while it is still an interactive proof-system for L, does not appear to be 

minimum-knowledge for the verifier. 

s. Number-theoretic examples 

5.1. Quadratic residues and non residues 
These were ~e flrst examples that motivated the original definition of minimum-knowledge protocol 

(20]. 

By Ire results of Section 4 above, the language of quadratic residues, defined by 

QR = { (N, z) IN> 1, z a quadratic residue mod N }, 
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has a confinning interactive proof-system that is perfectly minimum-knowledge. For completeness. we 

give the protocol below. The prover is a probabilistic polynomial-time Turing machine that receives. in 

addition to the input sUing (N. z), a wimess w satisfying w2 == z mod N. 

Repeat k times: 

1. P chooses re ZN· at random. and computes z' =?modN: 
P~V: z' 

2. V chooses £ e {O, I} at random: 
V ---+P: £ 

3. P computes: if e=O then y:= r else if e= 1 then y:= wr modN else (if £ ~ (O. I}) P HALTs: 
P---+ V: Y 

4. V checks that y2 ==z'modN if e=O or thaty==zz' if £=1: if not, then V REJECfs the proof 
V ACCEPTS the proof 

Just as we defined the language lofl-GI, a variant of the graph isomorphism language, in order to 

specify a protocol for graph nonisomorphism. we now define the language 

10j2-Q = {(N'Yl'Y2'x) IN> 1, either(N'YI,x)or(N'Y2,x)e SameQ}. 

A simple adaptation of the interactive proof-system for QR (or for SameQ) --- analogous to the adaptation 
of the protocol for GI to give a protocol for 10fl-01 --- results in a confirming interactive proof-system 
for lofl-Q that is perfectly minimum-knowledge for the verifier. Similarly, we could give a confirming 

interactive proof-system for the language 

10j3-Q = {(N'YI'Y2'Y3'x) IN> 1, (N'Yl'x)or(N'Y2.x)or(N'Y3,x)e SameQ} 

that is perfectly minimum-knowledge for the verifier. 

Next, we give a statistically minimum-knowledge confirming interactive proof-system for the language 

of quadratic nonresidues, defined by 

QNR = {(N,y) IN> 1, ya quadratic nonresidue modN}. 

The prover and the verifier both have inputs of the form (k,N,y). As was true in the case of GNI, the 
prover must possess some additional computational power. Namely, the prover must be able to 

distinguish between quadratic residues and quadratic nonresidues modulo N; for example, it can receive, 

as additional input, N's prime factorization. 

We begin with an interactive proof-system that is not minimum-knowledge for the verifier. 

Repeat k times: 

1. V chooses re ZN· and £e {O, I} at random, and computes x:=yt,2modN (so that 
RESJx) = e); 

V ---+P: x 

2. P computes £':= RES.Jx): 
P ---+ V: e' 

3. V checks that ~=e; if not, then V REJEcrs the proof 
V ACCEPTs the proof 
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In step 2. the prover uses its power to distinguish between residues and nonresidues mod N. If y is 

indeed a quadratic nonresidue. and both prover and verifier follow the protocol. then the verifier acceptS 
the proof. On the other hand. if Y is a quadratic residue. then the numbers x sent in step 1 of each round 
form a list of k randomly chosen quadratic residues mod N. Even a prover with unlimited computational 
power would be unable to tell. in each round. whether x was computed after a choice of e=O or of E= 1. 

The only way a cheating prover can convince the verifier to accept the proof incorrectly is by guessing. k 

consecutive times, the verifier's coin-flip e; thus the probability that V accepts the cheater's proof is at 
most rk. Hence, the aoove protocol is indeed a confirming interactive proof-system for QNR. 

But the protocol is not minimum-knowledge for V. since in step 1 the verifier may ask aoout a number 
x whose quadratic character he does not know. so that P's answer in step 2 gives him additional 
knowledge. However, before P's answer V can now use a variation of the interactive proof-system for 

loj2-Q in order to prove that x was constructed as specified, i.e. either as a random quadratic residue or as 
a random element of the same quadratic character as y. As in the protocol for graph isomorphism, we will 
be able to use a parailelized version of this sub-protocol step. The full protocol is as follows. 

Repeat k times: 

1. V chooses rE ZN* and EE {Of I} at random. and computes x:=y£r2modN (so that 
RESJX)=E); 

V~P:x 

1.1 for i=l ... k. V chooses EiE {O.I} and riO,rilE ZN* at random and computes 

xio := r;o Vi and Xii := riI71-£i modN; 

V~P: (X;o.Xil)i=I ... k 

1.2 P chooses I~ { 1. ... ,k} at random; 
P~V:I 

1.3 for each jrl.l. V computes e.=eEBE. and w.:=y£rr. modN (w. is a witness that 
) I } ~j } 

RESJxje) = RESJx)); 
} 

V ~ P: (Ei• r i)' ril)iE /' (w)j .. / 

1.4 P checks that xiO-r i) Yi and XiI iiril71-£i modN for i E I, and that w/iiixxje.modN 
} 

(for at least one choice of t!jE (O, I}) for j rI. I; 
if any of these conditions does not hold, then P HALTs the protocol (detecting 
cheating) 

2. P computes ~ :=RESJx); 
P~V: £' 

3. V checks that ~=e; ifnot, then V REJECfs the proof 
V ACCEPTs the proof 

We omit the proof that this protocol is a confirming interactive proof-system for QNR that is 
. statistically minimum-knowledge for the verifier. since it is exactly analogous to the proof given in 

section 3.2 for the graph nonisomorphism protocol. 

The fact that the number w. computed in step 1.3 is a witness that RESJx)=RESJx. ) --- in fact, a 
} ~ 
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wimess that x and Xje. have the sam~ quadratic character modulo every prime dividing N --- follows from 
• J 

the calculatIOn: 

As with the protocol for GNI, if all k iterations are performed in parallel. then the simulator can also 

perform in parallel all k iterations of the simulating procedure; thus the parallel version of this protocol is 
also statistically minimum-knowledge for the verifier. 

In the original presentation of this protocol. the verifier uses a slightly different sub-protocol 
refinement (of similar cost) in order to convince the prover that each number x sent in step 1 is correctly 
constructed [20]. The version above was chosen for ease of explanation. 

Of course it may tum out that there is a polynomial-time (probabilistic or deterministic) algorithm for 
distinguishing residues from nonresidues mod N. in which case the protocols described above are only 
trivially minimum-knowledge. Another minimum-knowledge protocol involving quadratic residues and 

nonresidues is described in section 5.5 below. 

5.2. Blum integers 
Our next example concerns the set of integers with prime factorization N= n~lP/j such that for some' 

i. Pje j=3mod4. Let BL (for Blum, who pointed out their usefulness in cryptographic protocols) denote 
the language consisting of these integers. If N-3mod4. an easy condition to check, then clearly N is in 

this language. However. if N= 1 mod 4. it is not clear how to tell whether or not its prime factorization is 
of this fonn. There are two equivalent fonnulations of membership in BL: (1) N e BL if and only if, for 
any quadratic residue mod N. half its square roots (mod N) have Jacobi symbol +1 and half its square 

roots have Jacobi symbol -1. (2) N e BL if and only if there exists a quadratic residue mod N that has 
two square roots with different Jacobi symbols [4]. 

The following protocol. due to Blum, may have been the first protocol in the literature that satisfied the 

definition of minimum-knowledge [4]. It is a perfectly minimum-knowledge confmning interactive 
proof-system for BL. The prover and the verifier share the input (k. N); the additional input for P is the 
prime factorization of N (or, equivalently, any means of computing square roots mod N). 

Repeat k times: 

1. P chooses a quadratic residue re ZN· at random; 
P~V:r 

2. V chooses 0=+1 or-l at random: 
V~P:o 

3. P computes s such that r=rmodNand (R)=a; 
P~V:s 

4. V checks to make sure that s satisfies the above conditions: if not. then V HALTs the protocol 
and REJECfS the proof. 
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V ACCEPTs the proof 

The correctness of this protocol --- i.e. the fact that it is a proof-system --- depends on the alternate 
characterizations of membership in BL. If N E BL, then each quadratic residue r sent by P has at least 
one square root mod N with Jacobi symbol +1 and at least one square root mod N with Jacobi symbol-I; 
no matter which sign a V chooses, P can respond with a square root of the appropriate sign. On the other 
hand, if N ~ BL then no quadratic residue mod N has two square roots with Jacobi symbols of opposite 
sign. In this case, it is highly probable that there is some i for which P will be unable to send an 
appropriate Si' and V will halt the protocol. The only way for a cheating r to convince V that N E BL (by 
sending the appropriate elements Sj) is by guessing the entire sign-sequence aI' ... ,at; such a guess will 

only be correct with probability rt. Thus, this protocol is indeed a confinning interactive proof-system 
for BL. 

To prove the minimum -knowledge property, we have to specify the computation of a simulating Turing 
machine S. (Once again, as discussed in Section 3.1 above, we can assume that ~ behaves 

"reasonably".) In this case, S must simulate a communications ensemble that consists of triples (r, a, s) 

satisfying the conditions implicitly defined by the specification of the protocol. 

On input (k,N), S repeats the following loop k times: 

1. choose SE Z/ at random 

2. r:=?-modN 

3. "send" r to~, and "receive" a in return 

4. if (k);ta then re-set the random read-head of ~ and go back to step 1; 
else output (r, a, s) 

Assume now that N E BL. For each iteration, the elCpected number of times this loop will have to be 
repeated is 2, since, for any value of r, the probability that (k)=a is exactly 1/2. The random triples 

produced by S do satisfy the required conditions, and so the two ensembles are indeed identical. This 
completes the proof that the protocol is perfectly minimum-knowledge. 

This is another example in which it is not clear how to perfonn the simulation required for the 

minimum-knowledge proof. if all k iterations of the protocol are executed in parallel. 

5.3. Blum's coin-flip 
There are many two-party protocols that require random bits. Each of the parties, A and B, has to be 

sure that the other cannot bias these bits. They can do this by following a protocol due to Blum [4]. 

An integer N E BL, N = 1 mod 4, is given. 

A and B generate a random bit 13: 
1. B chooses UE ZN· at random, computes v=u2 modN; 

B --+A: v 

2. A chooses a = + 1 or -1 at random, a guess for the value of (.~); 



A~B:(1 

3.B~A: u 

4. if (1 = (N) then ~:= 1 else ~ :=0 
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The protocol indeed achieves its task: The first alternate characterization of BL (Section 5.2) implies 
that. no matter what its computational power. A cannot bias the bit produced. since A cannot guess the 

Jacobi symbol of the square root of v chosen by B and be correct with probability greater than 1(2. 

If B picks u at random, then the bit ~ chosen by this protocol is random. A cheating Turing machine B~ 

could bias the bit solely by using its ability to produce two numbers u and u'. both square roots (mod N) 

of v. with opposite Jacobi symbols: this capacity would enable B· to factor N simply by computing the 
greatest common divisor (u-u',N). 

The protocol is perfectly minimum-knowledge for B. The reason is that A's only task is to transmit a 
guess, (1 = +1 or -1, for a sign, a task that can be performed easily by a simulator interacting with the 

verifier B·. We show how to formalize this argument, when the coin-flip is used as a sub-protocol in 

another protocol. in the next section. 

5.4. Number of prime factors 
We use y(N) to denote the number of distinct prime factors of an integer N. 

Given an integer from the set 

L = {N I NE BL, N:. 1 mod 4. yeN»~ 1 }, 

the protocol below is a perfectly minimum-knowledge confirming interactive proof-system for the 
language L (') {N I y(N) = 2 }. Note that it is easy to determine that a given integer N is not a prime power. 

Let us use ZN·(± I) to denote the set of elements of ZN· with Jacobi symbol ± 1 (respectively). lbis 

protocol relies on the fact that if N has exactly i prime factors (Le. y(N) = I), then exactly 1I2i-l of the 

elements of ZN·(+l) are quadratic residues. P and V jointly pick random elements of ZN-(+l). If P can 
show that about half of them are residues (e.g. by producing their square roots mod N), then V should be 

convinced that y(N) S 2. Since N is not a prime power, y(N) must be equal to 2. 

In order to pick a list of random elements of ZN· (+ 1). P and V follow Blum's coin-flip protocol, which 
requires that N E BLandN-l mod4. 

1. P and V use Blum's coin-flip protocol to generate k random elements '1"" ,'kE ZN·(+l): 
i:=O: 
do until i=k: 

a. generating it bit by bit using Blum's coin-flip protocol. P and V choose a number 
a,O<a<N 

b. if g.c.d.(a, N) ~ 1 (which will happen very rarely) then HALT the protocol 

c. if (R) =+1 then {i:= i+l ; 'j:=a} 

2. For each i = 1 •.... k such that 'j is a quadratic residue, P computes Sj such that 
,.:!!s.2 mod N: 

I I 
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P~V: (i,s) 

3. V checks that at least 3/8 of the rj are quadratic residues: if so it ACCEPTs the proof, and 
otherwise it REJECfS the proof 

During the above protocol, P and V together choose random elements of ZN·(+I). Since they do this 

by means of Blum's coin-flip protocol, and no Turing machine p. can bias the bits produced by Blum's 
procedure, these elements are indeed produced at random. In order to prove that this stage is a proof­
system, consider the experiment of choosing a random element of ZN·(+I), where the experiment is a 
success if the chosen element is a quadratic residue mod N: let Fk(N) denote the frequency of successes in 
k independent trials. Recall that V accepts the proof if the frequency F k(N) ~ 3/8. As mentioned above, 

the probability of success in one trial is exactly 1/2v(N}-I. (Since N is known to have at least two prime 
factors, this probability is at most 1/2.) If v(N) is exactly 2, then the probability that V does not accept is, 

by Bernstein's law oflarge numbers, 
2 

Prob{ Fk(N) < 3/8 } ~ Prob{ lFiN)-1!21~1/8} ~ 2e-k(II8) , 

which is exponentially vanishing in k. On the other hand, if N has more than two prime factors, the 
probability of success in one trial is at most 1/4, and thus the probability that V will incorrectly accept the 
proof (when interacting with a cheating r) is 

2 
Prob{ Fk(N)~3/8 } ~ Prob{ lFiN)-1/41~ 1/8 } ~ 2e-.t(l/8) . 

To prove the minimum-knowledge property, we have to specify the computation of a simulating Turing 
machine S. (Once again, as discussed in Section 3.1 above, we can assume that V- behaves 
"reasonably".) The communications ensemble (P, V-)[k,N] that S must simulate includes a sequence of 

Blum coin-flips, so we begin by showing that Blum's coin-flip protocol is perfectly minimum-knowledge 
for V. To prove this, we must specify the computation of a probabilistic polynomial-time Turing machine 
Scoin whose output, on input N (satisfying N E BL and N a 1 mod 4), is a simulation of the communications 

ensemble (P, V-)[ N], namely a triple (y, a, u) that encodes a bit as described in Section 5.3 above. 

Given a random bit ~ (the result of a fair coin flip), Scoin proceeds as follows: 

a. Scoin executes the protocol with V-: letting V- "send" y, simulating P's action in step 2 by 

flipping a coin to choose a and "sending" it to V-, and then letting ve "send" u 

b. if the bit generated by this execution is ~, then Scoin outputs the triple (y, a, u) 

c. otherwise, Scoin re-sets V-'s random read-head. goes back to step 2, "sends" -a instead of 

a to V-, and lets V- "send" u'; now Scoin outputs the triple (ll. -a, u') 

Note that if V- does not follow the protocol it may happen that the numbers u and u' are not the same; if 
their Jacobi symbol is the same the outcome of the protocol is the same random bit ~ and this has no 
effect on the output distribution (since V-, when interacting with P, can decide to send either u or -u). On 
the other hand. if they have opposite Jacobi symbols mod N. then the outcome bit 1-13 has been 

detennined by V- and not chosen at random. As noted above. this can only happen if V- can factor N. in 
which case it indeed has the ability to dictate the outcome of the protocol. regardless of whether it is 

interacting with P or serving Scoin as a subroutine. 
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Whether the output triple was generated by Scoin in step b or step c. the distribution of its possible 

values (and thus the probability distribution of the bit it encodes) is identical to that of (P. V)[N]. and 

thus the coin-flip protocol is perfectly minimum knowledge for V. 

Next we describe the simulation by S of the protocol above. The communications ensemble (P. v-)[NJ 

that S must simulate begins with a sequence of Blum coin-flips. which are used to generate random 

elements of ZN*' The simulation of these coin-flips can be perfonned as just described; the difficulty for 
S. a polynomial-time machine that may not be able to factor N. is that those elements that are quadratic 
residues must be randomly generated along with their square roots. Therefore S uses fair coin-flips in 

order to pick the quadratic character of the elements ofZN* that are being chosen. An element of ZN*(-I) 

should be chosen with probability 1/2. a quadratic nonresidue in ZN*(+I) should be chosen with 

probability 1/4. and a quadratic residue (which is necessarily an element of ZN*(+I» should be chosen 
with probability 1/4. 

Given as input an integer N (satisfying N E BL. N == 1 mod 4. v(N) > 1). S proceeds as follows: 
1. i:= 0; A:= the empty list 

2. do until i=k: 

choose a random number a. O<a<N; 
if g.c.d.(a.N)* 1 (which will happen very rarely) then FLAG the number a, adjoin it to A, 

and go to step 3; 
else: 

choose a random bit E (to decide the Jacobi symbol of the next element generated); 
if e=O then adjoin to A a random element of Z/(-I); 
else: 

a. i:=i+l 

b. choose siE ZN* at random 

c. choose a random bit Ei (to decide whether the next element generated should be a 
quadratic residue); 
ifE.=Othen,.:=s.2 modN (a random residue in ZN*(+l» 

I I I 

else 'i:=-s? modN (a random nonresidue in ZN*(+l» 

d. adjoin 'i to A 

3. (simulate as many executions as needed of Blum's coin-flip in order to 'generate' the 
sequence of bits in the resulting list A) 
for each bit ~ in the representation of each number in A: 

follow the procedure above for Seoin (using V- as a subroutine), recording the numbers u 
(and possibly u') "sent" by V; 

if the outcome of the coin-flip simulation is indeed ~, then continue with the next bit in A; 

otherwise V- has "forced" the complementary outcome 1-13 by "sending" u and u' with 
(.~) * (~). in which case: 

a use u and u' to factor N 

b. discard the rest of A 

c. repeatedly execute Blum's coin-flip with V* (as originally specified, without re-
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setting the random read-head of V') in order to choose elements of ZN*' bit by bit, 
until the resulting list contains k elements Crl , ... ,rIc' say) with Jacobi symbol +1; 
again let A denote the new list 

4. if the last nUmber in A is FLAGGED then halt 

5. discard the elements in A with Jacobi symbol -1 

6. if ~ has not "forced" the outcome of any of the coin-flip simulations of step 3, then for 
each ri in A such that c

1
.=() output (i, s); 

otherwise, use the factorization of N to test each r i in A to see whether it is a quadratic 
residue; ifit is, then compute s. such that r.::s.2mod N and output (i,s.) 

l I , I 

S generates lists of elements of ZN with the same distribution as do P and ~. so that the 

communications ensemble CP, ~)[k,N] and the output ensemble S[k,N] are identical. 

Note that the above protocol can be adapted slightly so that instead of being an interactive proof-system 
for the language of suitable integers N satisfying vCN) = 2, it would be a protocol for communicating the 
value of vCN). In the last step of the protocol. V counts the proportion of the randomly chosen elements of 
ZN*C+l) that are shown to be quadratic residues. If this proportion is at least 3/8, then V accepts a proof 
that vCN)=2; if it is between 3/16 and 3/8, then V accepts a proof that v(N)=3; and so on. 

5.5. Quadratic residues and non residues, result-indistinguishably 
Before describing the next number-theoretic example, we give a general definition. We call a deciding 

interactive proof-system (P, V) for a language L Cwith input language l) "result-indistinguishable" if an 
eavesdropper that has access to the communications of P and V gains no knowledge. More formally, the 
protocol is result-indistinguishable if there exists a probabilistic polynomial-time Turing machine S such 
that the ensembles {S[k..x] I XE I} and {(P, V)[k,x] I.IE I) are indistinguishable. If the ensembles are 
statistically indistinguishable, we say that the proof-system is statistically result-indistinguishable; if they 
are exactly identical, we say that the proof-system is perfectly result-indistinguishable. 

Observe that unlike the machine S in the definition of the minimum-knowledge property, this machine 
S does not have access to an oracle for the result of the computation, i.e. for the membership bit (XE L); in 
other words, S can simulate the communications of P and Von input (k,x), regardless of whether or not 

XE L (even if recognizing membership in L is an intractable computation). Since this simulation is by 

means of a feasible computation that an eavesdropping adversary could carry out for himself, the 
adversary gains DO knowledge if he is given the text of a "conversation" belonging to the 
communications ensemble {(P, v)[k,x] I XE I). 

In this section, we present aprotocol that deals with Blum integers of a special form, namely the set 

N = { N: N E BL, N:: I mod 4, vCN) = 2 }. It is not hard to see that this set may equivalently be defmed as 
N = {piqi :p*qprime, iJ~ l,pi=qi5!3mod4}. The protocols presented in Sections 5.3 and 5.4 may be 
concatenated so as to give a perfectly minimum-knowledge confirming interactive proof-system for N. 
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We define the languages 

1= { (N.z): Ne N, ze ZN-' (t)=+l ) and L = { (N.z)e I: za quadratic residuemodN). 

Taking I as the set of inputs, this section gives a deciding interactive proof-system for L. Observe that a 
pair (N. z) that is known to belong to I either is or is not also a member of L according to whether or not z 
is a quadratic residue mod N. i.e. according to the value RESJz). Thus. instead of regarding the protocol 
below as deciding membership. it can be useful to look at it as transmitting the result of the computation 

of the value RESJz). 

" 
As in the case of the protocol for the language QNR. the prover must be able to distinguish between 

quadratic residues and quadratic nonresidues modulo N; for example. it can receive. as additional input, 
N's prime factorization. TIle verifier is simply a probabilistic polynomial-time machine. 

Let y=-l modN. Everything that follows holds for any nonresidue ye ZN- which has Jacobi symbol 
+1. As long as Ne BLandN= 1 mod 4, we can take y=-l. 

'Ibis protocol relies on the fact that if re ZN· is chosen at random. then ,2modN is a random quadratic 

residue in the set ZN·(+I) and y,2modN is a random quadratic nonresidue in ZN·(+l); similarly, 

z,2modN is either a random residue or a random nonresidue in ZN-(+ 1) according to whether or not z is I 
residue mod N. 

Repeat k times: 

1. Vchoosesre ZN- andce {1.2,3} at random and computes casec of: 

1: x:=,2 modN 
2: x:= y,2 modN 
3: x:= z,2 modN 

V-+P:x 

2. P computes £= RES,Jx): 
P-+V: £ 

3. V checks that if c = 1 then £ = 1, if c = 2 then £ = 0, and if c = 3 then £ is consistent with any 
previous iterations for which c was = 3; if rot then V HALTs the protocol 

V ACCEPTs the proof that RES,Jz) = the consistent value of £ for case-3 iterations 

As explained above, if z is a quadratic residue then x's constructed in case 1 are indistinguishable from 
x' s constructed in case 3. If P acts as specified. then when the protocol finishes V is convinced that z is a 
residue. TIle only way that a cheating P* can convince V that z is not a residue is by correctly guessing, 
among all iterations during which V has sent a residue x. which of these were constructed in case 1 and 

which of them in case 3; if there are cle such iterations in a particular execution of the protocol, then the 
probability of successful cheating is rd. Because c is very likely to be close to 2/3, a simple calculation 

using Bernstein' s law of large numbers shows that the probability of successful cheating is exponentially 
vanishing in Ie. Similarly if z is a quadratic nonresidue. Hence the above version is a deciding interactive 
proof-system for L. 

However. the protocol is not minimum-knowledge for the verifier, since V can ask about numbers 
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XE ZN· whose quadratic character it does not know. In order to make the protocol minimum-knowledge. 
we can add. as a refinement sub-protocol to step I. a (parallelized) variant of the interactive proof-system 

for loj3-Q sketched above. V uses this sub-protocol to prove to P that x has been chosen in one of the 
three specified ways, without transmitting to him any knowledge about which of the three ways. The 
resulting protocol is a statistically minimum-knowledge deciding interactive proof-system for L. We omit 
the proof, since it is exactly analogous to the proof given in section 3.2 for the graph nonisomorphism 
protocol. 

If all k iterations of the protocol are performed in parallel. then the simulator can also perfonn in 
parallel all k iterations of the simulating procedure; thus the parallel version of this protocol is also 

statistically minimum-knowledge for the verifier. 

The above protocol is not result-indistinguishable. however. because an observer of an execution of the 
protocol can easily tell whether he is watching an interactive proof that RES~z):;;: I or a proof that 
RES,Jz):;;: 0 by keeping a tally of the bits E sent by P in step 2 of each iteration. 

But a simple modification of the protocol does hide the result from an eavesdropper. The only change 

is that at the beginning. P flips a fair coin in order to decide whether to use R(x):;;: RES,Jx) or 

R(x):;;: I-RES,Jx) as the bit E to be sent to V in step 2 of each iteration throughout the protocol. R(x) can 

be regarded as an encoding. chosen at random. of RES~x). In step 3. V checks for consistency in the 

obvious way: V should receive the same bit E in all case-I iterations and the complementary bit in all 
case-2 iterations; V should receive a consistent bit E in all case-3 iterations. and its value indicates to V 

whether or not z is a quadratic residue. As before. if in step 3 of any iteration V finds that the value of £. is 

not consistent then V halts the protocol. detecting cheating. 

With this modification. the protocol is still --- arguing as above --- a minimum-knowledge deciding 
interactive proof-system for L. Furthennore. it is result-indistinguishable. An eavesdropper expects to 

overhear one bit about 2/3 of the time during step 2 of each iteration and the complementary bit the 

remaining 1/3 of the time: whether the majority bit in a particular execution of the protocol is 0 or 1 gives 

him no knowledge. In order to prove that the protocol is result-indistinguishable, we must specify the 

computation of a probabilistic Turing machine S that simulates the communications ensemble 
{(P. V)[k.N.z]). (Recall that S does not have access to an oracle for RES,Jz).) S begins by flipping a 

coin to decide whether to simulate the choice R(z):;;:O or the choice R(z):;;: 1. Then in each iteration S 

simulates the specified compIlations of P and V, except for the following changes. In (simulated) step 1. 

S chooses x:=zrmodN with probability 2!3 and x:=yzr2modN with probability 1/3. In (simulated) step 

2. S outputs E:;;:R(z) ifx=zr2 and E= I-R(z) if x=yzr2. We omit here the details of the simulation by S of 

the lo.f3-Q sub-protocol refinement of step 1. The output ensemble S[k,N.z] is identical to the 

communications ensemble (P. V)[k.N. z]. and therefore the protocol is perfectly result-indistinguishable. 

6. Protocols based on cryptographic assumptions 
In this section we discuss a number of protocols that can be shown to be minimum-knowledge. but 

only under the assumption that a particular computational problem is intractable. Our "cryptographic" 

assumption (so called because much of the recent work in cryptography depends on assumptions of this 
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nature) is that there exist one-way junctions, functions that are easy to compute but intractably hard to 
invert. (TIle weakest complexity-theoretic assumption that suffices for the theorem of this section is that 
of Levin [25]: see also [8. 30, 24, 9,6,2,7,29].) 

Specifically, we assume the existence of a sequence (ft} of probabilistic encryption functions. TIle JCh 
of these functions may be used to encrypt the bit ~ by choosing a bit-string r at random in the appropriate 

domainS and computing the encryption e :=ft(~, r). Given e, no IX>lynomial-time machine has any 
computational advantage in guessing the value of the bit~. To open the encryption e is to reveal the 
string r (and thus the encrypted bit ~) that was used to compute it. It is then a simple matter to check that 

indeedft(f3, r) = e. 

6.1. Minimum-knowledge interactive proof-systems for languages in NP 
Goldreich, Micali. and Wigderson have shown that, under the assumption that one-way functions exist, 

every language in NP has a minimum-knowledge confirming interactive proof-system [17,5]. 

We begin by exhibiting a minimum-knowledge confirming interactive proof-system for the (NP­

complete) language of graphs containing a Hamiltonian cycle. Prover and verifier share the input (l,G); 

the prover has as additional input a Hamiltonian cycle in G. Let the nodes of G be {I, ... ,n}, and let the 
given Hamiltonian cycle pass through the nodes [1, i l • i2, ••• ,ilt-I' 1], in that order. We assume that both 
the prover and the verifier have a sequence (ft} of probabilistic encryption functions, indexed by the 
security parameter k. 

Repeat k times: 

1. P chooses a permutation 1t: { 1 •... ,n} ..... q I, ... ,n} at random: let [I,j I ,j2' ... ,j It-l' I] be 
the corresIX>nding Hamiltonian cycle in the permuted graph. 
For each j,je [I ... n] P chooses r" at random in the domain of f~ and computes e,~ a v ~ v 
probabilistic encryption of either 1 or 0, according to whether (1t- ICl), 1t-I(j) is or is not an 
edge ofG: 
P~ V: (e .. )" (1 ) ij'I,/E , •. /1 

2. V chooses £ e {O, I} at random; 
V~P:£ 

3. if e=O then P~ V: Jt, (r .. ).. [I ) li'VE ... /I 
else ife=1 thenP~V: UI,jl"" ,j_I]' [rl , ,r, " ... ,r, 1] 

'I 'P2 lit-I 
4. V checks that the values eij correctly encode the permuted graph if £:=0, or that the sequence 

[elj "ej . i ' ••• ,ej I] correctly encodes a Hamiltonian cycle (in the permuted graph) if 
I rl .... 1 

£= 1: if not. then V REJECTs the proof 
V ACCEPTs the proof 

If the inputs to P and V are as specified, and both prover and verifier follow the protocol, then V 

~ccepts the proof. On the other hand, if the input graph G is not Hamiltonian, then the only way for a 
cheating prover to convince the verifier that it is Hamiltonian is by guessing, in each iteration, whether 

S, will be of length polynomial in 1. 
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the verifier will send him a 0 or a 1 in step 2. If V is about to send him E=O, then the prover can satisfy V 

by following the instuctions of step 1 above, sending a probabilistic encryption of the adjacency matrix of 

a random isomorphic copy of G; if V is about to send him e= I, then the prover can satisfy him by 

choosing a sequence of indices [I,jI,j2' ... ,jlt-I' 1] at random and then sending him values (e;)j,ie [I ... II] 
in which e

l
. ,e . . , ... ,e. I are all encryptions of 1, and the other n2-n entries are all encryptions of 0 . 

11 lP2 lit-I 
If the graph does not have a Hamiltonian cycle, then the cheater cannot prepare simultaneously for both 

possibilities. Thus the probability that any communicating Turing machine r will convince V to accept 
the proof incorrectly is bounded by r i , and the above protocol is indeed a confirming interactive proof­

system for the language of Hamiltonian graphs. 

The proof that the above protocol is minimum-knowledge for the verifier is very similar to the proofs 

for GI and for sampleable random-self-reducible languages. In each simulated round, the simulator S 
guesses E, the bit to be "sent" in step 2 by V-, in order to decide whether to compute a good encryption 

of (a permutation of) the input graph or to follow the cheater's second option and prepare a random 

encoding which contains an encrypted Hamiltonian cycle. If V- "sends" the wrong bit, then S resets V­
and begins the iteration again. By the hypothesized properties of the probabilistic encryption function!i' 

the polynomial-time machine V- can have no computational advantage in guessing whether S has 
predicted e=O or e=1, given the n2 values ejj "sent" by S. Hence the simulator guesses the wrong bit with 

probability (computationally indistinguishable from) 1/2, so that the expected number of times per 
iteration that the loop will be repeated is two. Again by the properties of the encryption function. the 

simulator'S output ensemble and the communications ensemble are indistinguishable. (However, they are 

not statistically indistinguishable, because that would require a much stronger assumption on the 

encryption function.) 

Another similarity with the protocol for GI is that the version of this protocol in which all k iterations 

are executed in parallel, while it is still an interactive proof-system for the language of graphs containing 

a Hamiltonian cycle, does not appear to be minimum-knowledge for the verifier. 

We have just seen that one particular NP-complete language has a minimum-knowledge confirming 

interactive proof-system. In order to prove the following theorem, we need only note in addition that the 
polynomial transformations between NP languages map witness strings to witness strings. 

Theorem 2: If there exists a secure family of probabilistic encryption functions. then every 
language in NP has a minimum-knowledge confirming interactive proof-system in which both 
the prover and the verifier are probabilistic polynomial-time Turing machines, and the prover 
receives as additional input a witness that the input string is indeed in the language. 

Another way interactively to prove membership in an NP language is by means of minimum­

knowledge circuit simulation, as follows. Every NP language L has a polynomial-time computable 

'predicate PL so that 

L = {x 13w, Iwlpolynomial inlxl, PL(x, w)=1 }. 

The idea is that the prover should interactively lead the verifier through a minimum-lmowledge 

simulation of the circuit that computes PL --- a simulation that proves to the verifier that PL(x, w)=l for 
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some witness string w, without revealing any knowledge of the value of w. Brassard and Crepeau have 

shown how to do this by using the properties of quadratic residues (and assuming the intractability of 

distinguishing between residues and nonresidues modulo an integer N with unknown factorization) 
[10, 11]. Yung and Impagliazzo have shown how to do this, using anyone-way function (32, 23]. 

7. Applications for cryptographic computation 
The fact that membership in any NP language can be proved interactively in a minimum-knowledge 

fashion has important consequences for the design of cryptographic protocols [17]. Assume, for example, 
that at a certain point in the course of executing a protocol, after receiving a string of messages x, a party 
P is supposed to flip several coins to obtain a random bit-string r, compute a value y= j{x, r), and then 
send this value as a message (perhaps keeping r secret). Even though/may be hard to invert, as long as/ 
is polynomial-time computable, the set 

L = {yI3r,j{x,r)=y} 

of next messages which are legal for P at this point in the protocol. given the history of messages sent so 
far, is an NP language. Thus P's message y can be accompanied by an interactive proof that it is an 
appropriate one. If p, not following its program, sends an illegal message y f L, then (with 
overwhelming probability) it will be unable to prove to the other parties that y E L. 

Thus any protocol M for which all required computations (such as/in the above example) are publicly 
specified may be transformed into a validated protocol M' in which every message is accompanied by an 
interactive minimum-knowledge proof to all parties that it is indeed a correct message. The resulting 
protocol will have the property that a Byzantine user --- one who tries to send an erroneous message -- is 
almost certain to be caught when he tries to cheal The transformed protocol is polynomial in all relevant 
parameters. and the transformation from M to M' is by means of a polynomial-time algorithm .. Studying 

different models of faulty behavior in multi-party cryptographic protocols. researchers have recently 
described several different fault-recovery procedures that can be invoked when an illegal message is 

detected [17,18,16]. 
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