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Abstract
Towards Trustworthy Al:Detecting, Understanding, and Mitigating Information Disorder

Lin Ai

The spread of misinformation, propaganda, and manipulative narratives — collectively referred
to as information disorder — has emerged as a major threat to the trustworthiness of online dis-
course. This challenge is further intensified by the rise of large language models (LLMs), which,
while offering powerful generative capabilities, also create new risks for abuse and misalignment.
In this dissertation, I investigate how information disorder manifests itself and evolves across both
human and Al-mediated communication channels, and explore key challenges and solutions at dif-
ferent stages of the landscape — from detection and intent analysis to mitigation strategies — through
the lens of trustworthy Al.

This dissertation is structured around three core stages, each addressing a distinct facet of com-
bating information disorder. First, I develop content-based detection frameworks that integrate
textual, visual, and propagation-based features to identify untrustworthy and manipulative posts
on social media. Second, I examine the anatomy of information disorder by developing mod-
els that (1) capture the intent and manipulation strategies of malicious actors — such as propaganda
techniques and emotional appeals, (2) analyze audience perception, including how user traits shape
susceptibility to radicalizing content, and (3) explore the emergent threat of LLMs acting as mali-
cious agents capable of generating deceptive or coercive communication. Third, I present system-
level mitigation strategies that address these threats at scale: defending against LLM-driven social
engineering, improving factual control in generative outputs, curating high-quality and novel train-
ing and retrieval content through document-level distinctiveness scoring, and designing steerable,
human-in-the-loop research agents that support principled alignment and intervention.

Across these stages, this dissertation advances modular, interpretable, and context-aware sys-
tems that address the evolving threat landscape of information disorder. The findings lay the foun-
dation for future research on LLM-based trust infrastructure, agent-level safety, and human-in-the-

loop alignment in complex information ecosystems.
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Chapter 1: Introduction

The rapid proliferation of biased, manipulated, and false information has profoundly dis-
rupted the trustworthiness of online content, fueling public confusion, societal polarization, and
widespread distrust in media and democratic institutions [1, 2]. This phenomenon — broadly cap-
tured by the terminformation disorder[3, 4] — encompasses a range of low-integrity content,
including misinformation, disinformation, propaganda, and manipulative persuasion tactics. The
dynamics of information disorder are complex and evolving, driven by the decentralized nature
of social platforms, the rapid diffusion of multimodal content, and the strategic exploitation of
sociopolitical crises.

As the scale and complexity of digital content continue to grow, so does the challenge of
identifying and mitigating harmful narratives. Compounding this challenge is the ritegef
language modeléLMs) such as GPT-4 [5], LLaMA [6], and others [7], which have introduced
transformative capabilities for content generation, summarization, and interaction. While these
models offer immense potential for improving information access and user assistance, they also
carry the risk of producing misleading, manipulative, or toxic outputs [8, 9, 10, 11]. Moreover,
recent studies have shown that LLMs can be manipulated into facilitating cyber-attacks, social
engineering, or emotionally coercive conversations, posing risks that are both technical and societal
in nature [12, 13, 14, 15].

Given these developments, there is a growing need to re-express the goastvadrthy Alin
contexts that go beyond static benchmarks or isolated tasks. It is no longer suf cient for models
to be accurate or explainable in narrow settings — they must also be robust to adversarial misuse,
contextually aware, and responsive to evolving threats in open environments. Thus, the problem
of information disorder is not just a content classi cation problem; it is a multi-faceted systems

challenge that touches on content delity, actor intent, user perception, and model alignment.



Across this dissertation, | explore how content and intent interact, how narratives evolve, and
how models and systems can be designed to intervene responsibly. Taken together, the dissertation
aims to form a comprehensive pipeline for building trustworthy Al systems capable of identifying,
interpreting, and defending against information disorder across both human and LLM-mediated
communication channels. The subsequent chapters of this dissertation are organized as follows:

» Chapter 2 presents the necessary preliminary information and background to support the remain-
der of the thesis. It introduces foundational concepts in misinformation, propaganda, narrative
analysis, and trustworthy Al, along with some of the most relevant prior work across multiple
sub- elds.

» Chapter 3 focuses on content-based approachedstext information disordeleveraging tex-
tual, social, and multimodal signals that are directly observable in social media posts.

» Chapter 4 shifts towardnderstanding the anatomy of information disordsr analyzing the
intentions of content creators, the mechanisms of manipulation, and the psychological and per-
ceptual dynamics of targeted audiences.

» Chapter 5 addresses methodsmitigating information disordethrough a range of interventions
— from how to build systems to defend against threats, to how models generate content, to how
data is curated, and to how human agents interact with Al systems.

* Finally, Chapter 6 concludes this dissertation and discusses the directions of my future work.

Contributions  This dissertation contributes a set of frameworks and models, each designed to

address speci ¢ tasks related to combating information disorder. To support and evaluate these

methods, we also introduce several novel datasets tailored to the challenges identi ed in each stage

of the research. The detailed contributions are outlined in Table 1.1. Each of these contributions is

embodied in the papers outlined here:

» Combating the COVID-19 Infodemic: Untrustworthy Tweet Classi cation using Heterogeneous
Graph TransformerXAAAI ICWSM 202B[16]

» Tweetintent@Crisis: A Dataset Revealing Narratives of Both Sides in the Russia-Ukraine Crisis



(AAAI ICWSM 202/{17]

Propalnsight: Toward Deeper Understanding of Propaganda in Terms of Techniques, Appeals,

and Intent COLING 2025 [18]

What Makes A Video Radicalizing? ldentifying Sources of In uence in QAnon VidéG2$%2
2023 [19]

Defending Against Social Engineering Attacks in the Age of LLM8ANLP 2024 [20]

Enhancing Pre-Trained Generative Language Models with Question Attended Span Extraction

on Machine Reading Comprehensi&@MNLP 2024 [21]

NovAScore: A New Automated Metric for Evaluating Document-Level Novell@(LING 2025
[22]

* An Interactive Paradigm for Deep Research (under submission)

Stage# Frameworks or Models Datasets
Detection of » Heterogeneous Graph Model fos Covid-19 Tweet Trustworthiness

Information Disorder Tweet Trustworthiness Classi- Dataset[16] (83.1)
(Chapter 3) cation [16] (83.1) * Fine-Grained Intent Multimodal

* Visual-Language Model for In- Social Media Dataset (83.2)
tent Classi cation (83.2)

Understanding of » Conceptual Framework of Gran- Russia-Ukraine Tweet Intent Nar-
Information Disorder ular Propaganda Analysis [18] rative Dataset [17] (84.1)
(Chapter 4) (84.2) * Propaganda Analysis Dataset
[18] (84.2)
* QAnon Radicalizing Video on
Social Media Dataset [19] (84.3)
* LLM-Initiated Social Engineer-
ing Dataset [20] (§84.4)

Mitigation of * Modular Defense Pipeline fore Persona-Aware Deep Research
Information Disorder LLM-Initiated Social Engineer- Dataset (85.4)
(Chapter 5) ing Attacks [20] (85.1)

* Question-Attended Span Extrac-
tion for Out-of-Control Genera-
tion Mitigation [21] (85.2)

* Novelty Evaluation in Atomicity
Score [22] (85.3)

» Steerable Deep Research Frame-
work (85.4)

Table 1.1: Research contributions in this dissertation.



Chapter 2: Preliminaries and Background

In this chapter, | will introduce some preliminary concepts and background, along with prior

work most relevant to the contributions in this dissertation.

2.1 Detection of Information Disorder and Manipulative Intent in Social Media

Identifying harmful content in online environments is a fundamental step toward combating
information disorder. Early misinformation detection methods largely relied on linguistic signals
—such as stylistic or sentiment features — to distinguish false content from factual information [23,
24, 25]. However, research has since shown that structural context — such as how information prop-
agates through social networks — plays a crucial role. False information tends to diffuse faster and
more widely than factual content [1, 26], leading to a line of work that incorporates propagation-
based modeling. These models use tree-structured diffusion graphs to capture how posts evolve
and spread [27, 28, 29, 30], often with recurrent neural networks (RNNs) or convolutional neural
networks (CNNSs) to encode contextual sequences. In crisis settings like COVID-19, large-scale
Twitter datasets [31, 32] have enabled supervised misinformation tracking, further prompting the
need for systems that integrate both textual and propagation signals [33]. Our work builds on
this foundation by developing a multimodal detection framework that combines linguistic features,
retweet structure, and visual-textual alignment for trustworthiness and intent classi cation.

Beyond general veracity classi cation, some work has sought to infeintkat behind con-
tent spread, particularly during crises. Studies in the Russia-Ukraine con ict show that disinfor-
mation campaigns use bots [34], platform censorship [35], and targeted messaging to shape public
narratives [36]. Other efforts categorize intent types in a general-purpose fashion [37], or apply

uncertainty modeling to infer underlying motivation [38]. Our contributions differ from these by



introducing models that simultaneously classify post-level maliciousness and assign ne-grained
intent categories (e.g., call-to-action, polarization) using multimodal features, extending the scope

and precision of prior intent-inference methods.

2.2 Understanding the Anatomy of Information Disorder

Understanding information disorder requires more than identifying false content — it involves
unpacking the strategies, goals, and psychological effects that make such content persuasive or
harmful. This section explores three key dimensiofiy:the mechanisms and rhetorical struc-
tures used by content creato(g) how audiences perceive and respond to manipulative content,
and(3) how LLMs can themselves act as malicious agents, complicating the informational land-
scape. Together, these components provide a deeper view into the anatomy of disorder — how it is

constructed, disseminated, and received.

2.2.1 Manipulative Narratives and Mechanisms of Actors

A core entry point to understanding information disorder lies in analyzing how actors con-
struct persuasive or manipulative narratives. One of the most often studied manifestations of this
is propagandawhich provides a well-de ned typology of rhetorical tactics — such as loaded lan-
guage, name-calling, and appeals to emotion — that are frequently weaponized during political or
crisis-driven discourse. By treating propaganda as a proxy for intent, researchers have developed
various supervised models to detect speci c tactics at the span level [39, 40, 41, 42]. These mod-
els have improved transparency and interpretability across both formal news media [43, 44] and
user-generated content on social platforms [45, 46].

More recently, LLM have been employed to identify propaganda with increased exibility and
semantic depth [47, 48], while interpretability-focused architectures [49] have further advanced the
eld. However, much of the literature still treats these rhetorical devices as isolated signals, without
modeling how they inter-relate to serve broader narrative strategies or intentional goals. Our work

addresses this gap by introducing a uni ed framework that explicitly links rhetorical spans with



emotional appeals and inferred intent, offering a richer representation of how manipulative content

functions in context.

2.2.2 Audience Perception and Radicalization Risk

While content creators structure messages with persuasive tactics, the impact of such messages
depends heavily on how they are received by different audiences. The studgicdlization
pathways- how individuals come to adopt extreme views or behaviors — has become central to
this inquiry. Prior research has explored radical messaging across platforms like Twitter [50],
Reddit [51], and YouTube [52, 53], with some work focusing on algorithmic recommendation
loops and ideological clustering [54]. Others have examined the linguistic and visual features of
radicalizing content [55, 56].

However, most existing work centers on behavioral indicators or structural exposure, rather
than the subjective perception of radicalization. Our approach complements this perspective by
focusing onviewer perceptionwe design controlled experiments to understand how user traits,
such as political af liation, age, or prior exposure, in uence the perceived radicalizing nature
of video content. This enables a more human-centered and psychologically-grounded view of

radicalization risk that moves beyond algorithmic footprints.

2.2.3 LLMs as Malicious Actors

The emergence of powerful LLMs has dramatically altered the landscape of information pro-
duction and manipulation. With their ability to generate uent, human-like dialogue, LLMs can
be co-opted to conduct chat-based social engineering (CSE) attacks that go far beyond traditional
phishing or scripted scams [11]. These attacks may include emotionally manipulative messaging,
identity impersonation, and adaptive long-turn deception [57, 58].

While early work in CSE defense has explored rule-based and deep learning classi ers for
human-human attacks [59, 60], recent work demonstrates the feasibility of using LLMs to au-

tomate a range of cyber threats [61, 62]. However, the speci c problem of LLMs as initiators



and sustainers of CSE dialogues remains underexplored in both academia and industry. Our work
lls this gap by simulating LLM-driven CSE attacks, analyzing their linguistic and structural pat-
terns, and developing modular defenses that integrate real-time intent detection with retrieval-based

safety scaffolds.

2.3 Mitigating Information Disorder via Trustworthy Al Systems

While detection and understanding provide essential insight into how information disorder
operates, effective intervention demands system-level strategies that proactively enhance content
integrity, control LLM behavior, and support informed human oversight. This dissertation dis-
cusses three such approaches: improving factual control in generative models, reducing redun-
dancy through distinctiveness-aware curation, and enabling human-in-the-loop alignment in agen-

tic LLM frameworks.

2.3.1 Factuality Control in LLM Generation

Language models deployed in open-ended question answering and summarization tasks often
suffer from hallucination — producing content that is uent but unfaithful to the source [63]. This is
particularly problematic in extractive Machine Reading Comprehension (MRC), where the output
must be grounded in an explicit text span. Traditional extractive MRC models, such as BERT and
ALBERT, predict precise answer spans from the input context [64, 65]. More recent hybrid archi-
tectures extend this to multi-span and generation-aware methods [66, 67, 68], but often struggle to
balance uency and factuality.

Given these challenges, we focus on a method that reduces the likelihood of semantic drift
while preserving generation exibility. This not only improves factual consistency but also of-
fers a controlled bridge between extractive precision and generative expressiveness — an important

property for applications in trustworthy information access and Al-assisted research.



2.3.2 Distinctiveness-Aware Data Curation

Misinformation can also spread througédundancy where repetitive or low-novelty con-
tent reinforces particular narratives and overwhelms high-quality, diverse information. This phe-
nomenon, while less overt than outright falsehood, can subtly distort perceived consensus and de-
grade the quality of downstream generation. Traditional novelty detection methods — such as topic
dissimilarity [69], entropy-based heuristics [70], or neural embedding distances [71] — operate pri-
marily at the document level. Recent methods incorporate textual entailment [72] or unsupervised
transformer-based approaches [73], but they still lack ne-grained granularity in identifying what
exactly is new within a document.

To address this, we introduce a document-level distinctiveness metric that decomposes text
into atomic informational units and scores each unit based on novelty and salience. These scores
are aggregated to produce interpretable, structured assessments of distinctiveness, enabling im-
proved evidence selection, redundancy reduction, and ltering for synthesis modules in down-
stream pipelines.

Importantly, this metric is also applicable in the training data curation process for LLMs. By
identifying and Itering out low-distinctiveness documents, or by prioritizing diverse, high-novelty
inputs, distinctiveness-aware curation can help construct more representative and less repetitive
training corpora. This not only reduces wasted computation during pretraining or ne-tuning but
also mitigates over tting to redundant phrasing patterns, supporting better generalization and re-

trieval diversity at inference time.

2.3.3 Human-Guided LLM Agentic Frameworks

The rise of LLM-powered agentic systems — which iteratively retrieve, reason, and act across
multi-step research work ows — offers new opportunities for insight discovery but also introduces
risks of drift, misalignment, and cognitive overload. Many recent frameworks leverage reinforce-
ment learning (RL) to enhance agent performance. For instance, &tealg[74] proposed

DEEPRESEARCHER a multi-step RL framework with authentic web interaction; étral. [75]
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introduced &ARCH-R1, training agents to formulate multiple, high-quality queries; and Sing
al. [76] developed R1-BARCHER, explicitly optimizing for search competency during planning.
While these models excel in optimizing performance autonomously, they rarely incorporate
user preferences or pause for clari cation — an oversight in domains where interpretability and
trust are essential. Addressing this, recent research has begun exploring interactive alignment
mechanisms. B\R-GATE [77] enables clari cation asking in ambiguous settings, and &exh.
[78] shows that LLM-based planners can defer to humans when con dence is low. Other work such
as REASONGRAPH [79] and INTERACTIVE REASONING [80] develop interfaces for visualizing
reasoning chains and user-guided intervention.
However, these contributions often treat clari cation, reasoning control, and interpretability
in isolation. Our approach introduces a holistic steering mechanism grounded in a principled
cost—bene t framework for pausing and branching. It integrates clari cation, planning, and align-
ment into a uni ed system that enables users to guide agent reasoning at key decision points. This
not only improves outcome quality but also fosters transparency and shared agency between user

and model — crucial components in trustworthy LLM deployments.



Chapter 3: Detecting Information Disorder: Content and Modality Signals

The rst line of defense against information disorder lies in recognizing problematic content
as early as possible. Before we can analyze narratives or propose mitigation strategies, we must
be able to detect information that is potentially untrustworthy or intentionally manipulative. In
this chapter, we focus on content-based approaches to detection, leveraging textual, social, and
multimodal signals that are directly observable in social media posts.

We begin with a large-scale analysis of trustworthiness in COVID-19 tweets, which combines
textual content with propagation structure. We then extend detection to multimodal content by in-
corporating visual features — a critical but often overlooked modality — using a CLIP-based model
that classi es maliciousness and assigns ne-grained intent categories. While these detection ap-
proaches are effective at identifying low-trust or malicious content, they do not yet explain why
such content is persuasive, who it targets, or how it spreads.

Thus, this chapter sets the technical foundation and practical motivation for the rest of the
thesis: to move beyond detection and to understand the actors, mechanisms, and audiences that

shape the lifecycle of information disorder.

Abbrev. Meaning

RTCas-COVID-19 Retweet Cascade COVID-19 corpus

RTCS-HGT Retweet Cascade Subgraph Sampling Heterogeneous Graph Transformer
CLIP Contrastive Language-Image Pre-training

MTL Multi-Task Learning

Table 3.1: Key abbreviations used in this chapter.

3.1 Trustworthiness Detection in COVID-19 Tweets

The spread of misinformation has become a major issue in modern society, aided by the in-

creasing popularity of social media [81]. Misinformation online has degraded trust in many main-
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stream media outlets and in uenced the way governments, political parties and public individuals
are perceived [82], leading to increased suspicion and division in society. Recently, misinformation
has played a large role in the persistence of the COVID-19 pandemic, as much false information
about it has been spread: how serious it is, what cures are effective, how dangerous vaccination is
and how to avoid infection. As a result, the public's ability to respond to COVID-19 is seriously
affected [83]. This brings to light the many challenges in distinguishing between true and false
information, and the negative consequences of failing to do so. While automated fact-checkers and
misinformation identi cation systems are widely used on social media platforms [84], they do not
always achieve their purpose. Thus it is important to continue to develop more robust systems to

identify misinformation.

3.1.1 Background and Related Work

As Allcott et al.[85] note, the spread of misinformation has declined sharply on Facebook but
has continued to rise on Twitter since 2016; thus, much recent work on social media misinfor-
mation detection focuses on Twitter. While early work on fake news detection relied primarily on
linguistic features [23, 24, 25], information propagation patterns provide richer contexts for detect-
ing misinformation, as fake news propagates differently from true news [1, 26]. Propagation-based
approaches [27, 28, 29, 30] make use of tree-structured propagation patterns of microblog posts
and learn contextual representations using Recurrent Neural Network (RNN) or Convolutional
Neural Network (CNN) models.

Since users on social media tend to follow like-minded people [86], false information such as
conspiracy theory generates homogeneous and polarized communities having similar information
consumption patterns [87], resulting in acho chambeeffect. Therefore, many studies [88, 89]
add social context components to the process, using user pro les in addition to textual features and
information propagation patterns. Saual.[90] make use of tri-relationships among users, news,
and news publishers to detect fake information, creating multiple components which are, however,

less exible and scalable in adapting to new datasets or adding new features and entities.
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Most graph neural networks (GNNs) models, such as GCN [91], GAT [92] and GraphSage
[93], are natively designed only for homogeneous graphs. The Heterogeneous Graph Transformer
(HGT) [94] is proposed to tackle this problem, with node-type and edge-type parameters built with
an attention mechanism applied over each edge type during target-speci c message aggregation.
Recently, a heterogeneous graph to represent user and contents has been utilized in fake contents
detection (Huangt al.[95], Agarwalet al.[96], Heet al.[97], Min et al.[98]). However, Huang
et al.[95] and Heet al. [97] fail to capture users' interaction in their models. Mihal.[98] and
Agarwalet al.[96] do not utilize sampling methods and thus are potentially slow in training time
with millions of nodes and edges in their proposed data.

Since the COVID-19 outbreak, a large amount of false information has been spread over social
media platforms. The World Health Organization has also labeled the spread of fake news on
COVID-19 as an “infodemic" [99]. To address this challenge, many studies have attempted to
identify false information on COVID-19 in social media. Chehal.[31] and Bandeet al. [32]
have collected large-scale COVID-19 Twitter datasets that are publicly available. Sktaah)a3]
maintain a dashboard tracking unreliable information on Twitter between March and May 2020.
Shaaret al. [100] and Cheemat al. [101] detect COVID-19 tweets worth fact-checking using
linguistic features and language models. Zlea@l. [102] analyze the user pro le and method
utilized to spread COVID-19 related misinformation in social media. While most existing studies
on COVID-19 misinformation only conduct separate analyses on either linguistic or social context
characteristics, we address this challenge by incorporating both, along with tweet propagation

patterns.

3.1.2 RTCas-COVID-19Corpus

We have collected and cleaned a new COVID-19 corpus based on 2 publicly available datasets
[31, 32], namelyRTCas-COVID-19 So far, we have retrieved 480M tweets from January to
December 2020. To lIter out less informative tweets, we select a set of source tweets, de ned

as original tweets posted by users, in contrast to retweets, quote tweets, and replies, from the full

12



corpus using keyword search. The keywords are extracted from the debunked COVID-19 rumor
statements provided by CMU IDe&SThis process selects source tweets on speci ¢ topics that
potentially contain balanced portions of rumor tweets and debunking tweets. In addition, we keep
only the source tweets that have embedded URLs and are in English only. For each source tweet,
its associated retweet cascade is also collected. The cleaned corpus includes 35M tweets (10M
source tweets, 25M retweets).

Given the expense and time-consuming nature of human annotation, particularly for a new and
time-sensitive topic like the COVID-19 pandemic, we employ a semi-supervised weak-labeling
approach to label each tweet as "trustworthy" (i.e. "reliable™) or "untrustworthy" (i.e. "unreliable")
using the source credibility of the URLs shared in the tweet. To elaborate further, we categorize
tweets that have a low credibility and necessitate further fact-checking. Therefore, the process of
"trustworthiness classi cation" serves as a precursor for identifying the veracity of the information
tweeted. We collect a set of trustworthy sources from Media Bias/Fact Check (MBWE)also
add the list of mainstream news media [103] to our trustworthy sources set. In total, we identify
1357 trustworthy sources. Similarly, we collect a set of untrustworthy sources from MBFC, News-
Guard, and the Zimdars' list of fake and misleading news websites [104]. We also add the list of
satirical news websites [105] to our untrustworthy sources set to include tweets that are intended
to be amusing but whose content is not intended to be believed as true. In total, we identify 1518
untrustworthy sources. A source tweet will be automatically labeled as trustworthy or untrustwor-
thy if it shares a URL from our trustworthy or untrustworthy sources sets. Overall, 2M tweets are
weak-labeled (1.64M trustworthy tweets, 360K untrustworthy tweets).

To verify the effectiveness of our weak-labeling approach, we (lab members) have manually
annotated 380 tweets, sampled randomly from our full corpus, where each is annotated by three
annotators. Both Cohen's kappa and Fleiss' kappa inter-annotator agreement scores on these an-

notated tweets are 0.810. Evaluated with the human-annotated set, our weak-labeling approach

Ihttps://www.cmu.edu/ideas-social-cybersecurity/
2https://mediabiasfactcheck.com/
3https://www.newsguardtech.com/
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achieves an accuracy of 0.71, with an F1 score of 0.64 for the trustworthy class and 0.76 for the

untrustworthy class. Table 3.2 shows the overall statistics of our corpus.

Total Source Retweets

Full Corpus 35M 10M 25M
Total Trust Untrust

Weak-Labeled 2M 1.64M 360K

Human-Annotated 380 215 165

Table 3.2:RTCas-COVID-19Statistics

3.1.3 Methodology

Tweet-User Heterogeneous Graph

Figure 3.1: Tweet-user heterogeneous graph: Red user nodes are users who often tweet or retweet
untrustworthy tweets; green user nodes are users who often tweet or retweet trustworthy tweets;
yellow nodes are users with mixed behavior. The bottom right section shows a 2-hop retweet
cascade subgraph sampling.

Since users tend to interact more with like-minded people, false information is more likely
to be spread and more easily diffused within certain communities [87, 86]; thus social context
may be very useful for false information detection. For example, on Twitter retweeting can be
understood as a form of information diffusion, by which users amplify tweets to new audiences
and publicly agree or validate these tweets [106]. Therefore we represent social context as a

tweet-user heterogeneous graph, where the nodes are connected by "tweeting" and "retweeting

interactions, as illustrated in Figure 3.1. This heterogeneous graph captures tweet propagation
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patterns and user relationships. The two node types in this graglwvaet nodes andJser nodes,

and the types of edges are summarized in Table 3.3. TWeet nodes are embedded using the
BERTweet [107] model. With these nodes, we are able to take linguistic features into account in
addition to social context features. For thsernodes, we extract Twitter pro le features using the
Twitter Developer APA. In addition, Ferrara [108] suggest that higbt scoreaccounts are used

to promote political conspiracies alongside with COVID-19 content. Thus we also extract users'
bot score features using a Botometer API [109]. The user nodes are therefore embedded using the

concatenation of Twitter pro le features and bot score features.

Edge Type Weight

user-tweeted-tweet undirected ﬁ =

user-retweeted-tweet undirected i

user-retweeted-user  directed retweet count

Table 3.3: Tweet-User Heterogenoues Graph Edggtime difference in minutes between tweet's
posting and user's retweeting; for the tweetgrs; 0.

RTCS-HGTFramework

We utilize an inductive HGT for node representation learning. Our model also optimizes 2 loss

types simultaneously during training:

» Supervised Tweet Classi cation Loss:The negative log likelihood classi cation loss. Our
tweet trustworthiness classi er stacks 2 layers of HGT and concatenates the output tweet
nodes' representations with a feed forward layer and a log softmax output layer to perform

classi cation.

» Unsupervised User Proximity Loss:Based on the hypothesis that users who interact with
each other frequently often share similar behaviors or characteristics, we want to encourage

closely-connected user nodes to learn similar representations, while enforcing distanced ones

“https://developer.twitter.com/en
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to learn distinct representations, speci cally:

?A>G;>BEE» Elogf JIE,°
(3.1)
& Elogf ! I3
foralluserdD2 | E; 2 %, andE: 2 #p. Y%pdenotes a set of randomly sampled neighboring

nodes of nod®, #p denotes a set of randomly sampled non-neighboring nodes ofode

andl g denotes the representation of a néde

To make the model scalable to large graphs and to reduce training time, we propose a tweet-
centered subgraph sampling approach, visualized in Figure 3.1. For each tweet, we perform a
2-hop neighbor sampling, where the rst hop samples the tweeter and the retweet user cascade
of the tweet, and the second hop samples entities that are closely related to the tweet, including
users in the same communities and some other tweets spread within these communities. With
this sampling approach, the concise sampled subgraph captures the diffusion patterns and enough
social context features with respect to the tweets. This approach optimizes the training process and

provides rich information for newly-seen tweets during inference time.

3.1.4 Experiments
Experimental Settings and Results

We train and test thRTCS-HGTmodel on our weak-labeled subset of R€Cas-COVID-19
corpus. To build a tweet-user heterogeneous graph with signi cant density, we choose equal sets
of trustworthy and untrustworthy tweets that have been retweeted at least 100 times and sample
the top 1% users by their number of interactions (either tweet or retweet) with the selected tweets.
Table 3.4 summaries the data statistics.

We compare our model with the following text classi cation baseline models:

* RCNN [110]: A model with a recurrent structure that captures the contextual information

and a max-pooling layer that captures the in uential word in the given class of labels. We
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Nodes Edges
# Source Tweets 5,714 #u-tweeted-t 5,714

# Users 39,822 # u-rt-t 562,284
# Trust 2,857 #u-rt-u 482,544
# Untrust 2,857

Table 3.4:RTCS-HGTExperiment Data Statistics

encode the tweets using a BERTweet model as inputs to the RCNN model and concatenate
the last layer hidden states output of RCNN with a feed forward layer and a log softmax

output layer.

BERTweet[107]: A pre-trained BER,s¢[111] language model for English tweets, which
outperforms a ROBERTase[112] model on text classi cation. We concatenate the last layer

hidden states output of BERTweet with a feed forward layer and a log softmax output layer.

CT-BERT [113]: A pre-trained BERTarge model trained on 160M COVID-19 tweets. We
concatenate the last layer hidden states output of CT-BERT with a feed forward layer and a

log softmax output layer.

HGATRD [95]: A heterogeneous graph attention network framework that captures global

semantic relations of text content and source tweet propagation patterns.

HGT [94]: This model is equivalent to our framework without retweet cascade subgraph

sampling.

Our model ha®5142trainable parameters. Hyperparameters are tuned with a held-out vali-

dation set for all models, with a train-validation-test split ratio/ets2. For a fair comparison,

5-fold cross validation is utilized, and all numbers reported in Table 3.5 are the average results of

the 5-fold test sets. As shown in Table 3.5, RIFCS-HGT model outperforms all baseline mod-

els on our weak-labeled subsetR®TCas-COVID-19corpus. Speci cally, thd(RTCS-HGT model

trained without user proximity loss achieves an average test accuracy of 0.918.

The CT-BERT model also achieves comparable performance, but since this model is speci -

cally pre-trained on COVID-19 tweets, it cannot be easily applied to data on other topics without

17



re-training on a large amount of data. HGATRD is also a strong baseline. However, it is trans-
ductive, which means it cannot make inference on unseen data, nor is it scalable to other larger

datasets. In addition, HGT shows close performance to our model but requires signi cantly longer

runtime compared to our model.

Macro Trust Untrust
F1 F1 F1

RCNN-LSTM 0.844 0.844 0.846 0.842

RCNN-GRU 0.844 0.843 0.848 0.839

Model Test Acc.

BERTweet 0.847 0.847 0.850 0.843
CT-BERT 0.893 0.893 0.894 0.893
HGATRD 0.894 0.894 0.894 0.895
HGT 0.908 0.908 0.910 0.906

RTCS-HGT 0.913 0.913 0.913 0.912

RTCS-HGT 0.918 0.918 0.918 0.918
(no proxlosg

Table 3.5:RTCS-HGTVvs. Baselines on Weak-Label@T Cas-COVID-19Test Sets

Ablation Study

We evaluate the effectiveness of the tweet-centered retweet cascade subgraph sampling ap-
proach and the user proximity loss by comparing different model variants with a baseline HGT
model. For all model variants, we report test accuracy, macro-averagad epoch elapsed time.

All model variants are trained for 30 epochs with 1 Nvidia Quadro RTX 8000 GPU.

Retweet Cascade Subgraph Sampling

In order to study whether the retweet cascade subgraph sampling approach improves model
performance and how the sampled subgraph size makes a difference, we set a base sampler con-
guration and increase the sampling size #ytimes. For each batch of tweets, the base sampler
samples the tweeter user and 10 retweet users in the rst hop. In the second hop, each sampled
user samplega) 5 other unsampled users that this user has retwef@te8d other unsampled users
that has retweeted this usér) 5 tweets that this user has posted, &hd12 tweets that this user

has retweeted. These numbers are the results of grid searches from 0 to the average node degrees
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listed in Table 3.8. We then multiply these numbers by a sampler multilienging from 2 to
5. This set of model variants is trained without user proximity loss.

From Table 3.6, we see that, in general, adding retweet cascade subgraph sampling improves
the model's performance. The best performing model is trained with the base sampler, achieving
0.918 test accuracy, outperforming the HGT baseline model by 1%. Larger sampler mu#tiplier
increases training time, and does not necessarily improve model accuracy. On our dataset, the base
sampler provides a very good balance between time and accuracy.

We further increase the sampler multiplier independently for hop 1 and hop 2 sampling. Table
3.6 shows that increasing the hop 1 sampler multiplier boosts performance, meaning that sampling
more retweet users helps with trustworthiness classi cation; with more retweet users sampled,
richer social context information is obtained in the second hop as well. Increasing the hop 2
sampler alone however does not improve model performance.

The most signi cant improvement produced by adding the subgraph sampling is the training
time. From Table 3.6, we see that the average time elapsed per epoch for training a HGT model
is 3 minutes and 49.32 seconds, whereas the average epoch elapsed time forRBEEHHIGT
models without user proximity loss ranges from 15.06 seconds to 40.13 seconds, which is 83% to
93% faster than training a HGT model. Therefore, we conclude that the retweet cascade subgraph
sampling approach improves model accuracy and also signi cantly decreases the training time by

utilizing a small subgraph with rich social context information.

Unsupervised User Proximity Loss

We also evaluate the effectiveness of unsupervised user proximity loss. In theAa& >BB
con guration, we randomly sample 10% of the user nodes from the sampled subgraph in each
iteration; then each sampled user node samples 5 neighboring user nodes and 5 non-neighboring
user nodes to calculat2A>G;>BBhese numbers are empirical results. We then train different
RTCS-HGT variants by multiplying these numbers by?a>G;>Biultiplier # (# 2 »2-5Y% We
also train a HGT®?A>G;>Bibdel with the bas@ A>G;>RBBn guration.
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Model Test Acc. MacroF1 Epoch Elapsed Time (%H:%M:%S)

HGT 0.908 0.908 0:03:49.32

RTCS-HGTSamplerN
1 0.918 0.918 0:00:15.06
2 0.912 0.912 0:00:23.24
3 0.905 0.906 0:00:29.06
4 0.914 0.914 0:00:33.32
5 0.91 0.91 0:00:40.13

Hop 1 SamplerN Hop 2 SamplerN

1 2 0.913 0.912 0:00:18.53
1 3 0.913 0.912 0:00:22.45
1 4 0.913 0.913 0:00:25.87
1 5 0.912 0.912 0:00:30.26
2 1 0.902 0.902 0:00:18.69
3 1 0.913 0.913 0:00:20.83
4 1 0.914 0.914 0:00:21.84
5 1 0.917 0.916 0:00:23.02

Table 3.6: Accuracy and elapsed time comparison between HGRab-HGT with different
subgraph sampler multiplie#s. All models in the table are trained withoBA>G;>BB

From Table 3.7, we see that, in general, adding user proximity loss makes model performance
worse. Our assumption is that, when calculattdg>G; >BtBe randomly sampled non-neighboring
user nodes add noise into the training, and therefore worsen performance. Sampling a good qual-
ity of negative samples has always been a challenging problem in the area of self-supervised con-
trastive learning. However, we believe that learning good representations for users simultaneously
with training the tweet trustworthiness model could potentially boost model performance, and thus
bene t other downstream tasks such as communities identi cation and unreliable accounts detec-
tion. Therefore, improving the sampling approach for calculafdg-G;>B8one of the future

directions of our study.

3.1.5 Corpus Social Context Information Analysis

In order to utilize tweet propagation patterns in misinformation detection, we construct a
COVID-19 corpus of 10M source tweets along with their retweet cascadesRTatas-COVID-
19 corpus. Previously, Liet al. [114] and Maet al. [27] have collected Twitter 15 and Twitter

16, with source tweets and their corresponding propagation threads, which have been used as 2
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Macro Epoch
F1 Elapsed Time
HGT (noproxlos3 0.908 0.908 0:03:49.32

(proxToGs-er:]_) 0.892  0.892  0:09:07.11

Model Test Acc.

RTCS-HGT 0.918 0.918 0:00:15.06

(no proxlosg

proxlossN
1 0.913 0.913 0:01:47.73
2 0.913 0.912 0:03:14.58
5 0.913 0.913 0:07:02.16

Table 3.7: Accuracy and elapsed time comparison between HGRaQE-HGT with different
?2A>G;>BRultipliers#.

benchmark corpora for rumor detection in social media. In this section, we compare the user in-
teraction density and community distinction between our corpus and Twitter 15 and 16. We argue
that our corpus provides richer and higher quality social context information, which better mimics

the real-world data we see in social media.

User Interaction Density

For a graph +— ©°, where+ is the set of nodes and is the set of edges, and a subgraph
(+% ® wheret®2 + and °2 , we de ne thedensity3:(° of the subgraph to ba:(° = ijoyj

and thedensity3* ° of the graph to be
3t °=<0G f3(°g (3.2)

We construct tweet-user heterogeneous graphs using the method described in Section 3.1.3 with
Twitter 15 and 16 data: these have graph densities of 2.41 and 2.34, respectively. For comparison,
theRTCas-COVID-19raph has a density of 23.07, which is more than 9.5 times higher than that
of Twitter 15 and 16. To better study the effect of graph density on model performance, we select
denser subgraphs from the full Twitter 15 and 16 graphs using Charikar's greedy approximation

algorithm [115] and train and te®TCS-HGT models on them. We convert the annotations of
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Twitter 15 and 16 to binary labels for a more direct comparison, where "non-rumor" and "true”
tweets are considered trustworthy, and "unveri ed" and "false" tweets are considered untrustwor-
thy. As listed in Table 3.9, the model achieves the highest accuracy on the Twitter 15 and 16
subsets with graph densities of 5.36 and 4.85, which are both denser than the full datasets, achiev-
ing test accuracies of 0.781 and 0.744, respectively. Thus, denser graphs help model performance.
However, we observe that performance drops when the model is tested on subsets with densities
higher than these. This is reasonable, as a denser subgraph might not contain enough nodes for the
models to perform well, given the size of the corpora — Twitter 15 and 16 contain 1490 and 818
source tweets respectively, and our sampled corpus contains 5714 source tweets, as summarized in
Table 3.4. Therefore, Twitter 15 and 16 do not provide enough graph den§lilyGes-COVID-19

does for our model to achieve a SOTA performance. Without further speci cation, all subsequent
experiments of user interaction density are conducted on the Twitter15/5.35 and Twitter16/4.85
variants, with 5.36 and 4.85 graph densities, respectively.

We further examine the density of user retweeting interactions by examining the node degrees
of user nodes in tweet-user heterogeneous graphs. As summarized in Table 3.8, on average each
user iNnRTCas-COVID-19posts 0.14 source tweets. However, in Twitter 15 and 16, the numbers
drop 79% to 86%, where each user posts only 0.03 to 0.02 source tweets on average. Similarly,
in RTCas-COVID-19 each user retweets 14.12 times on average, whereas in Twitter 15 and 16,
each user retweets 2.96 and 2.67 times on average, respectively — 79% and 81% less frequently.
In RTCas-COVID-19 each user is retweeted by 12.12 other distinct users on average, whereas in
Twitter 15 and 16, the numbers are 2.51 and 2.28 on average, 79% and 81% fewer than that of
RTCas-COVID-19

Dataset User Nodes

#tweets #retweets rt#users
RTCas-COVID-19 0.14 14.12 12.12
Twitter15/5.36 0.03 2.96 2.51
Twitter16/4.85 0.02 2.67 2.28

Table 3.8: Average user nodes' degree®dfCas-COVID-19 Twitter 15, and Twitter 16.
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We also speci cally examine the number of users each user has retweeted and the number of
times each user has been retweeted by other users in these 3 corpora. Figure 3.2 demonstrates
the distribution of these retweet counts. We exclude numbers larger than 99% percentile to avoid
outliers when plotting the gures. IRTCas-COVID-19 the majority of the users have retweeted
at least 5 to 30 other users and have been retweeted 0 to 300 times themselves by other users. These
numbers are signi cantly smaller in Twitter 15 and 16, where the majority of users have retweeted

at most 8 other users and have been retweeted less than 40 times by other users.

Figure 3.2: Retweet counts distribution. Figures in the left column illustrate the distribution of
number of users each user has retweetdlli€as-COVID-19 Twitter 15, and Twitter 16 respec-
tively. Figures in the right column illustrate the distribution of number of times each users has been
retweeted in these corpora.

We select popular tweets that have been retweeted at least 100 times and sample the top 1%
of users with the most number of interactions to construct the graph we build in Section 3.1.4.
This makes our graph signi cantly denser than those built with Twitter 15 and 16. Although Ma
et al. [28] state that Twitter 15 and 16 are also constructed with popular source tweets that are
highly retweeted or replied, the analysis above shows thaR@@as-COVID-19corpus not only

contains more popular tweets with a larger numbers of retweets, but also captures a denser social
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Graph Macro

Dataset . # Users Test Acc.
Density F1
241 (full 477,293 0.765  0.761
. 5.36 53951 0781  0.779
Twitter 15 5 49 20216  0.729  0.726
0.84 7787 0727  0.724
2.34 (full) 287,119 0.734  0.728
Twiter 16 485 33216 0744 0737

7.00 10,159 0.666 0.627
9.49 2,137 0.595 0.477

Table 3.9: RTCS-HGT on Twitter 15 and 16 with different graph densities. TRECS-HGT
models are trained withoA>G;>BBd with(0<?;4A# = 1.

context graph, which enables the model to utilize more community-based knowledge to perform
untrustworthy information identi cation. More importantly, our corpus is signi cantly larger in

size compared to Twitter 15 and 16, even with our sampling standard. We would be able to sample
a even larger subset if we are satis ed with tweets that have comparable numbers of retweets to

those in Twitter 15 and 16.

Community Distinction

In order to further analyze the quality of social context information capturdilittyas-COVID-

19 — speci cally, whether we can identify communities where false information is spread more
easily and frequently, we visualize the tweet-user heterogeneous graphQzHs-COVID-19

Twitter 15, and Twitter 16, as shown in Figures 3.3, 3.4, and 3.5. RFAaCas-COVID-19 we
randomly sample 2000 nodes to plot the graph, as the full corpus is too large. For Twitter 15 and
16, we convert the labels into binary. In these graphs, green nodes are trustworthy tweet nodes, red
nodes are untrustworthy tweet nodes, and black nodes are user nodes.

As illustrated in Figure 3.3, the nodes naturally form 2 clusters where, in one cluster, the tweet
nodes are mostly green, meaning that they are trustworthy, whereas in the other cluster, the tweet
nodes are mostly red, implying that they are untrustworthy. We also observe that users within
each cluster tend to interact more frequently with other users in the same cluster rather than with

users from the other cluster, creating a distinct boundary between the two clusters. However, we
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do not observe such clear boundaries and clusters in the Twitter 15 and 16 graphs. In Figures 3.4
and 3.5, green nodes and red nodes are mostly mixed together, meaning that the user interactions
are not dense enough to form distinguishable communities. Twitter 16's graph is slightly better
than that of Twitter 15, in which we see a relatively denser cluster of red nodes, but it is still
not as clear as what we see RTCas-COVID-1% graph. This observation indicates that our
RTCas-COVID-19corpus contains popular source tweets with more complex retweet cascades;
in addition, the denser user interactions also make it possible to distinguish "red" communities
from "green" communities, where much more untrustworthy tweets are being propagated within
"red" communities. These features would also bene t other challenging tasks such as unreliable

accounts detection.

Figure 3.3: Sampled tweet-user heterogeneous grapfi 6as-COVID-19 Green and red nodes
are trustworthy and untrustworthy tweet nodes. Black nodes are user nodes.
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Figure 3.4: Tweet-user heterogeneous graph of Twitter 15. Green and red nodes are trustworthy
and untrustworthy tweet nodes. Black nodes are user nodes.

3.1.6 Conclusion and Future Work

In this work, we preserR®TCas-COVID-19 a novel corpus of 35M COVID-19 tweets, includ-

ing source tweets and retweet cascades, along with 2M weak-labeled source tweets labeled with
their trustworthiness and a small subset of human-annotated source tweets. We demonstrate that
RTCas-COVID-19 provides richer and higher quality social context information compared with
other currently existing rumor detection corpora. There are signi cantly more user interactions in
this corpus, making the social context graph much denser than those of other corpora and form-
ing clearly distinguishable communities where different information is being spread. With these
characteristics, this corpus can be used for studying not only untrustworthy information detection

tasks, but also other computational social media tasks, such as early rumor detection, communities
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Figure 3.5: Tweet-user heterogeneous graph of Twitter 16. Green and red nodes are trustworthy
and untrustworthy tweet nodes. Black nodes are user nodes.

identi cation, and unreliable accounts detection.

In addition, we proposBTCS-HGT, an inductive heterogeneous graph framework, and present
its results on classifying tweet trustworthiness. RTCS-HGT outperforms all the baseline models,
demonstrating the effectiveness of our tweet-user heterogeneous graph and retweet cascade sub-
graph sampling approach in capturing social context features and tweet propagation patterns on
tweet trustworthiness classi cation. Speci cally, the retweet cascade subgraph sampling approach
improves model performance, both in accuracy and runtime, by utilizing a concentrated subgraph
with rich social context information. As an inductive learning model, it is also more exible and
scalable when adapting to new datasets.

In future work, we will incorporate more Twitter user interactions into our corpus and het-
erogeneous graph, such as replies and follows, to interpret more complex social context features.
Moreover, we are investigating fact-checking approaches, which can be used as an addition to

source credibility for weak-labeling the tweets. We will also explore semi-supervised or unsu-

27



pervised training approaches, such as &lial. [116], to train the model ef ciently with a small
amount of gold data, avoiding the cost of high quality human annotation. Furthermore, we plan to
investigate different neighbor and non-neighbor sampling approaches when calculating the unsu-
pervised user proximity loss in order to learn better user representations. This would potentially

bene t many downstream tasks, such as unreliable accounts detection.

3.1.7 Acknowledgments

This research was done with funding from the Defense Advanced Research Projects Agency
(DARPA) under Contract No. HR001120C0123. The views, opinions and/or ndings expressed
are those of the authors and should not be interpreted as representing the of cial views or policies

of the Department of Defense or the U.S. Government.

3.2 Multimodal Intent Analysis in Social Media

Figure 3.6: The same piece of text (“Happy Earth Day!”) can convey very different intentions
depending on the associated image. Paired with a benign Earth Day illusttaftprilfe message
is harmless; paired with a photo of a polluting aircraigfit), the message becomes malicious,
highlighting how visual context alters perceived intent.

While our RTCS-HGT framework detects untrustworthy information using linguistic and social
context, visual content plays a key role in social media posts, as seen in Figure 3.6. In addition,

beyond identifying false information, we also aim to capture diverse intents behind untrustworthy

social media content, creating a more nuanced system that addresses both content and intent.
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3.2.1 Corpus

Data! Covid-19 Climate

Change

Polarizing 1938 1725
Malicious Call-To-Action 2454 -
Viral 1500 56

Total 5892 1781

Sarcasm 2361 323

Benign  Humor 1500 1497
Total 3861 1820

Total 9753 3601

Table 3.10: Detailed statistics of the 13K posts.

We collect a multimodal text and image corpus of approximately 13K posts from Twitter and
Facebook, as detailed in Table 3.10, focusing on COVID-19 and climate change topics. Each
post is weak-labeled as malicious or benign based on topic-speci ¢ hashtags, along with ve ne-
grained intent categoriepolarization call-to-action virality, sarcasmandhumor.

To gather malicious COVID-19 posts, we clean the dataset proposed by Btuaic[117],
which contains anti-vaccine content, misinformation, and conspiracy theories, making it suitable
for identifying malicious intent. We select a subset of English, non-retweet posts with images
and label them in three categories: polarization, call-to-action, and virality. Polarizing posts are
identi ed using 22 conspiracy hashtags (e.g., #depopulation, #plandemic). Call-to-action posts
are labeled based on 12 hashtags (e.g., #wewillnotcomply) and ve key phrases (e.g., “retweet,”
“share”). Viral posts are those among the top 1,500 most retweeted.

For benign COVID-19 posts, we scrape multimodal tweets from trusted sources like the CDC,
Johns Hopkins, and WHO. Sarcastic COVID-19 tweets are collected using hashtags like #sarcasm.
We also gather humorous Facebook posts from October 2020 to April 2021 using CrowdTangle
The most interactive posts are downloaded, and a subset with the highest humor scores, calculated

using the metric by Yangt al.[118], is labeled as humor.

SLink to CrowdTangle.
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We apply a similar approach to collect climate change data. For malicious climate change posts,
we scrape tweets from 56 climate denial and pseudoscience Twitter accounts, suattsap-
withthat, climateaudif andclimaterealists Itering out non-English tweets, retweets, and those
without images. However, the number of climate change tweets is signi cantly lower than that
of COVID-19, and we are unable to identify a suf cient pattern of call-to-action tweets. Thus,
we only weak-label these tweets as polarizing or viral. For polarization, we use hashtags like
#climatefraud, #climatehoax, and #globalcooling. Viral tweets are identi ed based on retweet
counts, with only a few labeled as viral due to low overall engagement. For benign climate change
posts, we search for tweets with hashtags such as #uprootthesystem, #climateaction, #climatecri-
sis, and #climateemergency. Additionally, we collect sarcastic climate change tweets using a list
of sarcasm-related hashtags. For humorous climate change posts, we search for English posts with
images on CrowdTangle from October 2020 to October 2021, downloading the posts with the most
interactions and calculating their humor scores using the same metric. The highest-scoring posts

are labeled as humor.

3.2.2 Visual-Language Model for Intent Classi cation

Figure 3.7: CLIP-MTL Framework

We ne-tuneCLIP's [119] pre-trained text and image encoders to extract linguistic and visual
features, building multimodal fusion and classi cation layers on top of them to perform classi ca-

tion. Our model is trained within multi-task learning (MTL) framework, as illustrated in Figure
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3.7, which consists of six binary classi cation subtasks: one for the main maliciousness classi er
and ve for intent classi cation. We adopt a multi-task learning approach since we believe that
each task bene ts from the shared knowledge of the others. During training, each social media
post is separated into its text and image components, which are passed into CLIP's text and image
encoders, respectively. All six classi ers share the CLIP model's weights but have separate feed-
forward layers for their own classi cations, ensuring that the model ne-tunes CLIP's weights

throughout the process.

3.2.3 Experiment Results

Task # Accuracy Neg Macro F1 Pos Macro F1
Polarization 0.970 0.981 0.932
Call-To-Action 0.979 0.988 0.923
Virality 0.985 0.992 0.914
Sarcasm 0.983 0.990 0.934
Humor 0.966 0.979 0.905
Maliciousness 0.978 0.979 0.977

Table 3.11: Performance on malicious classi cation and each speci ¢ intent classi cation.

We run our experiments by randomly splitting the dataset into 70% for training, 10% for vali-
dation, and 20% for testing. Table 3.11 presents the model's performance on the test set. Overall,
the model achieves a test accuracy of 0.978 on the maliciousness classi cation task and an average
test accuracy of 0.977 across the ve intent classi ers. These results are reported after 5 epochs
of training. While the model demonstrates strong performance, there is a concern of over tting,

which we must address in future work.

3.2.4 Conclusion

We curate a multi-modal dataset of 13K social media posts and introduce a ne-tuned CLIP
model for our rst attempt at understanding the different intents behind social media posts. By
incorporating both visual and textual features, our model captures the complexity of posts related to
COVID-19 and climate change, categorizing them as malicious or benign and classifying speci ¢

intents such as polarization, call-to-action, and virality.
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3.3 Summary

This chapter explores content-based detection methods for identifying information disorder at

scale. We present two core works:

* RTCS-HGT, which demonstrated the power of combining textual features with social prop-

agation structures for detecting untrustworthy tweets.

» Multimodal intent detection, which shows that visual-textual alignment can signal not only

maliciousness but also distinct narrative goals such as polarization or virality.

These detection methods illustrate the value of content-level signals, especially when paired
with limited social context. However, they also surface a key limitation: detection can ag harmful
posts, but it does not explain why they work, nor does it surface the intentions behind the content
or the audience vulnerabilities it may exploit.

To answer these questions, we now turn to Chapter 4, which shifts from “what to ag” to “why
it was created, how it persuades, and for whom.” This ne-grained analysis of actors, persuasive

strategies, and audience perceptions forms the foundation for targeted and explainable mitigation.
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Chapter 4: Understanding Information Disorder: Actors, Mechanisms, and

Audiences

Detecting information disorder is crucial,

but it is only the rst step. To further build Abbrev. Meaning

trustworthy systems, we must also understan€TA Call To Action

the structure, motivation, and reception ofDE Discredit Entity

harmful or misleading content. Who are the CSE Chat-Based Social Engineering
actors spreading it? What persuasive mechas! Sensitive Information

nisms do they use? Who is most susceptible t&!l Personally Identi able Information

their messages? And how do modern tools likable 4.1: Key abbreviations used in this chapter.
LLMs contribute to the problem?
This chapter answers these questions by providing a multi-dimensional analysis of information

disorder. We organize the chapter around four lenses:

1. Actors: We study how state-af liated accounts frame geopolitical narratives, focusing on

underlying intent and goal-oriented messaging.

2. Mechanisms: As a step forward, we develop a structured taxonomy of propaganda tech-

niques, emotional appeals, and intent types, operationalized through a hybrid synthetic dataset.

3. Audiences: We explore how viewer traits affect perception of disorder, such as radicalizing

videos, revealing how content and user perception interact.

4. Non-Human Actors (LLMs): We examine the rise of LLMs as adversaries, showing how

Al systems can generate persuasive attacks and reshape the threat model.
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Together, these works provide the ne-grained interpretability needed for interventions that are

not only accurate but also justi able, personalized, and effective.

4.1 Manipulative Narrative of State Actors in Geopolitical Crisis

The tensions between Russia and Ukraine, escalating over decades, reached a new peak in
February 2022 following Russia's recognition of two Ukrainian breakaway regions [120]. As
the conict persists, a secondary battleground has unfolded in the digital realm. This new front
is characterized by the strategic use of social media to rally support for both sides and plays a
signi cant role in the broader context of information warfare.

Since the start of the Russia-Ukraine crisis, many researchers have sought to better understand
the con ict by collecting social media datasets on the topic. Some utilize the Twitter Streaming
API with speci ¢ hashtags like #russia and #ukraine to conduct large-scale data collection [121,
122, 123]. Others employ the Twitter Historic Search API in combination with hashtags [124,
125]. Some studies integrate both methods for more exible topic selection and content control
[126, 127]. In addition to these datasets, Pethl. [123] provide a comprehensive survey of the
current social media datasets on this issue.

However, a common limitation of these collection processes is the presence of noisy, less in-
formative data and the lack of source credibility. To address this, our study focuses on ensuring
information quality and source reliability by speci cally collecting tweets from accounts associ-
ated with Russian and Ukrainian government media and organizations. This approach guarantees
high-quality data that not only offers substantial information but also re ects the of cial stances of

the countries to a considerable degree.

4.1.1 Propaganda and Intent

The study of propaganda in social media has gained substantial attention, particularly given the
rise of social media as a prime platform for information warfare, enabling the mass dissemination

of information. The escalation of the Russo-Ukrainian con ict in 2022 has spurred numerous re-
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search efforts focused on analyzing social media propaganda campaigns, notably those originating
from Russia. Golovchenko [35] investigates the censorship of Ukrainian content on Russian so-
cial media platforms. Geisslet al. [34] examines the proliferation of pro-Russian sentiment on
social media and the role diotsin amplifying these messages. Soae¢al. [36] examines the
characteristics of online users inclined to believe in pro-Kremlin disinformation narratives.

In addition to research concentrating on event-speci ¢ and demographic analyses, there is a
notable body of work examining propaganda techniques in textual content. Researchers have de-
veloped various lists categorizing these techniques [128]. For example, Miller [129] introduces
a foundational classi cation of propaganda, comprising seven techniques. Habeaig|130]
constructs a corpus of 1.3k arguments, annotated with ve fallacies directly associated with pro-
paganda techniques. Da San Martetal. [131] builds upon previous studies, identifying 18 pro-
paganda techniques and developing a corpus of news articles for the detection and classi cation
of these techniques. However, while these studies establish frameworks for detecting techniques
in messages, there is further research is still needed to understand the intents behind the use of
these techniques in individual messages. Some studies suggest a vague concept of intent [132,
37], or attempt to model individual intent behind spreading fake news [38, 133]. Our work seeks
to further explore this issue. Additionally, while many studies focus primarily on the perspective
of the Russian party, we are particularly interested in understanding the nuanced narratives from
both sides, Russia and Ukraine, involved in the con ict. This more balanced approach allows us to
gain a more comprehensive view of the entire situation, encompassing the diverse viewpoints and

strategies employed by each party.

4.1.2 Tweetintent@Crisiorpus

Government-Af liated Tweets Collection To construct our corpus, we collected tweets over
the course of one year, from February 1, 2022 and to February 28, 2023, to capture the evolution
of the crisis. This method aimed to provide a detailed understanding of how the crisis unfolded.

To guarantee the reliability of our data, we initiated our collection with a manually-selected set
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of seed accounts labeled "state-af liated media" by Twitter, as shown in Table 4.2. This approach
ensured that we only gathered tweets from sources veri ed by Twitter as government-af liated.
Following the selection of these seed accounts, we recursively extended our search to include
their followers, focusing on accounts categorized as "state-af liated media”, "government of cial”,
and "government-funded media”. We continued this expansion until no additional accounts were
found. Currently, our collection consists of 67 Russian and 12 Ukrainian accounts, detailed in
Table A.1in the Appendix. The signi cant difference in the number of accounts is due to the larger
presence of Russian accounts identi ed as government-af liated on Twitter compared to Ukrainian
accounts during our data collection period. Following this, we utilized the Twitter Historic Search
API to retrieve all English-only content posted by these accounts during the speci ed time-frame

using the Twitter Search API.

Seed Accounts

Russian Accounts @RT_com, @Sputnikint
@red shstream, @tassagency_en
@Ruptly
Ukrainian Accounts @United24media

Table 4.2: Seed Set of State-Af liated Accounts

Topic Modeling To ensure the relevance and quality of our data, we applied Latent Dirichlet
Allocation (LDA) [134] for topic modeling and Itered out irrelevant tweets, ensuring that our
data focused solely on the Russia-Ukraine crisis.

We preprocessed the tweets through tokenization, removing stopwords and URLs, and lemma-
tization. Recognizing the distinct nature of tweets from Russian and Ukrainian accounts in terms
of topics and audience, we ne-tuned the hyper-parameters — speci cally learning decay and the
number of topics — separately for each set of tweets. The optimization of these parameters was
conducted using a grid search method, with topic coherence [135] as the evaluation metric. The
resulting top salient terms for each topic identi ed by the LDA topic modeling algorithm in tweets

from Russian and Ukrainian accounts are displayed in Tables A.2 and A.3 in the Appendix. Sub-
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sequently, we focused on tweets associated with speci ¢ keywords of interest, such as "war", "in-

vasion”, "armed", "kill", "civilian", "attack", "defend", "enemy", "hero", and "victory". We only
included tweets in topics where at least three keywords appeared among the top 20 salient terms.

After completing the data cleaning and LDA topic modeling process, our nal dataset consisted
of 17,854 cleaned source tweetsThese include only original tweets and exclude retweets or

replies.

Annotation Schema We discuss how propaganda techniques have been extensively researched,
yet the speci c intent behind each message remains less explored. These intents, while not always
strictly classi ed as propaganda, can signi cantly in uence the audience's perception and can sway
opinions towards certain events or entities. Our analysis of the 18 techniques identi ed by Da San
Martino et al. [131] reveals that the application of these techniques typically aligns with one of

two primary intents, as de ned below:

Call To Action (CTA): This intent assesses whether a particular message is designed to
prompt its target audience to take speci c action or address an issue. Such contentis intended
to compel the audience to undertake a particular task or respond immediately, often framed
as an instruction or directive. The intended audience for these messages can be any entities

mentioned in the message or the readers themselves.

Discredit Entity (DE): This intent determines whether a message aims to harm the rep-
utation, credibility, or competence of an individual, organization, or nation-state. It often
features a negative tone, possibly employing loaded language, slurs, or unfavorable compar-

isons to negatively perceived semantic categories.

Table 4.3 presents a detailed mapping of the 18 propaganda techniques identi ed by Da San
Martino et al. [131] in relation to the two primary intents. It categorizes each technique based on
their typical usage in conveying these intents.

In addition, we not only focus on identifying but also on characterizing detected intents by
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Common Techniques

CTA ag-waving, slogans, appeal to fear,
repetition, appeal to authority, dictatorship,
black-and-white fallacy, bandwagon,
reductio ad hitlerum, thought-terminting cliché
DE loaded language, name calling, obfuscation,
exaggeration/minimizat, doubt,
causal oversimpli cation, whataboutism,
staw man, red herring, thought-terminting cliché

Table 4.3: Mapping of Techniques to Intents

pinpointing the involved subjects and the speci c information conveyed. Speci callyZ 1@, we

aim to identify the followingelds:
» Called SubjectsThe intended audience for the calls.
» Called Actions:The particular actions being urged.
RegardingDE, our goal is to identify the followingelds:
» Discredited SubjectsThe entities that are being undermined or criticized.
* Discrediting PhrasesThe speci ¢ phrases used to discredit these entities.

Figure 4.1 provides examples of tweets illustrating these two intents, along with the detailed
information we seek to pinpoint. The following sections elaborate on our data annotation process,
which involves annotating both the intents and their associated details through methods including
human annotation and larger-scale machine annotation using large language models (LLM).

Our research concentrates primarily on discerning the intent behind tweets, rather than iden-
tifying propaganda techniques or gauging the level of propaganda. Our goal is not to learn about
propaganda itself; rather, we aim to comprehensively understand the narratives propagated by dif-
ferent governments. It is crucial to note that tweets annotated or labeled as containin@ €aher
or DE should not be taken or classi ed as propaganda tweets. These labels serve to identify the

underlying intent or narrative strategy, and do not necessarily imply the presence of propaganda.
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