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Abstract

Optimizing Memory and Storage Performance in Cloud Datacenters

Ioannis Zarkadas

Data-intensive applications increasingly dominate modern datacenters. This surge is propelled

by a number of applications including AI/ML training and inference, HPC, data lakes, and large-

scale cloud storage systems. However, software overhead remains a persistent challenge, with

studies showing nearly half of cloud computing cycles wasted. As storage speeds outpace tra-

ditional system architectures, operating system overhead has emerged as a dominant bottleneck

constraining overall system performance.

This thesis addresses these critical inefficiencies through a three-pronged approach. First, we

revisit extensible operating systems as an effective way to optimize the storage and memory stack

in cloud datacenters. Second, we uncover new sources of memory usage inefficiencies in ML

accelerators, by constructing novel performance profiling tools. Third, we revisit and optimize

traditional distributed protocols.

This thesis addresses these critical inefficiencies through a three-pronged approach that targets

key sources of storage and memory overhead. First, I focus on developing efficient storage and

memory stacks through OS extensions, enhancing system efficiency through bypassing OS layers

and by enabling flexible policies for key OS components.

Second, I target suboptimal memory utilization in ML accelerators by developing novel per-

formance debugging tools to analyze the low-level interaction of model code with the micro-

architecture. This unlocks new insights into model inefficiencies and how to address them.



Third, I address storage efficiency through revisiting traditional storage protocols like repli-

cation. More specifically, I enhance async replication with strong staleness guarantees and fast

failover, enabling better application performance and storage utilization.

Collectively, this thesis aims to significantly reduce storage and memory overhead in cloud dat-

acenters, ultimately enabling more sustainable and cost-effective cloud computing infrastructure.
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Chapter 1: Introduction

Data-intensive applications increasingly dominate modern datacenters. This surge is propelled

by a number of applications including AI/ML training and inference, HPC, data lakes, and large-

scale cloud storage systems. However, software overhead remains a persistent challenge, with

studies showing nearly half of cloud computing cycles wasted. As storage speeds outpace tra-

ditional system architectures, operating system overhead has emerged as a dominant bottleneck

constraining overall system performance.

However, significant overhead remains a challenge, with studies showing nearly half of cloud

computing cycles wasted. As storage speeds outpace traditional system architectures, operating

system overhead has become a dominant bottleneck.

This thesis proposal addresses these inefficiencies through a three-pronged approach:

1. Efficient Storage and Memory Stack through OS Extensions: Enhancing efficiency by

enabling applications to safely and dynamically extend OS functionality.

2. Low-level Memory Performance Profiling: Developing new debugging tools for acceler-

ators like TPUs, optimizing memory usage, identifying inefficiencies, and guiding targeted

optimizations.

3. Improved Distributed Storage Protocols: Creating replication protocols that guarantee

strong data consistency and enable fast failover, addressing issues where current practices

lead to unnecessary storage overhead and potential data contamination.

The rest of the thesis is structured as follows. First, I show how storage and memory effi-

ciency can be improved through OS extensions. BPF-oF (Chapter 2) increases storage efficiency

through bypassing OS layers, while cache_ext (Chapter 3) increases memory efficiency by

enabling applications to use flexible page cache eviction policies. Second, xPU-Shark (Chapter

4) increases memory efficiency in machine learning accelerators. More specifically, it combines

1



hardware simulation with performance analysis in a real accelerator, revealing new microarchi-

tectural inefficiencies. Third, in Rosé (Chapter 5), I target storage efficiency by revisiting and

enhancing replication protocols. The rest of this chapter covers the related work.

1.1 Related work

1.1.1 BPF-oF

eBPF for pushdown Several recent systems leverage eBPF to move computation closer to stor-

age. Zhong et al. propose XRP [1], an eBPF-based mechanism for resubmitting storage operations

on locally-attached Optane SSDs. XRP focuses on local environments and simple key-value stores,

whereas BPF-oF targets networked environments and integrates with production storage systems

like RocksDB. Kourtis et al. explore executing user-defined functions on remote NVM storage

servers using eBPF [2]. Their approach runs functions in userspace on the remote server without

integrating with standard networked storage protocols. However, their work remains preliminary

and does not present a complete system design, implementation, or evaluation. BMC [3] uses

eBPF to implement a remote kernel-level cache for memcached requests, aiming to reduce kernel-

userspace crossings. Unlike BPF-oF, BMC does not support custom user-defined functions at

the server. ExtFUSE [4] allows bypassing parts of the kernel and file system to reduce overhead

and avoid context switches, while 𝜆-IO [5] offers a BPF framework to run custom functions in-

side computational storage devices. Neither system addresses networked storage scenarios.Finally,

Electrode [6] and DINT [7] apply eBPF extensions to accelerate distributed protocols like Multi-

Paxos. Their work on distributed protocol acceleration is complementary to BPF-oF.

Other pushdown frameworks Splinter [8], ASFP [9], and Kayak [10] are in-memory key-value

stores that allow users to ship lightweight Rust functions, executed as co-routines on a remote in-

memory server. Redis [11] offers similar functionality using Lua. Unlike BPF-oF, these systems

perform pushdown within the context of a specific in-memory key-value store, rather than as part

of a general-purpose networked storage protocol. Additionally, operating purely in-memory avoids
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the challenges associated with storage systems, such as file metadata synchronization. Some pro-

duction storage systems support limited application-specific pushdowns. Amazon S3 Select [12]

enables users to apply SQL filters directly within S3 to reduce network transfer costs. Ceph [13]

offers similar functionality through Ceph extensions. However, these approaches do not provide a

general-purpose pushdown mechanism for storage.

1.1.2 cache_ext

Page cache customization in Linux. Recent work has explored using eBPF to customize mem-

ory management policies, including huge page placement, page fault handling, and page table

designs [14, 15, 16]. P2Cache [17] is a recent proposal for customizing page cache policies with

eBPF. Although conceptually similar to cache_ext, P2Cache is limited to LRU or MRU or-

dering with a single queue, restricting the range of policies it can support. Furthermore, P2Cache

overrides the global page cache policy for all processes, whereas cache_ext supports per-cgroup

multi-tenancy. P2Cache is also a work-in-progress workshop paper, closed-source, and lacks de-

tailed design, implementation, and evaluation information. FetchBPF [18] provides a mechanism

for customizing Linux’s memory prefetching policy and could be integrated into cache_ext as

an additional hook. However, prefetching typically relies on simpler data structures than eviction

policies, and FetchBPF does not address multi-tenant isolation or application-aware customization.

Interestingly, the developers of Linux’s MGLRU have proposed adding eBPF hooks to control page

generation placement [19], but no design or implementation has yet been presented.

Extensible kernels. In the 1980s and 1990s, page cache customization emerged as a use case

for extensible kernels [20, 21, 22, 23], which aimed to allow applications to modify kernel inter-

faces and policies. Systems like VINO [21, 24] and SPIN [20] enabled applications to customize

buffer cache eviction, admission, and prefetching behavior. Although these designs did not achieve

widespread adoption, their core ideas have resurfaced with the rise of eBPF, which now provides

similar extensibility within monolithic kernels like Linux and Windows.
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Userspace caches. An alternative approach is for applications to implement their own userspace

cache and bypass the OS page cache using direct I/O. Many data systems adopt this strategy [25,

26, 27]. TriCache [28] is a recent framework designed to help applications build customizable

userspace caches. However, despite these efforts, many widely-used data systems still rely on the

OS page cache, often alongside their userspace caches [25, 29, 30, 31, 32].

1.1.3 xPU-Shark

PMU-based Profiling. Vendors provide hardware support for recording performance events

through performance monitoring units (PMUs), along with profilers that leverage them. The PMU

consists of a set of registers (performance counters) that can track events such as cache hits or

measure statistics like the number of cycles spent in a function. Profilers that use PMU data

include Nsight Systems [33], nvprof [34], Intel VTune [35], AMD ROC-profiler [36], and Google

Tensorboard [37]. For example, Nsight provides utilization metrics at the CUDA kernel level,

while Tensorboard offers metrics at the HLO level. These tools are lightweight, but PMUs are

constrained by limited buffer sizes and can only track a small set of events simultaneously [38].

PC Sampling. Beyond PMUs, some vendors (e.g., Nvidia) offer program counter (PC) sam-

pling and stall attribution. PC sampling requires additional hardware support to capture snapshots

of the PC during execution.

If a stall occurs at sampling time, the hardware can attribute the stall reason (e.g., memory stall,

synchronization stall).

Tools such as CUPTI [39], VTune [35], HPCToolkit [40], and DrGPU [41] use PC sampling

to gather stack traces, coalesce stall reasons, and suggest optimization strategies. While useful for

identifying performance bottlenecks, PC sampling has limitations: it requires specialized hardware

(not available on all accelerators, including ours), pinpoints symptoms rather than root causes (e.g.,

memory transfer stalls), and provides no insights into overall hardware utilization.

Instrumentation-Based Profiling. Another approach is binary instrumentation, which enables

fine-grained analysis at the cost of high overhead. Instrumentation engines like Nvidia NVBit [42],
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SASSI [43], Sanitizer API [44], Intel GTPin [45], and LLVM [46] can modify binaries to record

every instruction’s behavior. This technique is used to deeply analyze software behavior. For

instance, VALUEEXPECT [47] traces loads and stores to uncover hidden sparsity or redundant

computation, and CUDAAdvisor [48] tracks memory accesses to compute reuse distances. How-

ever, instrumentation changes the program’s execution characteristics, rendering PMU data unreli-

able, and typically requires recompilation—making it impractical in complex, frequently-changing

hyperscale environments.

Simulation. Hardware simulators can measure every aspect of hardware behavior without

PMU constraints but incur significant performance overhead. Simulators like GPGPU-Sim [49,

50, 51] attempt to replicate architectures like Nvidia’s using publicly available information. While

useful for exploring hardware design choices (e.g., interconnect networks), simulators struggle

with analyzing real-world workloads due to their approximate modeling of hardware.

Cross-cutting Techniques. Some tools combine multiple profiling methods to achieve deeper

analysis. GPA [52] integrates PC sampling and instrumentation to locate inefficient code regions,

analyze dependencies, and suggest root causes, although it does not offer precise optimization ad-

vice (i.e. relocate specific instructions). It also relies on hardware PC sampling support, which is

not universally available. Nsight Compute [33] is the most comprehensive tool available for CUDA

performance analysis, providing PTX-level insights, detecting instruction dependencies, and flag-

ging inefficiencies. However, it analyzes one kernel at a time, lacks low-level SASS insights, and

is proprietary and opaque.

1.1.4 Rosé

Replication Distributed databases seek to support high-availability and durability, such that

when some servers fail, data is not lost and the rest of the servers can continue providing the

db functionality. These objectives are commonly satisfied using replication. Replication can be

broadly categorized as (1) synchronous and (2) asynchronous. Synchronous replication ensures

strong consistency by requiring that transactions do not commit until their writes have been repli-
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cated across all designated replicas. This approach is well-suited for single-region deployments

where fast network connectivity minimizes overheads, but becomes problematic for cross-regional

replication where network delays significantly inflate transaction latency. Two primary approaches

dominate the landscape: state machine replication and primary-backup protocols. State machine

replication, exemplified by consensus protocols such as Paxos [53] and Raft [54], integrates con-

sensus and replication into a unified protocol, offering very high availability guarantees at the cost

of resource efficiency. In contrast, approaches like simple primary-backup, chain replication [55],

GFS, CRAQ [56], and Hermes [57], rely on fixed replica sets with specific role assignments co-

ordinated by an external consistent service, trading some availability for improved resource effi-

ciency. Modern distributed databases such as CockroachDB [58] and Spanner [59] often employ

synchronous replication across regions to support cross-region durability and availability. How-

ever, this design choice imposes a substantial latency penalty on all transactions, even those whose

write-sets exhibit strong regional locality. This high latency compounds into increased lock con-

tention and higher abort rates, particularly for transactions involving frequently accessed keys.
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Chapter 2: BPF-oF: Storage Function Pushdown Over the Network

2.1 Introduction

In many datacenter and enterprise settings, storage is accessed over the network, often in the

form of a storage area network (SAN). In these settings, as shown in Figure 2.1, storage devices

are grouped into big storage servers (i.e. storage appliances) and multiple applications or clients

can access the same set of storage devices over a shared or exclusive network, such as Ethernet or

Fibre Channel. The benefit of this approach is the storage drives can be scaled, maintained, and

backed up independently of the application [60, 61, 62, 63, 64, 65, 66, 67, 68]. As datacenter

networks have become lower latency (∼10 µs latency) and higher bandwidth, to the point where

they can saturate the I/O bandwidth of storage devices, networked storage becomes even more

attractive [63, 69, 65]. Consequently, a variety of data-intensive applications (e.g., transactional

databases [70, 71], data analytics [72], key-value stores [73], and data warehouses [74]) in both

cloud and on-prem settings use networked storage.

NVMe-oF (NVMe over Fabrics) is the state-of-the-art protocol for networked storage, sup-

ported by all SAN major products [60, 61, 62]. NVMe-oF allows an application to transparently

access an NVMe block device on a remote server. NVMe-oF supports TCP (NVMe/TCP) and

RDMA (NVMe/RDMA), is fully supported by Linux, and can be used without specialized hard-

ware. The major downsides of NVMe-oF (compared to accessing a device locally via NVMe) are

the added network latency, the CPU cost of processing the network packets and the increased net-

work bandwidth consumption. The CPU cost is especially substantial in the case of TCP, incurring

a nearly 50% throughput decrease compared to local performance in our experiments (§2.2.3). We

later show that even in the case of RDMA, where this cost can be partially mitigated by offloading

network processing to NICs, network processing still incurs a significant toll.
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With the goal of reducing this cost, we observe that in modern key-value storage systems,

many queries, such as lookups and aggregations, involve a series of dependent I/O accesses (e.g.,

a B-tree index lookup), which translate into multiple network round trips for each query in the

networked storage setup. Therefore, one approach to amortize the network processing cost of

networked storage is to “pushdown” dependent I/O accesses to the remote storage server, thereby

eliminating the need to process multiple round-trip network requests for each logical query. This

idea itself is not new, and there are many examples of academic and commercial systems that push

down functions over the network to operate closer to the data [2, 8, 10, 9, 13, 12]. However,

these systems all implement this capability as an application-specific feature. Restructuring an

application or database to allow it to run its operations on a remote server may entail many intrusive

modifications, and it requires developers to contend with how to implement such a capability while

maintaining security and concurrency guarantees.

We take a cue from recent work [1, 2, 5, 75] that has employed eBPF (extended Berkeley Packet

Filter) for safely executing user-defined storage functions closer to the storage device in Linux [1,

75] or a programmable storage device [5], thereby reducing the CPU overhead of traversing the

kernel storage stack. Specifically, XRP [1] executes storage functions within the device driver

and primarily benefits workloads that require dependent I/O requests. However, these prior works

assume pushdown occurs locally (i.e. on the same server) or on simple storage systems.

Two significant challenges arise when trying to adopt a similar approach in a networked storage

setting with a modern storage system. First, due to the design of block-level protocols like NVMe-

oF, the programmable function that executes on the remote server operates below the file system

layer (i.e. at the NVMe driver). However, user-defined storage functions, such as index traversals,

operate on files, which the remote device driver may not be aware of. Second, in modern storage

systems, data is stored in large data structures (e.g., LSM-trees or B-trees), and parts of these data

structures may be partially (or fully) cached in memory and are frequently updated. However, in a

networked setting, these in-memory structures would not be accessible at the remote server, which

runs the I/O functions. Thus, if we use remote-storage pushdown, we may lose the benefit of these
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in-memory caches, hurting performance.

We solve these challenges by designing BPF-oF, a new networked-storage pushdown protocol

for TCP and RDMA that is built on top of NVMe-oF, allowing a client to submit custom eBPF

storage functions and safely trigger them at a remote storage server. BPF-oF builds upon XRP,

extending it to support multi-file queries, while also addressing networked storage-specific chal-

lenges. In order to tackle the first challenge, BPF-oF synchronizes various file system metadata

across the host and client machines. BPF-oF uses this information to perform the file-descriptor-

to-inode translation at the client. To keep the file-to-block mappings up to date, BPF-oF updates

them asynchronously, thereby avoiding blocking concurrent storage functions. To avoid conflicts

when storage functions execute concurrently with metadata synchronization, BPF-oF sets a ver-

sion for each inode’s file-to-block mapping, and checks for modified versions before and after a

request. We implement BPF-oF as a new NVMe command that is triggered by a system call from

userspace.

We tackle the second challenge using a new technique called query splitting, which divides

queries into in-memory and on-disk portions. Accessing in-memory data structures is often orders

of magnitude cheaper than a single storage I/O. Therefore, the in-memory portion of the query

speculatively checks all the potentially-required in-memory (cached) data structures at the client

(some of which may eventually not be needed), and then, based on the results, executes the re-

maining on-disk portion of the query at the remote storage server. While this approach may result

in “superfluous” accesses to in-memory data structures (e.g., looking up bloom filters for files that

will never be used), it makes the on-disk portion of the query much more efficient by grouping all

I/O accesses together. Another caching-related challenge is that the client cache may become stale,

as it is not updated with the data that is accessed by the remote function. One potential solution

to this problem is to simply return the intermediate data accessed by the remote storage query, but

this would increase the network consumption between the client and remote server, negating much

of the benefit of BPF-oF. Instead, we solve this problem using a lightweight technique of cache

sampling, where a small percentage (by default 1%) of storage functions do not get offloaded, and
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fully update the client cache, keeping it fresh.

Our experiments yield another surprising result: for some workloads, maintaining a client data

cache with BPF-oF actually hurts performance, because BPF-oF is very CPU efficient and the cost

of maintaining the client cache is higher than its benefit. For example, when we run BPF-oF on

fast modern NVMe devices, it is often better to use BPF-oF with no cache (beyond indices) at the

client!

We focus primarily on accelerating key-value stores (e.g., RocksDB, WiredTiger), which are

widely used as storage engines in large-scale production storage systems (e.g., MySQL [76], Zip-

pyDB [77], CockroachDB [78], MongoDB [79]). While BPF-oF requires making some modifi-

cations to the key-value stores that use it, it does not require any changes to the applications or

databases which build on top of these key-value stores, thereby enabling a wide range of systems

to utilize storage pushdown over the network.

We integrate BPF-oF with three storage applications: RocksDB [25] a popular and performance-

optimized storage system used by Meta and many other companies [80], BPF-KV [1], a custom

eBPF-friendly key-value store, and WiredTiger [30], a storage engine used by MongoDB. Our in-

tegration required a relatively modest change to RocksDB and WiredTiger: about 1,900 and 500

lines of code, respectively. BPF-oF provides significant performance boosts to all three systems:

under the vast majority of workloads BPF-oF accelerates RocksDB by up to 2.8× and reduces 99th-

percentile latency by up to 2.6×; it accelerates BPF-KV by up to 8×; and it improves WiredTiger’s

throughput by up to 30%. These gains are most apparent in read-heavy workloads and workloads

where the working set does not fit in cache, but they translate to other workloads as well. However,

as expected, the utility of storage pushdown is lower in write-heavy workloads or when almost all

requests are serviced from in-memory data structures. We will make BPF-oF and our key-value

storage system integrations open source upon publication. Our major contributions are:

• BPF-oF, an efficient mechanism to safely enable storage pushdown for storage applications

running on networked storage. BPF-oF is the first implementation of storage pushdown in a

general networked-storage protocol, and its key ideas are an asynchronous file metadata syn-
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chronization mechanism and a versioning scheme for inode mapping to protect concurrent

access to files. BPF-oF greatly reduces the CPU and network overhead of NVMe-oF while

requiring no custom hardware.

• Novel query splitting and cache sampling techniques, which let BPF-oF support local in-

memory caching, addressing a significant challenge in storage pushdown. We integrate BPF-

oF with modern storage systems, including the highly-optimized RocksDB.

2.2 Background and Motivation

This section surveys networked storage (§2.2.1) and NVMe-oF (§2.2.2). It then discusses

NVMe-oF’s CPU overhead, providing motivation for remote storage pushdown (§2.2.3), and re-

views eBPF as a framework for storage pushdown (§2.2.4).

2.2.1 Benefits of Networked Storage

Networked storage (Figure 2.1), where storage devices are managed separately from the ap-

plication and accessed over the network, has been a popular architecture for datacenter and enter-

prise systems for many decades. For example, NetApp storage appliances and dedicated storage

networks are used in many on-prem settings [60], while vendors like Lightbits Labs provide a

cloud-oriented networked storage abstraction over NVME-oF/TCP [62]. Similarly, hyperscalers

like Meta [81, 73] and Alibaba [82] employ a networked storage architecture for their internal

applications. Networked storage enables scaling and maintaining the storage tier independently

of the application and workload. For example, consider deploying a key-value store such as

RocksDB [25], which serves as the storage engine for a wide variety of applications in compa-

nies such as Meta [73, 80]. For some applications, which have relatively skewed access, it may

make sense to provision a RocksDB instance with a relatively large number of cores, but a small

amount of SSD capacity. In contrast, applications that do not experience skewed workloads per-

haps require higher DRAM and SSD capacities. It is possible to provision the servers running

RocksDB with local SSDs, but doing so efficiently requires anticipating the appropriate ratios of
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Figure 2.1: (a) Default: each server has its own storage. (b) Networked storage: storage is central-
ized in storage nodes and accessed over the network.

per-server CPU, DRAM and SSD in advance, which is difficult, especially at scale. On the other

hand, in a networked-storage setup with a remote set of dedicated SSD appliances, RocksDB can

easily access additional (or fewer) SSDs when extra capacity or I/O bandwidth is needed.

A key enabler of networked storage is the rise of relatively low-latency (single to double-digit

µs) and high-bandwidth (100 Gbps and higher) networks. With typical access latencies of SSDs

on the order of 100s of µs, and enterprise SSDs providing I/O bandwidths on the order of a million

IOPS [83], the extra latency due to the network when issuing a remote I/O is relatively modest,

and network bandwidth is able to saturate disk I/O [84, 63].

2.2.2 NVMe-oF Primer

NVMe-oF has emerged as the main networked storage protocol, replacing iSCSI due to its

better performance [64, 85]. NVMe-oF allows an application to directly access a block storage

device connected to a remote server using NVMe. Figure 2.2 shows the flow of an NVMe-oF read

request. The host (i.e. the client, left) initiates the request, and the target (i.e. the server, right)

contains the SSD and performs the actual disk I/O. To initiate an NVMe-oF request, an application

at the host issues a storage system call, such as READ (step 1), which then traverses its local OS

storage stack (steps 2-3). The request is treated as a regular NVMe request until it reaches the

local NVMe driver. The host and target drivers maintain I/O queues for exchanging the NVMe-oF

capsule (the unit of communication between the host and the target). The NVMe driver handles

the request by constructing an NVMe-oF command within a capsule and submitting it to an NVMe

I/O queue. The capsule is then forwarded to the relevant network stack (step 4) depending on the
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Figure 2.2: NVMe-oF overview.

fabric type (TCP, RDMA, Fiber Channel), and it is transmitted to the target. At the target (step 5),

after the driver extracts the NVMe-oF command, it generates the block layer request and submits

it to the block layer for I/O scheduling (step 6a). The target’s NVMe driver, at last, receives the I/O

request from the block layer (step 7) and reads the user’s data from the local NVMe SSD (step 8),

which is sent back to the host via the fabric-specific mechanism (not shown). Major NIC models

(e.g., NVIDIA ConnectX, Broadcom Stingray, Intel IPU) support offloading the NVMe-oF target

datapath to the NIC when using RDMA, and some NICs even support TCP offload [86]. This

allows the NIC to directly read from or write to the NVMe device, bypassing the target’s CPU

(step 6b).
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Figure 2.3: RocksDB run locally compared to NVMe/TCP on a NAND SSD.

2.2.3 Improving NVMe-oF CPU Efficiency

A significant drawback of NVMe-oF is the CPU overhead of processing packets, both at the

host and target [64]. This is especially acute with NVMe/TCP, due to the relatively high CPU

cost of processing TCP packets [63, 84, 87]. High CPU consumption can adversely affect the

performance of data-intensive applications, especially when they are CPU-bound.

To demonstrate NVMe-oF’s network processing cost, we run uniform and uniform read-write

workloads on a 100 GB RocksDB instance with a local NAND SSD and NVMe/TCP (Figure 2.3).

Each RocksDB instance uses 1 GB of cache and three cores locally at the host. The remote target

is allocated three cores, which are only partially used by the NVMe/TCP setup. Our experimental

setup is fully described in §2.6.1.

By running on a local NAND SSD, RocksDB achieves a 1.5–1.6× throughput improvement

compared to running on the same NAND SSD accessed via NVMe/TCP. The primary cause of

NVMe-oF’s slowdown is the CPU overhead of processing the packets at the host, as RocksDB is

often bottlenecked by CPU. In addition, NVMe/TCP consumes additional CPU cycles at the target.

Similarly, running RocksDB with NVMe/TCP incurs a significant latency overhead. While NVMe-

oF provides significant operational advantages, it incurs a non-negligible performance overhead

due to the extra network processing cost and communication time.
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Motivation for storage pushdown. A promising way to reduce the resource consumption of

NVMe-oF is to “push down” computation to the target storage server. This reduces potential

roundtrip communication between the target and host. Storage function pushdown has been ex-

plored extensively in the database community as “predicate pushdown” [88, 89, 90], in the systems

community as near-storage compute [5, 8, 10, 9, 13] and, more recently, as user-defined functions

in the kernel [1, 2, 75, 4]. For more details, see §??. However, to the best of our knowledge,

no prior work has designed storage function pushdown for a general-purpose networked storage

protocol such as NVMe-oF.

Many storage applications, such as key-value stores, are amenable to such an approach for two

reasons. First, a typical logical read operation is composed of a sequence of dependent I/O opera-

tions. For example, in the previous experiment, RocksDB issues on average 3.8 and 4 I/Os per read

request, for the read-only and 50-50 read-write workload, respectively. Most read requests access

multiple files, since files are spread across multiple levels of RocksDB’s LSM-tree data structure.

Second, modern SSD-optimized storage systems typically write data to disk in large immutable

files. This simplifies synchronization between potentially-conflicting simultaneous operations. We

will discuss this point later in the paper. Since many SSD-optimized storage systems exhibit these

properties [30, 91, 92, 26, 93, 72, 94, 95], pushing computation closer to the device can alleviate

the overheads of accessing storage devices over the network for a wide variety of deployments.

2.2.4 eBPF and XRP

Recently, eBPF has been used for storage pushdown within one server [1, 4, 5]. BPF-oF uses

eBPF [96] to run custom storage pushdown functions on a remote server. The primary advantages

of eBPF for our setting are: (a) the eBPF verifier and sandbox ensure functions are isolated from

one another and from sensitive kernel state, and (b) eBPF can be run on a variety of operating

systems and architectures (CPUs, FPGAs, smartNICs, smartSSDs), thereby supporting a wide

range of networked-storage appliances and configurations.
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2.3 Challenges

In this section, we describe the challenges in triggering storage functions over NVMe-oF on a

modern storage system.

Challenge 1: Safely access files in the target. As described in §2.2.2, in NVMe-oF, once a

request reaches the target, it only knows how to access blocks, and lacks any file system informa-

tion, which resides at the host. Therefore, an eBPF function that submits storage I/O for a file on

the target must determine the next block’s location without access to the file system file-to-block

mapping. In addition, our system must enable resubmission across different file descriptors to sup-

port modern storage applications (e.g., traversing an LSM-tree). Thus, the target must be able to

translate a file descriptor to its corresponding inode and find the block offset corresponding to the

requested file offset. It must do so in a safe manner, without the risk of returning invalid data.

Challenge 2: Integrate in-memory data structures. Integrating a production storage system

with BPF-oF presents a number of interesting challenges, primarily owing to the interactions be-

tween the system’s in-memory data structures, which sit locally at the host, with the remote func-

tion execution, which now occurs remotely at the target. First, when executing a storage operation,

storage systems typically do not produce a “pure” chain of I/O accesses. Instead, some of the inter-

mediate data structures in the operation path may be cached in memory. For example, in LSM-tree

storage systems [91, 25, 97, 27, 92] each file has its own index, and these indices are often cached

in memory, while the actual data mostly resides on disk. Therefore, a naive pushdown operation

that traverses multiple files will either ignore these cached indices, issuing many more storage I/Os

than necessary, or return back to the host for each file, negating the benefit of storage pushdown. In

order to achieve optimal speedup with BPF-oF, we need to ideally chain the I/O storage accesses

together in one network traversal.

Second, assuming we offload such a chain of I/O accesses, the host application’s in-memory

cache may not be up-to-date. While the final result of the query will always be returned, the
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“intermediate” I/O accesses (e.g., accessing a file in the middle of the LSM-tree lookup) would

not. A strawman approach would to be return the results of all the I/O accesses back to the host

and then appropriately update the application’s in-memory data structures. However, this would

negate much of the benefit of storage pushdown, as these intermediate results are not actually

needed by the application (only the final query result is needed), and would lead to approximately

the same network bandwidth consumption as running the requests with no storage pushdown.

2.4 BPF-oF Design

We present BPF-oF’ design principles (§2.4.1), its architecture (§2.4.2), and how it addresses

the first challenge from §3.3.

2.4.1 Principles

We design BPF-oF with the following principles in mind.

1. Wide applicability. Minimal changes to NVMe-oF and Linux. The system should be imme-

diately deployable on existing infrastructure, without requiring specialized hardware support.

BPF-oF’ API should be backwards-compatible with NVMe-oF.

2. CPU efficiency. High throughput per core.

3. Concurrent access. Must not return invalid data due to concurrent requests that modify file

system metadata.

4. Flexible resubmissions. Support variable-sized resubmissions across different files, to enable

data structure traversal in modern storage systems.

5. Target applications. SSD-optimized storage applications [30, 91, 92, 26, 93, 72, 94], wherein

incoming updates are buffered in memory and periodically flushed to disk as immutable files.

BPF-oF focuses on read operations, since writes are handled in the background.
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Figure 2.4: BPF-oF architecture.

2.4.2 Architecture

BPF-oF supports storage pushdown with eBPF (Figure 2.4) over NVMe-oF by adding three

mechanisms. First, it adds a mechanism to asynchronously update the target’s file-to-block map-

ping. Second, it adds a versioning scheme that allows eBPF functions to safely access storage

blocks at the target concurrently with file metadata updates. These two mechanisms jointly enable

the third mechanism: safely running user-defined functions at the target server’s NVMe driver. Ap-

plications interact with BPF-oF using two interfaces: a new NVMe command that sends a “push-

down” NVMe-oF request and a userspace API that allows applications to install remote eBPF

functions at the target. Before diving into these mechanisms and interfaces, we walk through an

example of a BPF-oF request that traverses a B-Tree index by pushing down the traversal to the

target. We match the steps of the example to the steps shown in Figure 2.4.

End-to-end example of a BPF-oF request. At initialization, the application installs the remote

eBPF index traversal function using BPF-oF’ API. For each query, the application first stores the
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query key in a buffer, which is called the scratch buffer [1]. The scratch buffer is allocated by the

application and stores the query key and the result from the remote eBPF function. The application

also specifies a file descriptor (or list of file descriptors) to read from, the number of bytes and offset

to read from this file descriptor, and the eBPF function ID to call on the target.

Then, the application calls our read_bpfof system call (step 1). The system call obtains a

reference for each relevant file descriptor, ensuring that a file’s data blocks are not overwritten if a

file is deleted while there are outstanding requests. In addition, it creates a file-descriptor-to-inode

mapping, which lets us use inode versions for synchronization. As described in §2.4.2, an inode’s

version changes whenever the file-to-block mapping (e.g., extent tree) for that inode is updated.

Then, the application’s file system request is translated to a block request (step 2) and reaches

the NVMe-oF host driver (steps 3, 4). There, the host constructs a new read_bpfof NVMe

command. The command transfers the scratch buffer and its size to the target, along with the file-

descriptor-to-inode mapping, the offset to read from, the number of bytes to read, and the eBPF

function ID to call. Before submitting the request, the host driver checks that the inode versions

have been synchronized, as described in Algorithm 1.

Next, the NVMe-oF target driver receives the request (step 5), and prepares a block request and

submits it (step 6). The block request is translated to an NVMe read request and submitted to the

target’s NVMe device (steps 7, 8). The target’s NVMe driver receives the request result and calls

the user’s eBPF function (step 9), passing in the result and the scratch buffer. The eBPF function

processes the request result and decides what happens next. In this example, the returned data

represents an internal node of the B-tree; hence, the eBPF function parses the node to find the file

offset of the child node that it should read to continue the point query. The eBPF function indicates

to BPF-oF’ resubmission mechanism that it should read this additional block, so BPF-oF resubmits

the read request to the target’s NVMe driver with the new offset (steps 10, 11). The resubmitted

read’s file descriptor is translated with the previously sent file-descriptor-to-inode mapping, and

the offset is translated using the inode’s file-to-block mapping, which have been synchronized.

When the eBPF function finds the correct key, it writes the value to the scratch buffer and
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indicates that the result should be sent to the host. On the host, BPF-oF will again verify that the

inode versions remain in sync, as shown in Algorithm 2, and return the result to the application.

In this way, BPF-oF implements index traversal at the target without repeated communication

with the host. This workflow contains a versioning scheme, which allows BPF-oF to work correctly

with concurrent operations, which can lead to stale remote metadata. We now provide more details

on these mechanisms. For simplicity, in the description below, we assume an integration with the

ext4 file system.

Versioning

BPF-oF guarantees safety by versioning file system metadata. To do so, we add a version to

each file’s extent tree and increment it when the tree changes.

The versioning algorithm runs on the host, before and after a request (Algorithms 1 and 2).

Before submission, the host gets the latest inode ID and version for the request’s file descriptors.

For all of them, it checks whether that version of the inode’s extent tree has been synchronized. If

not, it aborts the request. This ensures the target always has the latest version of the file system

metadata. This check is sufficient to guarantee that the file-to-block mapping is correct on the

target, except for one case: when the extent tree is remapped, i.e. an existing file offset points to

a new disk offset. This can happen during truncation and defragmentation. We handle this case

by adding a final version check when the response is received from the target: if the version has

changed, the host aborts the request. It also wipes the scratch buffer to ensure that the target will

not return stale data, even if the extent tree is remapped during the request.

Metadata synchronizer

The next challenge is synchronizing the file system metadata (i.e. file-to-block mappings) from

the host to the target. The metadata synchronizer consists of two kernel modules running on

the host and the target. The host module watches for file system changes by installing fsnotify

kernel hooks. For each change, it schedules a metadata synchronization for the specified inode.
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Algorithm 1: Host - Check Before Submission
1: for 𝑖𝑑𝑥 = 0 to num_fds − 1 do
2: 𝑓 𝑑 ← bpfof_request.fds[𝑖𝑑𝑥]
3: 𝑐𝑢𝑟𝑟_𝑣𝑒𝑟𝑠𝑖𝑜𝑛← get_fd_version( 𝑓 𝑑)
4: 𝑠𝑒𝑛𝑡_𝑣𝑒𝑟𝑠𝑖𝑜𝑛← last version sent to target
5: if 𝑐𝑢𝑟𝑟_𝑣𝑒𝑟𝑠𝑖𝑜𝑛 ≠ 𝑠𝑒𝑛𝑡_𝑣𝑒𝑟𝑠𝑖𝑜𝑛 then
6: abort request
7: end if
8: request.fd_versions[𝑖𝑑𝑥] ← 𝑐𝑢𝑟𝑟_𝑣𝑒𝑟𝑠𝑖𝑜𝑛
9: end for

Algorithm 2: Host - Check After Completion
1: for 𝑖𝑑𝑥 = 0 to num_fds − 1 do
2: 𝑓 𝑑 ← response.fds[𝑖𝑑𝑥]
3: 𝑐𝑢𝑟𝑟_𝑣𝑒𝑟𝑠𝑖𝑜𝑛← get_fd_version( 𝑓 𝑑)
4: 𝑢𝑠𝑒𝑑_𝑣𝑒𝑟𝑠𝑖𝑜𝑛← get_request_version(response)
5: if 𝑐𝑢𝑟𝑟_𝑣𝑒𝑟𝑠𝑖𝑜𝑛 ≠ 𝑢𝑠𝑒𝑑_𝑣𝑒𝑟𝑠𝑖𝑜𝑛 then
6: abort request
7: end if
8: end for

A kernel workqueue processes these requests and checks if the file-to-block mapping has changed

from the last version it synchronized, using the versioning scheme described above. Then, the

synchronizer copies the inode’s extent tree and transfers it to the target module, where it is used

for resubmissions. Metadata synchronization is done asynchronously over TCP and does not block

the data path. For simplicity, we implemented the synchronizer as an out-of-band TCP client and

server, instead of creating a new NVMe command.

eBPF resubmission. The eBPF execution and resubmission mechanism at the target reuses the

XRP [1] API. In addition, we add support for (a) resubmitting eBPF functions across multiple

files instead of a single file and (b) specifying a different request size for each resubmission. In

short, the application developer can write an eBPF function that can issue I/O resubmissions with

different sizes and across different files. The BPF-oF API for these eBPF functions is shown in

Figure 2.5. We provide more details on these changes in §2.5.
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struct bpfof_ebpf_context {
        // Set by kernel.
        // Current address, file descriptor,
        // and corresponding disk data.

__u64 cur_addr;
__s32 cur_fd;
char *data;

        // Set by resubmission program.
        // Scratch buffer initially contains
        // query key and in the end, the result.

char *scratch;
        // Next resubmission address, size, fd.

uint64_t next_addr;
uint64_t next_size;
__s32 next_fd;

        // When set, the scratch buffer is returned.
int32_t done;

};

Figure 2.5: BPF-oF eBPF functions control resubmission via this struct.

Interfaces

To integrate with NVMe-oF, BPF-oF implements a new NVMe command following the spec-

ifications for NVMe and NVMe-oF [98, 99]. The command transfers the scratch buffer, which

contains the query key and result (on completion), from the host to the target and back. The com-

mand’s arguments are the same as a read request. We transfer the additional arguments needed

by BPF-oF, as described above, with NVME-oF’s data transfer mechanism (scatter-gather lists).

BPF-oF also implements a new read_bpfof system call (Figure 2.6) with the following argu-

ments: a list of file descriptors it might read from, the number of bytes and offset to read from the

first file descriptor, the scratch buffer and its size, and the eBPF function ID to call on the target.

2.5 Supporting In-Memory Data Structures

A significant challenge in implementing remote-storage pushdown is utilizing a storage sys-

tem’s in-memory data structures (stored at the client) with the on-disk lookup (occurs remotely).
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int bpfof_read(int fd, 
               size_t count, 
               off_t offset, 
               void *scratch_buf, 
               size_t scratch_buf_count, 
               unsigned int bpf_id)

Figure 2.6: BPF-oF read system call.

Our solutions to this challenge apply to any key-value storage system that needs to use storage

pushdown, but in this section, we focus on how we tackled this problem in the RocksDB integra-

tion, as it utilizes a wide variety of in-memory caches (e.g., index and data block caches, Bloom

filters) common to many systems [27, 92, 91, 93].

2.5.1 RocksDB Architecture

LSM-tree. RocksDB is an LSM-tree based storage engine [97]. To avoid SSD write amplifica-

tion and wear out, incoming writes to RocksDB are buffered in memory, in a data structure called

the MemTable. After it fills up, the MemTable is asynchronously flushed to disk as a sorted-string

table (SST) file, which is composed of sorted key-value pairs. SST files are divided into data and

metadata blocks. Metadata blocks include index blocks, which map keys to data blocks, and filter

blocks, which contain Bloom filters (these are disabled by default in RocksDB, but are supported

by BPF-oF).

These SST files are organized into hierarchical levels (𝐿0, 𝐿1, ..., 𝐿𝑁 ), where the “upper” levels

store the latest versions of each key-value pair (e.g., 𝐿0 is “higher” than 𝐿1) . The immutable

MemTables are flushed into 𝐿0, which stores files with overlapping key ranges, whereas files in

the lower levels (𝐿1, ..., 𝐿𝑁 ) hold non-overlapping ranges. RocksDB uses a background thread

that periodically scans SST files from adjacent levels (e.g., 𝐿2 and 𝐿3), and combines them into a

single file, which is written to the lower level (e.g., 𝐿3). In the process, RocksDB removes deleted

and stale versions of keys, freeing up space. It has been shown that to obtain good performance

in LSM-trees [97], each level contains a multiple of (e.g., 10×) the capacity of the previous level,

whereby the lowest level (𝐿𝑁 ) makes up most of the LSM-tree’s capacity.
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Workflow of a read. Since more updated versions of key-value pairs sit at the “upper” levels

of the tree, when a read request arrives, RocksDB searches for the object in the levels of the tree

from top to bottom. It first checks if the key-value pair is in RocksDB’s MemTable. If not, it

checks in 𝐿0’s files, followed by 𝐿1, etc. For each file, RocksDB first reads the filter blocks to

check if the key might be in that file (with a high probability). If so, it checks the index block to

find the relevant data block and searches for the key in the data block. These blocks may or may

not be cached in memory by RocksDB: typically many (or all) of the index and filter blocks are

cached. Therefore, even when searching within a single file, BPF-oF may consult an in-memory

data structure (e.g., a cached index block), followed by disk I/O (e.g., a data block). This can create

an interleaved pattern of memory and disk lookups, which is challenging for BPF-oF, since it only

provides a significant speedup for a chain of storage I/Os.

To facilitate lookups, LSM-trees cache the key ranges each file contains. We make the fol-

lowing observation, which we take advantage of in our design as a performance optimization: this

cache can be used to determine all files that may contain a particular key, and therefore might be

accessed in order to satisfy a read operation. BPF-oF is able to support systems which do not ex-

hibit this property by maintaining a mapping between the application’s on-disk file "pointer" and

the corresponding inode. However, we have yet to observe a modern storage system where this

would be required.

2.5.2 Integration with BPF-oF

We focus on accelerating RocksDB’s read path, since writes are buffered in memory and writ-

ten sequentially to disk. Initially, our prototype only accelerates point queries. We highlight the

following two key contributions: (a) a new technique, query splitting, that splits in-memory ac-

cesses from storage accesses to maximize the effectiveness of storage pushdown, and (b) periodic

cache sampling to keep the storage engine’s cache fresh. Overall, integrating RocksDB with BPF-

oF required ∼ 700 lines of changes to RocksDB and ∼ 1, 200 LoC to reimplement RocksDB’s read

logic in eBPF.
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Figure 2.7: RocksDB LSM-tree traversal and query splitting.

Query Splitting

In order to maximize the efficiency of storage lookups, the remotely-executed function should

involve a chain of disk I/O requests, with no access to in-memory (userspace) data structures. To

this end, we split the query into two phases: first, the query accesses all in-memory data structures

that may be involved in a key lookup. Then, it triggers all the required I/O as a series of dependent

I/O functions at the remote node. Recall that due to the design of LSM-trees, the host can determine

all files that may be needed to complete the operation. We are guided by the observation that

accessing RocksDB’s in-memory data structures is orders of magnitude cheaper than storage I/O

(especially when that I/O is over the network). Therefore, there is little cost in potentially accessing

more in-memory data structures than would have been necessary otherwise.

To this end, we implement a new function on top of RocksDB, CACHEGET. CACHEGET is

based on RocksDB’s existing per-SST file GET function, but it only reads data from a file’s cached

blocks without triggering any storage I/O. Our prototype runs CACHEGET on all files that may
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contain the key, across all levels. Based on the results of this function (e.g., whether a key is found

in a particular cached data block), our prototype creates an I/O traversal plan, which only fetches

potentially required uncached blocks. The traversal plan skips files that have both index and data

blocks cached, those that are filtered by a per-file Bloom filter, and it starts I/O at the data block if

the index block is cached.

We illustrate this process in Figure 2.7. In this example, three files across 𝐿0, 𝐿1, and 𝐿2 have

key ranges that contain the requested key. All of these files may be required to find the key. As the

figure shows, these files’ blocks are partially or fully cached. CACHEGET retrieves the relevant

cached blocks. If the key is not found in the cached blocks, our RocksDB prototype issues a

read_bpfof system call. The remaining uncached blocks form the on-disk I/O traversal plan.

In the case that a higher level (e.g., L2) block is cached, while a lower level (e.g., L1) block is

uncached, BPF-oF will still issue a read_bpfof call to ensure that the correct value of the key is

found. Note that read_bpfof does not blindly follow the I/O traversal plan to completion, and

it terminates once the key is found. For example, if a key exists in 𝐿1, the parser will not read data

from 𝐿2, since the value in 𝐿1 will be more up-to-date than other versions lower in the tree. As

such, CACHEGET will often be called on more files than necessary, since RocksDB does not know

the minimal set of files that will be involved in the traversal in advance.

Cache Sampling

In RocksDB, all data blocks that were accessed as part of a query are cached by default. How-

ever, BPF-oF returns only the result (i.e. the final data block accessed), not the intermediate blocks.

With BPF-oF, RocksDB’s cache wouldn’t contain these intermediate blocks, despite them having

been accessed. This problem would exist in any system with storage pushdown that caches inter-

mediate results. A naive solution would be to return all of the data blocks accessed in the query,

but this would negate much of the benefit of storage pushdown, by increasing network bandwidth

(and CPU costs) significantly. As such, we seek another way to keep the cache fresh. We are

inspired by prior work on cache sampling [100], where a low percentage of the randomly-sampled
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requests update the cache with recently-accessed intermediate data blocks (and the final block). We

implement this idea by sending a small percentage of requests through the slower, non-offloaded

“normal” read path, which caches all the intermediate results. Empirically, we find this technique

is quite effective with sampling rates as low as 0.1-1% (see §2.6.4).

Converting File Parsers to eBPF

We converted RocksDB’s SST file parsers, which parse SST index and data blocks, to eBPF.

Our eBPF parser first uses the generated I/O traversal plan, which is stored as an array in the scratch

buffer, to parse each file at the correct file offset and parsing stage (i.e. index or data block). If the

requested key is not found, the eBPF parser will resubmit a new I/O request for the next file in the

plan. This process continues until either the key is found or all relevant files have been traversed.

If the eBPF parser fails, we fall back to the regular RocksDB read path.

2.6 Evaluation

This section answers the following questions. Q1-Q4 focus on RocksDB, and Q5 focuses on

WiredTiger and BPF-KV:

Q1: How does BPF-oF perform under different network protocols, storage devices, and cache sizes

compared to the baseline NVMe-oF environments?

Q2: How does BPF-oF affect CPU and network utilization?

Q3: How do different sampling rates affect performance?

Q4: What is the performance impact of version mismatches?

Q5: How does BPF-oF generalize to other storage systems?

2.6.1 Experimental Setup

We conduct our experiments in three different CloudLab storage configurations [101]. We

measure an average roundtrip latency of 30µs and 18µs for TCP and RDMA, respectively.
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Figure 2.8: RocksDB (a) uniform read throughput-latency and throughput (b) without and (c) with
data blocks cached. BPF-oF vs. NVMe/TCP on NAND SSD.

Unif.
(100/0)

Unif.
(50/50)

YCSB
A

YCSB
B

YCSB
C

YCSB
D

YCSB
F

0

50000

100000

150000

200000

250000

To
ta

l T
hr

ou
gh

pu
t (

re
q/

se
c)

74
K

56
K 80

K 96
K

12
8K

23
5K

81
K10

3K

86
K 10

9K

10
7K

15
7K

26
5K

10
7K

65
K

59
K

87
K

78
K

11
4K

22
3K

89
K

NVMe-oF/RDMA, Index Cached
BPF-oF/RDMA, Index Cached
Local Disk, Index Cached

(a) NVMe/RDMA with
NAND SSD without data
blocks cached.

Unif.
(100/0)

Unif.
(50/50)

YCSB
A

YCSB
B

YCSB
C

YCSB
D

YCSB
F

0

100000

200000

300000

400000

500000

600000

To
ta

l T
hr

ou
gh

pu
t (

re
q/

se
c)

72
K 91
K 14

2K

13
0K

13
6K

64
0K

14
1K

13
0K

10
5K 13

3K 19
7K 23

0K

57
5K

13
2K

80
K

96
K 14

0K

14
3K

15
0K

61
1K

14
0K

NVMe-oF/RDMA, Index and Data Cached
BPF-oF/RDMA, Index and Data Cached
Local Disk, Index and Data Cached

(b) NVMe/RDMA with
NAND SSD with data
blocks cached.

Unif.
(100/0)

Unif.
(50/50)

YCSB
A

YCSB
B

YCSB
C

YCSB
D

YCSB
F

0

25000

50000

75000

100000

125000

To
ta

l T
hr

ou
gh

pu
t (

re
q/

se
c)

29
K

29
K 38

K 47
K 57

K

12
9K

38
K

81
K

54
K

55
K

10
2K

12
8K 14

0K

55
K

NVMe-oF/TCP, Index Cached
BPF-oF/TCP, Index Cached

(c) NVMe/TCP with Op-
tane SSD without data
blocks cached.

Unif.
(100/0)

Unif.
(50/50)

YCSB
A

YCSB
B

YCSB
C

YCSB
D

YCSB
F

0

50000

100000

150000

200000

250000

300000

350000

To
ta

l T
hr

ou
gh

pu
t (

re
q/

se
c)

37
K

41
K 68

K

66
K

74
K

35
7K

67
K

71
K

50
K

57
K

97
K 12

4K

32
1K

57
K

NVMe-oF/TCP, Index and Data Cached
BPF-oF/TCP, Index and Data Cached

(d) NVMe/TCP with Op-
tane SSD with data blocks
cached.

Figure 2.9: RocksDB throughput under different configurations.

NAND configuration. Both host and target are c6525-100g machines in CloudLab. Each ma-

chine has a 24-core AMD EPYC 7402P CPU, 128 GB of RAM, two 1.6 TB NAND SSDs (Dell

Ent NVMe AGN MU U.2), and a Dual-port Mellanox ConnectX-5 NIC with a 100 Gbps network.

The NAND SSD’s read latency is 90µs and can sustain 700K read IOPS.

Optane configuration. This setup uses a low-latency storage device. The host is a c6525-100g

machine, while the target is d750 with Intel Optane SSD. The target has two 16-core Intel Xeon

Gold 6326 CPUs, 128 GB of RAM, a 400 GB Optane 5800X SSD, and a Quad-port BCM57504

NetXtreme-E on a 25 Gbps network. The Optane SSD has a 3µs 512B read latency and can sustain

5M read IOPS.

RDMA offloading configuration. This setup uses RDMA NIC offloading. Both host and target

are r6525 machines, with 32-core AMD EPYC 7543 CPUs, 256 GB of RAM, one 1.6 TB NAND
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SSD (Dell Ent NVMe AGN MU U.2), and a Dual-port Mellanox ConnectX-6 100 GB NIC on a

100 Gbps link.

Software configuration. We increase the threads per core up until saturation, and use CPU pin-

ning to bind each thread to a specific core, and flow-steering to associate each flow with a specific

host and target core. To make our results reproducible, we disable hyperthreading and address

space randomization. We run Ubuntu 20.04 and Linux 5.12.0.

Evaluated systems. We integrate BPF-oF with three systems: RocksDB, WiredTiger and BPF-

KV. RocksDB is a complex and popular key-value store, and we test it with BPF-oF to show

whether a pushdown approach would benefit state-of-the-art storage applications. WiredTiger is

a simple production-grade key-value store used primarily by MongoDB. BPF-KV is a bare-bones

academic key-value store custom-designed for running eBPF functions [1]. All systems bypass the

OS page cache with direct I/O.

RocksDB setup. We build upon RocksDB 7.7.3 with a 100 GB database in 5 layers (𝐿0 − 𝐿4)

and 3 cores (which saturate our enterprise SSD); we use 24 and 20 threads-per-core for NAND and

Optane SSD, respectively. Unless noted, all index blocks are cached and Bloom filters are disabled

(RocksDB’s default). We run RocksDB with both TCP and RDMA; our results focus on TCP, as

it is more prevalent. By default, we use a cache sampling rate of 1% (i.e. a random 1% of reads go

through the regular non-BPF-oF read path).

Workloads. To test BPF-oF, we run the YCSB [102] benchmark suite under Zipfian (0.99) key

distributions, along with uniform read and read-write workloads. We do not run YCSB E, because

our RocksDB integration does not yet accelerate scans. We also test BPF-oF with a production

trace taken from clusters 19 and 37 of the Twitter cache workloads [103]. These traces are read-

dominant (75% and 63%, respectively) and have low skew (𝛼 = 0.7 and 0.4, respectively), ensuring

that their working set does not fit entirely in memory.
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2.6.2 BPF-oF With Different Setups (Q1)

TCP with NAND SSD. Figure 2.8 shows RocksDB’s throughput with BPF-oF on NAND and

TCP, compared to NVMe/TCP.1 Without a data cache, BPF-oF can achieve 1.4-2.2× higher through-

put than NVMe/TCP, including on the Twitter cache traces, which are real-world workloads. This

trend continues when adding a data cache, where BPF-oF provides 1.2-1.7× higher throughput

than NVMe/TCP. In addition, we see a surprising result: BPF-oF without a cache yields higher

throughput than BPF-oF with a cache. We discuss this behavior below.

The relative speedup of BPF-oF with a data cache is generally lower, because some lookups

may be cached, reducing the average number of roundtrips saved by BPF-oF. The only cases where

BPF-oF falls slightly short are YCSB A, D, and F, with data blocks cached. Since these workloads

are highly-cacheable, they issue very few I/Os per request, and BPF-oF’ slightly higher overhead

for in-memory requests (e.g., its preemptive access of all possible in-memory caches in each query)

leads to a slight slowdown. However, with just index blocks cached, BPF-oF provides a speedup

in all workloads except YCSB D, and it even beats the baseline with cache for a majority of the

workloads. Figure 2.8 also shows that BPF-oF reduces tail latency by up to 2×.

RDMA with NAND SSD. Figures 2.9a and 2.9b show the throughput of RocksDB with BPF-

oF on NAND and RDMA, compared to NIC-offloaded NVMe/RDMA. Even though BPF-oF does

not use offloaded RDMA, BPF-oF is up to 1.8× faster than offloaded NVMe/RDMA. In our ex-

periments, there was no noticeable difference in the baseline’s throughput between offloaded and

non-offloaded RDMA, as while offloading RDMA to the NIC saves CPU at the target, the target’s

CPU is usually not a bottleneck with RocksDB.

TCP with Optane SSD. We also test BPF-oF with Optane, providing a glimpse of BPF-oF’

benefits as SSDs become faster. BPF-oF provides even greater speedups with Optane (Figures 2.9c

and 2.9d), providing 2-2.8× higher throughput. This is because Optane can support a high I/O

1The TCP results in Figure 2.3 were obtained on the offloading machine (to compare with RDMA), yielding
different results than in Figures 2.8.
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bandwidth, while in the NAND SSD experiments I/O bandwidth may become a bottleneck. BPF-

oF also provides a consistent improvement (up to 2.6×) in tail latency in all workloads.

Caching and Storage Pushdown. Caching has an interesting and unexpected interaction with

BPF-oF. In certain cases, running RocksDB with a cache can actually slow down the system, as

seen in Figures 2.8 and 2.9d. In the baseline NVME-oF case, RocksDB transfers all the intermedi-

ate blocks over the network until it finds the final result. Thus, maintaining a cache for these blocks

incurs little additional cost. However, when using storage pushdown with BPF-oF, RocksDB only

transfers the final result over the network, and we employ cache sampling to keep the cache fresh

with intermediate results. In some workloads, the cost of keeping the cache fresh outweighs its

benefits. This balance depends on the workload type, the cache miss rate, and the I/O cost.

Non-Default Configurations. By default, we evaluated RocksDB with indices pinned and with-

out Bloom filters, as these are the default options in RocksDB. For completeness, we also tested (1)

with Bloom filters enabled and (2) with indices not pinned. The results were similar to our default

configuration: BPF-oF yields significant speedups, with up to 2× improvement with Bloom filters

and 1.8× improvement with unpinned indices.

2.6.3 CPU and Network Savings (Q2)

BPF-oF provides significant CPU and network savings, which are directly correlated with per-

formance increases. To measure these savings, we run a benchmark while monitoring the CPU

time spent on the host and target, and network bytes exchanged. We present these results (nor-

malized per-request) for uniform reads with a 1 GB data cache, in Table 2.1. For TCP, BPF-oF

uses 37% fewer CPU cycles (measured in mCPUs, i.e. 1/1000th of a CPU) and generates 23%

less network traffic, yielding a 70% throughput improvement. For offloaded RDMA, BPF-oF uses

29% and 19% less CPU and network, respectively, yielding a 65% throughput increase.
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Setup Throughput Host Target Total Network
(req/s) (mCPU / req) (mCPU / req) (mCPU / req) (kB / req)

NVMe-oF/TCP 48279 0.07 0.03 0.10 12.07
BPF-oF/TCP 69935 0.04 0.02 0.06 9.27
NVMe-oF/RDMA (offload) 77553 0.04 0.00 0.04 12.3
BPF-oF/RDMA 120991 0.02 0.01 0.03 10.02

Table 2.1: Resource consumption with uniform read and 1 GB data cache.
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Figure 2.10: RocksDB throughput with different sampling rates with cache under BPF-oF using
TCP and NAND SSD.

2.6.4 Sampling Rate (Q3)

As discussed in §2.5.2, our RocksDB integration sends a small portion of reads through the

normal read path in order to keep the cache warm. We evaluate the impact of this sampling rate

on RocksDB. Figure 2.10 shows that throughput peaks at a sample rate between 0.1% and 10%,

except for YCSB D, which is highly cacheable and thus benefits from a higher sampling rate.

Conversely, we see a slight decrease in YCSB A and F at higher sampling rates. These workloads

are write-heavy and highly skewed, which means that as the popular keys are written repeatedly,

they reappear in the higher levels of the LSM tree and shorten the resubmission chains, leading to

a smaller improvement. Based on these experiments, we run BPF-oF with a 1% sampling rate.
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Figure 2.11: WiredTiger and BPF-KV evaluations with TCP.

2.6.5 Version Mismatches (Q4)

As discussed in §2.4.2, BPF-oF versions file metadata in order to guarantee safe concurrent

access to files for offloaded applications. A version mismatch occurs when the synchronized meta-

data in the target becomes stale. This leads to a failed request, which is retried through the normal

read path. Thus, version mismatches are very costly: they approximately decrease throughput

by one request and more than double the request’s latency. Fortunately, they are very rare. We

observed only 20 mismatches per benchmark, out of millions of requests. Only YCSB D had a

slightly higher number of mismatches, due to its write-heaviness, but they occurred in only 0.03%

of requests. Thus, the performance impact of version mismatches is negligible in our RocksDB

integration.

2.6.6 WiredTiger (Q5)

We run WiredTiger in its LSM-tree version, with data split into levels and each level stored in a

single file. Each file uses a B-tree index with the data stored as leaf nodes and a 512B B-tree page

size. The database contains a billion items with a 16B object size. We test WiredTiger with BPF-

oF using the YCSB benchmark on four cores. Figure 2.11a shows that for read-write workloads

such as YCSB A, BPF-oF has 20% higher throughput. Figure 2.11b shows that for read-heavy

workloads such as YCSB B, YCSB C, and uniform, the improvement reaches 30% when using

an Optane SSD. The performance gain of WiredTiger is more modest than that of RocksDB (and

BPF-KV), since WiredTiger issues far fewer I/Os, so speeding up I/O yields diminishing returns.
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2.6.7 BPF-KV (Q5)

BPF-KV is a high-performance prototype key-value store optimized for eBPF functions [1]. It

stores data in a B+-tree, caches the top-most levels of the tree, and uses fixed-sized 512B key-value

pairs. The tree’s leaves contain a pointer to the values, which are stored in an unsorted log. We use

a 67 GB database file with 6 index levels and 1 log level.

Point queries. We run a BPF-KV microbenchmark with 8B keys and 64B values stored on the

target. Figure 2.11c compares running BPF-oF vs. NVMe-oF on NAND SSDs on three cores.

Beyond three cores BPF-KV bottlenecks on the NAND disk’s I/O bandwidth. BPF-oF consistently

provides 2.6× higher throughput than NVMe/TCP when the upper levels of BPF-KV are cached.

When no cache is used, the access pattern limits the SSD to 120K IOPS (30K req/s), because the

upper level nodes become read hot-spots in the NVMe queues. This speedup is due to BPF-oF

saving CPU cycles in processing TCP packets, which are instead used to handle additional I/O

requests.

The results also show that BPF-oF provides a more modest 20-25% improvement in unloaded

99th-percentile latency. The tail latency improvement is more modest than the throughput im-

provement because NAND SSD latency (90µs) is significantly higher than TCP latency for our

CloudLab nodes (30µs). Therefore, since BPF-oF reduces the network round-trips, but does not

reduce the number of storage I/O requests, the unloaded latency improvement is less significant.

Still, as is evident from the graphs, BPF-oF keeps the tail latency under control as the load gets

higher, in contrast to the NVME-oF baseline.

Figure 2.12a shows results with RDMA and NAND. As expected, BPF-oF can accelerate

NVMe-oF with RDMA, although the throughput gains are generally less significant than with

TCP, since RDMA’s CPU processing cost is less expensive than TCP’s. The throughput peaks

around 220K because we saturate the SSD’s bandwidth.

Figures 2.12b and 2.12c similarly compare BPF-oF to NVMe-oF using an Optane SSD. For

TCP on Optane, BPF-oF provides more than 8× higher throughput for BPF-KV without a cache. In
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Figure 2.12: Tail latency and throughput of BPF-oF vs. NVMe-oF on BPF-KV with random 512B
reads.

this case, the throughput improvement of BPF-oF is even more significant with TCP (consistently

higher than 5×) since the CPU overhead of TCP is even more dominant than with NAND due to

Optane’s much higher IOPS (5M reads per second). Similarly, the tail latency improvement is

also more significant, and is reduced by up to 3.1×. Similar to our experiments with RocksDB,

in the case of BPF-oF with Optane SSD, there is almost no difference between running BPF-KV

with a cache and without a cache for a uniform workload. The reason for this is that since Optane

SSD is so fast (device latency of 3µs), the cached version of BPF-KV reduces the number of I/O

resubmissions by 3, saving a total of about 9µs in I/O latency and negligible CPU overhead. This

is significantly lower than the latency (and CPU overhead) of the network, even with RDMA.

Range queries. Figure 2.11d shows the results for TCP on NAND with range queries (a sequen-

tial range of keys is read from BPF-KV). BPF-oF achieves over 5× higher throughput.

2.6.8 Takeaways

BPF-oF provides performance benefits for networked-storage systems, of up to 2.8× higher

throughput and 2.6× lower tail latency with RocksDB, and significantly improves BPF-KV and

WiredTiger workloads. In particular, BPF-oF helps workloads that are read-heavy, and whose

working set does not fit in the cache, as these yield longer resubmission chains, which BPF-oF

accelerates. BPF-oF also provides significant CPU and network savings. Notably, we find that
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caching with storage pushdown is a mixed bag. When workloads are highly skewed, a cache

avoids issuing unnecessary network traffic, but in some workloads a cache can be detrimental due

to the high CPU and network costs of maintaining it.

2.7 Conclusion

This work explores the design of a networked-storage protocol allowing clients to push user-

defined storage functions to a server over the network, thereby significantly improving both client

and server CPU efficiency. We believe there are significant future research challenges in this

area, such as adding support for commonly-needed storage capabilities (e.g., disk arrays, RAID,

encrypted storage), or running the functions on a smartNIC. Furthermore, our insights into the

interaction of memory and remote disks indicate the potential for nearly memory-less networked

storage systems.
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Chapter 3: cache_ext: Customize Page Eviction With eBPF

3.1 Introduction

In his 1981 paper on OS support for databases, Michael Stonebraker lamented that OS buffer

cache mechanisms were ill-suited for the needs of databases at the time [104]. He argued that the

buffer cache’s one-size-fits-all eviction policy – approximate least-recently used (LRU) – cannot

possibly accommodate the heterogeneity of database workloads.

In the intervening decades, there have been many efforts to allow applications to customize the

page cache. In the ’80s and ’90s, several designs were proposed for extensible operating systems,

which allow applications to customize the page cache eviction policies [21, 24, 20, 105, 106, 107].

However, none of these operating systems achieved widespread adoption, and they were overtaken

by monolithic kernels such as Linux. Some recent studies have tried to introduce page cache

customization into Linux. P2Cache [17] is preliminary work that proposed allowing applications

to customize the Linux page cache. However, it has significant limitations. Applications can

only implement their policies using a single LRU (or MRU) queue, which means P2Cache cannot

support many classes of eviction policies that either do not rely on an LRU queue, or require

multiple queues (e.g., LFU, LHD [108], MGLRU [109], ARC [110], S3-FIFO [111]). It also

globally takes over the page cache, requiring all processes to use it, and restricts applications from

accessing pages “owned” by other applications. Another recent effort, FetchBPF [18], allows

users to customize Linux prefetching policies, but not page cache eviction, which historically has

required much more complex data structures. Finally, Linux itself has tried to contend with this

problem, by adding some customization options to its LRU policy (e.g., using fadvise()), and

by introducing a new MGLRU policy [109] to replace the old one. However, as we will show in

§4.5, these options often do not result in any meaningful improvement to application performance,
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and they do not allow applications to take full advantage of page cache customization.

At the same time, the diversity of applications and workloads running on Linux has only in-

creased, from enterprise file systems and large-scale distributed datacenter ML training, to multi-

media rich applications running on an Android phone. All of these applications must use Linux’s

fixed LRU-based policies, despite the fact that they are widely known to be inadequate for many

workloads and scenarios (e.g., large scans [112, 113, 114], multi-core applications [115]).

Applications are “stuck” with Linux’s rigid eviction policy for two reasons. First, modifying

the Linux page cache is a hard task, requiring extensive kernel knowledge. Second, upstreaming

changes to the page cache is difficult, because the changes must work well for the wide range of

applications that run on Linux. For instance, it took Google years to upstream its proposed Multi-

Generational LRU (MGLRU) policy, and even after several years, it is not enabled by default in all

Linux distributions or upstream [109, 19].

The goal of our work is to allow applications to run a very wide range of custom page cache

policies within Linux. To this end, we design a novel framework, cache_ext, which provides

visibility and control of the OS page cache, without requiring the application to make kernel

changes. cache_ext takes advantage of eBPF [96], a Linux (and Windows) supported runtime

that allows safely running application code inside the kernel. We take a cue from sched_ext, an

eBPF-based framework that allows applications to customize the OS scheduler [116, 117] and that

has been adopted by Linux [118].

cache_ext’s design is motivated by four main insights. First, modern storage devices sup-

port millions of IOPS with low latency, so custom page cache policies must run with low over-

head. Therefore, we design cache_ext so that its eBPF-based policies run in the kernel, avoid-

ing expensive and frequent synchronization between the kernel and userspace. Second, caching

algorithms are very diverse and may use complex data structures. To address this challenge,

cache_ext exposes a simple yet flexible interface that allows applications to define one or more

variable-sized lists of pages, and a set of policy functions (e.g., admission, eviction) that operate

on these lists, which can be used to express a wide range of eviction policies. Third, in order for
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cache_ext to be useful in multi-tenant scenarios, it should allow each application to use its own

policy without interfering with others. We identify cgroups as a natural isolation boundary. Thus,

cache_ext allows each cgroup to implement its own eviction policy without interfering with

other cgroups. Finally, custom policies determine which pages to evict and return page references

to the kernel. However, these references may be invalid, which could lead to kernel crashes or

security breaches. To solve this, cache_ext maintains a registry of valid page references, which

is used to validate the page references returned by the user-defined policies.

We demonstrate cache_ext’s utility and flexibility by implementing several custom evic-

tion policies, from “state-of-the-art” sophisticated policies to “classic” ones: least hit density

(LHD) [108], S3-FIFO [111], Multi-Generational LRU (MGLRU) [109], least-frequently used

(LFU) and most-recently used (MRU). We also show how cache_ext enables appli-cation-

informed policies with only minor changes, allowing applications to use policies that utilize application-

level insights. For example, a database can use a custom policy that prioritizes point queries over

scans, yielding higher throughput for point queries, or an admission filter based on the thread

accessing the page. We compare these cache_ext policies with the kernel’s default eviction

policy and various options (e.g., fadvise()), and with the recently-upstreamed MGLRU algo-

rithm. We show that with cache_ext, developers can significantly improve their applications’

performance far beyond the existing algorithms provided by the Linux page cache. In general, we

find that there is no one-size-fits-all policy that improves all workloads – customization is neces-

sary to maximize performance. In particular, cache_ext can improve application throughput

by up to 38% using “generic” policies, and achieve up to 1.70× throughput and 58% lower P99

latency with application-informed policies.

We will open source cache_ext and all implemented policies upon publication. A key bene-

fit of cache_ext is that any publicly available policy can be used by anyone, lowering the barrier

to using cache_ext and experimenting with eviction policies on different workloads.

Our primary contributions are:

• cache_ext, a flexible, scalable, and safe eBPF framework for custom eviction policies in the
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Linux page cache.

• A suite of custom eviction policies and userspace libraries allowing developers to easily create

new policies.

• An evaluation of cache_ext across various applications, demonstrating the benefits of cus-

tom policies.

3.2 Background and Motivation

By default, the page cache buffers write and read operations to and from storage devices. In

Linux, the page cache tracks pages and stores them in lists (see §3.2.1), on which it approximates

the LRU algorithm. While this scheme works reasonably well for some workloads, it is inadequate

for many others. For example, scan-heavy workloads perform poorly with LRU or its approxima-

tions [108, 104, 110]. While Linux provides interfaces (e.g., fadvise() or sysctl) through

which the page cache behavior can be tweaked on a global or per-application basis, these interfaces

are opaque and may not perform as intended, as we describe in §3.2.1 and §3.6.1.

Therefore, to avoid compromising performance, some applications implement their own userspace-

based caches [119, 30, 120, 121]. However, userspace caches are not a panacea. First, they require

significant effort to implement. Second, they typically require the application to specify the size

of the cache in advance. However, the amount of memory available to an application may change

over time (e.g., when multiple applications run on the same physical server). Third, application-

specific caches are hard to share across processes, due to security and compatibility issues. Ulti-

mately, even applications that implement their own userspace-based cache often still rely on the

page cache by default as a “second-tier” cache [119, 30, 120], allowing operators to fully utilize

the server’s memory and share memory across processes. As such, despite the page cache’s limita-

tions, it is still used extensively by storage-optimized workloads, such as key-value stores [25, 91,

30], databases [29, 121], and ML inference and training systems [122, 123].

Customizing the page cache is not an easy task – it is deeply intertwined with other performance-

and correctness-critical memory management and filesystem code paths. While work to modernize
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the page cache is ongoing, it does not yet seem to have achieved this goal. In particular, MGLRU,

an alternative page cache eviction policy, has still not been enabled by default in upstream Linux

several years after it was introduced, and it does not provide customization interfaces [109, 19].

Indeed, in §4.5 we show that MGLRU sometimes underperforms and sometimes outperforms the

default LRU algorithm, and that in general there is no single eviction policy that performs best

across a wide range of workloads.

We now provide a primer on the Linux page cache. We also describe the eBPF framework,

which cache_ext uses to allow applications to write custom page cache policies.

3.2.1 Linux Page Cache

The page cache is a core component of the Linux kernel, responsible for accelerating access

to storage. While anonymous memory pages are stored similarly to file-backed memory, in this

paper we focus specifically on file-backed memory. The kernel’s default eviction policy is an LRU

approximation algorithm which uses two FIFO lists.1 As shown in Figure 3.1, when a page is first

fetched from storage, it is added to the tail of the inactive list. If that page is accessed again, it will

eventually be promoted to the active list. This policy uses the inactive list as a preliminary filter

and keeps frequently accessed pages in the active list. On eviction, pages are removed from the

head of the inactive list. If necessary, the page cache will balance the lists by demoting pages from

the head of the active list to the tail of the inactive list. Notably, during balancing or shrinking,

pages in the active list that have been referenced are typically demoted to the inactive list, rather

than being given another chance in the active list, as is typical for LRU or CLOCK algorithms.

Importantly, active and inactive lists are segmented by cgroup. cgroups are a Linux feature

which isolate resource usage for groups of processes [124]. Each cgroup has its own set of page

cache lists which count toward its memory allocation, allowing for cgroup-specific eviction when

its memory threshold is reached. Processes in cgroup A can access a page “owned” by cgroup B

– such an access will update the page’s metadata (affecting its placement in cgroup B’s lists), but

1The Linux page cache algorithm description is based on Linux v6.6.8.
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will not count against cgroup A’s memory limit. The combination of these per-cgroup lists make

up the page cache as a whole.2

The page cache also keeps track of “shadow entries” in order to mitigate thrashing. These

entries keep track of metadata enabling calculation of a page’s refault distance (i.e. the time elapsed

between eviction and the new request). If a page has been evicted and then fetched again recently

enough, the kernel may decide to insert it directly into the active list instead of the inactive list.

There are several additional edge cases and heuristics in the kernel’s implementation, but these are

the broad strokes of the existing policy.

Folios. Linux developers are converting various usages of struct page to folios, which rep-

resent either zero-order pages (a single page) or the head page of a compound page (a set of

contiguous physical pages that can be treated as a single larger page) [125]. While the page cache

now largely uses folios, we use the terms “folio” and “page” interchangeably, as in our workloads

all folios represent a single page.

Userspace interfaces. While LRU is a commonly-used eviction policy that works well across

many workloads, there are many applications that would benefit from a different policy for their

I/O requests. For example, LRU is notoriously bad for scan-like access patterns. This gap between

applications and the kernel can be partially mitigated by the madvise() and fadvise() system

calls. These interfaces allow userspace applications to give hints to the kernel about how to handle

certain ranges of memory or files.

While these hints may help in simple cases, we show in our evaluation that they don’t function

as expected for some workloads. Additionally, while the hints may have a semantic meaning, their

actual behavior is highly dependent on the kernel implementation, which is opaque, may change

across versions, and can yield unexpected results [126, 127]. Advice values may also be ignored

by the kernel for a range of reasons, or may have restrictions on what memory they can be applied

to. Most importantly, these hints are still subject to the basic inflexible structure of the kernel’s

2Technically, each NUMA node has its own set of per-cgroup lists, but this does not affect our design.
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Figure 3.1: Overview of the current Linux page cache eviction policy.

LRU-like policy.

3.2.2 eBPF

eBPF [96] is a sandboxing technology that enables userspace functions to run in the Linux ker-

nel in a safe and controlled manner. eBPF has found many use cases, including observability [128],

security [129, 130], scheduling [118, 116, 117], and I/O acceleration [1, 131, 6, 7, 132]. Recent

work has also proposed using eBPF for customizing page cache behavior [17] and prefetching [18],

but these works do not provide a general and flexible interface that allows multiple processes to

customize their page cache policies. eBPF programs are verified by the kernel before they can be

run, ensuring, for example, that the programs don’t contain illegal memory accesses, and that they

will terminate within a fixed number of instructions.

3.3 Challenges

There are several challenges in allowing applications to customize the page cache using eBPF.

We describe them below.

1. Scalability. Modern SSDs support millions of IOPS [133, 134], requiring the page cache

to efficiently handle millions of events a second. Any changes to the page cache in order to

enable custom policies must incur a low overhead, and the policies themselves must also be
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efficient.

2. Flexibility. Researchers have proposed many different caching algorithms for different use

cases. These algorithms often require custom data structures. Any interface for custom poli-

cies must be flexible enough to accommodate the diversity of existing caching algorithms.

3. Isolation and sharing. The page cache is shared by many applications. Therefore, we must

avoid a situation where one application’s policy interferes with those of other applications,

while still allowing applications to benefit from the shared nature of the page cache.

4. Security. Custom eviction policies return page references to the kernel to indicate which

pages to evict. This must not lead to unsafe memory references.

3.4 Design and Implementation

In this section, we present cache_ext’s architecture and discuss how it addresses the chal-

lenges described in §3.3. Figure 3.2 shows a diagram of the system. At a high level, cache_ext

allows users to run custom eviction policy functions, which are implemented as eBPF functions in

the kernel. The policy functions are triggered by particular events (e.g., folio eviction, access, ad-

mission), and they operate on a user-specified number of variable-sized eviction lists, which store

pointers to folios managed by the policy. The policy functions determine which folios to admit

or evict to and from the lists based on metadata (e.g., access frequency, recency, which thread ac-

cessed the folio), which is stored in eBPF maps. On eviction, cache_ext runs a user-defined

eviction function to propose a set of eviction candidates for the kernel to evict. While this interface

is relatively simple, it is quite flexible, and can support a wide set of eviction policies from the

literature either exactly or approximately.

We now describe cache_ext’s design in detail, starting with our design choice to implement

cache_ext’s eviction policies within the kernel, rather than in userspace, to ensure scalability

(challenge 1 from §3.3).
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Figure 3.2: Overview of cache_ext. Eviction lists hold pointers to folios.

3.4.1 Policies in Kernel or Userspace?

Our first key design decision is whether to run cache_ext’s policies in the kernel or in

userspace. While from a development standpoint it might be simpler to run the eviction policies

in userspace, doing so would require notifying userspace about all page cache events. However,

modern SSDs can service millions of IOPS, each of which may trigger a page cache event (e.g.,

folio access, insertion).

Userspace-offload overhead. We estimate the “best-case” overhead of such a userspace-offload

architecture. We attach eBPF programs to existing kernel tracepoints (folio inserted, accessed, and

evicted). The eBPF programs use a lockless ring buffer to notify userspace on each event [135].

Since no userspace logic actually processes these events, this provides an optimistic measure of

this architecture’s overhead.
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Workload Baseline Benchmark % Degradation

YCSB A 82,808 op/s 69,089 op/s -16.6%
YCSB C 76,166 op/s 62,578 op/s -17.8%
Uniform 44,618 op/s 35,443 op/s -20.6%
Search 42.3s 44.4s -4.7%

Table 3.1: Performance of workloads without and with userspace-dispatch.

We run two applications on an enterprise SSD to evaluate this architecture: YCSB workloads

with RocksDB [25], a key-value store, and a file search workload using ripgrep [136], a paral-

lelized grep-like tool, where we search the Linux kernel sources 10 times. The workloads are

allocated 8 GiB and 1 GiB of memory, respectively. We run these applications on both the baseline

system and with the eBPF benchmark programs. The results are presented in Table 3.1, with the

benchmark yielding up to a 20.6% performance decrease, without even implementing a custom

eviction policy.

As such, we rule out implementing page cache policies in userspace, and instead opt to run the

policies within the kernel as eBPF functions. We decide to use eBPF as it has already proven to

match the kernel’s performance, even in performance-critical domains such as networking [131]

and storage [1]. While eBPF programs face many restrictions due to the verifier, we find that

cache_ext can provide sufficient flexibility for custom policies, as we describe below.

3.4.2 Interface

Caching is an active research area, with many recently-proposed eviction and admission al-

gorithms [137, 138, 108, 139, 140, 141, 111, 142] that take advantage of different workload

features (e.g., recency, frequency, size), using various techniques (e.g., conditional probability

models [108], Markov chains [137], machine learning [139]). To ensure flexibility, cache_ext

should allow experimenting with a wide range of policies, including relatively sophisticated ones.

We now describe cache_ext’s API and demonstrate how it can be used to implement a wide

range of policies, addressing challenge 2 in §3.3.

46



Policy Functions

cache_ext allows applications to define custom eviction policies as policy functions, a set

of eBPF programs that trace caching events and determine which folios to evict from the page

cache. Policy functions are triggered by five events: policy initialization, request for eviction,

folio admission, folio access, and folio removal. Policy functions are implemented using eBPF’s

struct_ops kernel interface [143], as shown in Figure 3.3.

Eviction vs. removal. These five events are central to page cache decisions. Notably, requests

for eviction and folio removal are different: in the former, the kernel asks the policy to propose

folios to evict, while in the latter the kernel informs the policy that a folio was actually evicted.

This distinction exists for the following reasons. A folio can be evicted in circumvention of the

“normal” eviction path if, for example, the file containing it is deleted. Conversely, in rare cases,

proposing a folio for eviction does not guarantee that it will be evicted (e.g., the folio is in use by

the kernel).

struct_ops. We use eBPF’s struct_ops feature to minimize verifier changes to add new

eBPF hooks. struct_ops is designed to allow kernel subsystems to expose modular interfaces

to eBPF components. struct_ops programs are loaded into the kernel like any other eBPF pro-

gram. Using struct_ops also makes it much easier to extend cache_ext and add new hooks.

For example, we implemented an extension to cache_ext that added a page cache admission

filter with only 15 additional lines of verifier-related code, which we evaluate in §3.6.1. Our

struct_ops hooks are located within the core page cache code, requiring ∼200 lines of modi-

fications. Once a set of policy functions is loaded and verified, the kernel will call the appropriate

eBPF program when the corresponding event occurs. The eBPF programs can then manipulate the

eviction data structures and metadata, as we now describe.
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// Policy function hooks
struct cache_ext_ops {

s32 (*policy_init)(struct mem_cgroup *memcg);
// Propose folios to evict
void (*evict_folios)(struct eviction_ctx *ctx, struct mem_cgroup *

memcg);
void (*folio_added)(struct folio *folio);
void (*folio_accessed)(struct folio *folio);
// Folio was removed: clean up metadata
void (*folio_removed)(struct folio *folio);
char name[CACHE_EXT_OPS_NAME_LEN];

};

struct eviction_ctx {
u64 nr_candidates_requested; /* Input */
u64 nr_candidates_proposed; /* Output */
struct folio *candidates[32];

};

Figure 3.3: struct_ops for cache_ext and eviction context.

Eviction Lists

Eviction algorithms are implemented on a wide range of data structures. Nevertheless, we

observe that many of these policies can be implemented either exactly or approximately using

linked lists, where the policy iterates over one or more lists and evicts items based on a calculated

per-item score. For example, the “classic” eviction policies, (e.g., LRU, MRU) are all based on

lists, with items inserted or evicted from the head or tail of a list. Similarly, families of policies

like ARC [110], segmented LRU [144] or MGLRU [109], can be implemented using multiple

variable-sized lists, where items are inserted into any list or moved between lists. Even recent

“state-of-the-art” policies, such as LHD, S3-FIFO, or LRB either store data directly in a list [111,

141], or sample objects and evict the ones with the lowest score [108, 139].

In order to facilitate an interface flexible enough for all these policies, cache_ext is built

around an eviction list API, a simple interface for policies to construct and manipulate a set of

variable-sized linked lists. Each node in the list corresponds to a single folio, and stores a pointer

to that folio, rather than the folio itself. Importantly, the actual folios are still stored and maintained
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Eviction list API
u64 list_create(struct mem_cgroup *memcg)
int list_add(u64 list, struct folio *f, bool tail)
int list_move(u64 list, struct folio *f, bool tail)
int list_del(struct folio *f)
int list_iterate(struct mem_cgroup *memcg, u64 list,
s64(*iter_fn)(int id, struct folio *f),
struct iter_opts *opts, struct eviction_ctx *ctx)

Table 3.2: cache_ext eviction list API.

by the default kernel page cache implementation, in order to minimize changes to the kernel.

kfuncs. This API is implemented as a set of eBPF kfuncs (kernel functions that are exposed

to eBPF) and is shown in Table 3.2.3 For example, init() can call list_create() to create a

new eviction list, and folio_added() can call list_add() to add the folio to a list. Newly-

created lists are added to a “registry”, an internal per-policy hash table which maps from list IDs

(exposed to eBPF) to the lists themselves. Notably, these lists are indexed – that is, given a folio

pointer, the APIs can directly obtain that folio’s list node. This is necessary for operations such as

deletion from the list, and is facilitated using a per-policy hash table which maps from folios to list

nodes. We discuss this hash table further in §3.4.4.

Eviction Candidate Interface

Policy functions iterate over their eviction lists in order to determine which folios to evict. Note

that policies do not directly evict folios – rather, they propose eviction candidates to the kernel,

which checks if the folios are indeed valid eviction targets (i.e. not pinned or in use by the kernel)

and evicts them if they are. Eviction candidates are proposed to the kernel in batches of up to 32

folios. Most of cache_ext’s changes to the core page cache code are to facilitate this batched

eviction process.

List iteration. eBPF currently does not provide a straightforward way to iterate over the eviction

lists, so cache_ext provides a new iteration kfunc which allows policy functions to iterate

3The actual functions have a “cache_ext” prefix to prevent name collisions, but we omit it for brevity.
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over an eviction list and make decisions for each node. Specifically, list_iterate() takes

a list to iterate over, an iter_opts struct, an eviction context, and a callback function. The

callback function, which is also an eBPF program, is called on each node, and the policy decides

whether to keep or evict that folio. Folios chosen for eviction are added to the candidates array

in the eviction_ctx struct. The iter_opts struct specifies how the interface should treat

evaluated folios. For example, they can be left in place, moved to the tail of the list, or moved

to a different list. This enables implementing policies that make use of multiple lists and require

balancing the lists, such as S3-FIFO or ARC. We also provide a “batch scoring” mode for this

interface, where the callback function is used to compute scores for 𝑁 folios, with the 𝐶 folios

with the lowest score chosen for eviction. This mode can be used for policies such as LFU.

eBPF limitations

We ran into a number of challenges when implementing cache_ext’s eviction lists. eBPF

maps, the standard way to maintain state in eBPF programs, do not provide interfaces that both

store items in a specified order while also providing random access, both of which are necessary to

implement eviction properly. Specifically, eBPF provides maps such as BPF_MAP_TYPE_QUEUE

and BPF_MAP_TYPE_STACK, which provide pop() and push() operations, but do not allow

deleting or accessing elements from the “middle” of the map. Conversely, BPF_MAP_TYPE_HASH

provides random access, but no method to easily maintain an ordering of elements (e.g., MRU

order). A notable exception is BPF_MAP_TYPE_LRU_HASH, which provides both an LRU struc-

ture and random-access, but is too deeply tied to its specific algorithm for our purposes [145]. This

necessitated the development of a custom data structure for cache_ext.

While eBPF has introduced experimental support for custom data structures and more complex

locking in eBPF, this support is not yet mature enough for our use case [146, 147, 148]. As such, we

designed our list API to be managed by the kernel and exposed to eBPF via kfuncs. Additionally,

in order to avoid concurrency issues and verifier limitations around locking, the provided API is

concurrency-safe and makes use of locks under the hood, in the kernel implementations. As eBPF
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u64 lfu_list;
int lfu_policy_init(struct mem_cgroup *cg) {

lfu_list = list_create(cg);
return 0;

}
void lfu_folio_added(struct folio *folio) {

u64 freq = 1;
list_add(lfu_list, folio, true); // Add to tail
bpf_map_update_elem(&freq_map, &folio, &freq);

}
void lfu_folio_accessed(struct folio *folio) {

u64 *freq = bpf_map_lookup_elem(&freq_map, &folio);
__sync_fetch_and_add(freq, 1); // Increment freq

}
long score_lfu(int id, struct folio *folio) {

return bpf_map_lookup_elem(&freq_map, &folio);
}
void lfu_evict_folios(struct eviction_ctx *ctx, struct mem_cgroup *cg)

{
struct iter_opts opts = { /* Set scoring mode */ };
list_iterate(cg, lfu_list, score_lfu, &opts, ctx);

}
void lfu_folio_removed(struct folio *folio) {

bpf_map_delete_elem(&freq_map, &folio);
}

Figure 3.4: Simplified LFU implementation with cache_ext.

matures, new features could further reduce overhead and provide even more flexibility for eBPF

policies.

Example: LFU Policy

To illustrate how cache_ext’s policy functions can be used to implement custom policies,

we walk through implementing a simple eviction policy, LFU, using cache_ext. LFU evicts the

least-frequently accessed item in the list, which requires storing access frequency metadata. Our

LFU implementation uses a single list and an eBPF map for frequencies. It approximates LFU

with cache_ext’s batch scoring mode to select the 𝐶 (e.g., 32) least-frequently accessed folios

out of the first 𝑁 (e.g., 512) folios.

A simplified version of the policy is shown in Figure 3.4. When the policy is loaded, lfu_policy_init()
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is called, creating a new eviction list. On insertion, lfu_folio_added() adds the folio to the

tail of the list using list_add() and sets its frequency to 1 in the freq_map eBPF map (not

shown). When a folio is accessed, we increment its frequency. On eviction, lfu_evict_folios()

calls list_iterate(), which calls the score_lfu() callback function on 𝑁 nodes in the

list, until 𝐶 eviction candidates are proposed. The score function returns the frequency of each

folio as its score. cache_ext then selects the 𝐶 folios with the lowest scores, which are added to

ctx->candidates as eviction candidates. Folios not selected as eviction candidates are then

moved to the end of the list by list_iterate(). The kernel will then attempt to evict the

eviction candidates. When a folio is evicted, lfu_folio_removed() is called, and the folio’s

metadata is removed from the map. Note that it is not necessary to remove the folio from the list

on eviction, as this is done by cache_ext. We discuss this point further in §3.4.4.

3.4.3 Isolation

We now tackle the third challenge from §3.3: allowing applications to deploy their own pol-

icy functions without interfering with other applications’ policies, while preserving the sharing

property of the page cache, whereby applications can avoid having to load duplicate pages into

memory.

Cgroups. We observe that implementing policies within a cgroup can address this challenge,

due to the fact that within a cgroup, processes have the same custom eviction policy, and different

cgroups can each use their own eviction policy. In addition, deploying per-cgroup policies fits the

common pattern of deploying modern applications via containers, which isolate each application

in its own memory cgroup. Note that processes from cgroup A can still access page cache memory

managed by cgroup B, and benefit from accessing shared data. However, both cache_ext and

the baseline page cache are not fully isolated. If a page critical for cgroup A is managed by cgroup

B, which evicts it, that could lead to a performance degradation. In that case, cgroup A will likely

bring the page back into memory and manage it in the future. However, we believe that such
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workloads are rare in practice, as it is unlikely that two applications with entirely different access

patterns will operate on the exact same files frequently enough to cause a problem.

We extend eBPF’s struct_ops functionality to support cgroup-specific struct_ops for

per-cgroup policies (it currently only supports system-wide policies). This involved adding a

cgroup identifier (in the form of a file descriptor) to the kernel’s struct_ops loading interface,

along with corresponding libbpf interfaces in userspace.

3.4.4 Security

Memory Safety. We must ensure that cache_ext prevents unsafe memory accesses (challenge

4 from §3.3). Specifically, cache_extmust ensure that eBPF programs only return valid pointers

(i.e. in the eviction candidate interface). Otherwise, a malicious eBPF program could return invalid

values, leading to memory corruption or a kernel crash. We note that sched_ext solves this in

part by using PIDs as identifiers for processes. However, folios do not have analogous easily-

obtainable unique identifiers, so we resort to using pointers.

In order to validate these pointers, we implement a “valid folios” registry in the kernel. When a

folio is inserted, it is added to the registry. When a folio is evicted, it is removed from the registry.

When cache_ext proposes folio eviction candidates, the kernel uses the registry to verify that

each candidate is indeed a valid folio before proceeding with eviction. This registry is implemented

as a hash table with a per-bucket lock, which also stores a folio’s list node (as described in §3.4.2),

which maps from folio pointer to list node. We find that this design incurs minimal overhead,

which we evaluate in §3.6.3. Future developments in eBPF may make it easier to keep track of

“trusted” pointers, potentially allowing us to remove this check and further reduce overhead.

Eviction fallback. We protect against adversarial behavior by providing a fallback for eviction.

For example, if the kernel asks a faulty policy to evict 10 folios, but it only proposes 5 candidates,

the kernel will fall back to its default policy and evict additional folios. Similarly, when a folio is

evicted, the kernel ensures that it is removed from any eviction lists, in order to release memory
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resources and minimize stale references lying around. Similar fallbacks are present in other frame-

works, such as sched_ext, which implements a watchdog that forcibly removes misbehaving

policies.

kfuncs. We ensure that cache_ext’s list kfuncs verify inputs, perform bounds-checking,

and enforce loop termination, in order to minimize potential security risks. We note that kfuncs

are the current best practice for eBPF to interface with complex data structures, and have been used

in multiple upstream kernel components, such as sched_ext [118].

Root privileges. Loading cache_ext policies requires root privileges, like other eBPF frame-

works. This impacts both security and usability. Custom scheduling frameworks like sched_ext

and ghOSt [118, 117] mitigate this with a privileged policy loader, allowing policies to be managed

through systemd. We envision a similar solution for cache_ext.

3.4.5 Kernel Implementation Complexity

Implementing cache_ext required adding ∼2000 lines to the kernel. Only a fraction of these

lines modified the core kernel: 210 lines in the page cache (mostly the eBPF hooks and eviction

candidate batching), 80 lines in the verifier (registering our callback functions), and 80 lines in

cgroup code. Implementing per-cgroup struct_ops required 220 lines in the kernel and 75

lines in libbpf. The remaining lines implemented pure cache_ext functionality: 750 lines for

cache_ext’s eviction list kfuncs and 580 lines for registry operations.

3.5 Policies

In this section, we describe our experience implementing several custom page cache poli-

cies on cache_ext: from simple “classic” policies (MRU and LFU) to state-of-the-art policies

such as LHD [108], which uses conditional probabilities to model different page features (e.g.,

age, frequency), and S3-FIFO [111]. We also re-implemented the newly-introduced kernel pol-

icy MGLRU [109] on cache_ext, and in §3.6.3 compare the cache_ext version with the
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native-kernel version. We also explore how an application can make its eviction policy aware of

application-specific information, such as assigning different priorities to specific types of requests.

3.5.1 S3-FIFO

S3-FIFO [111] is a recent caching policy designed for key-value caches, which uses three FIFO

queues to quickly remove “one-hit wonders” (keys that are accessed only once). It has been shown

to yield high throughput for in-memory key-value caches. S3-FIFO uses a main FIFO and a small

FIFO to hold ∼90% and 10% of the objects, respectively. New objects are added to the small

FIFO. The small FIFO filters out short-lived objects, while objects that are accessed more often

are promoted to the main FIFO. It uses a third ghost FIFO to track recently-evicted objects, in

order to promote them to the main FIFO on readmission.

Implementation. We create eviction lists for the main and small FIFOs, and a BPF_MAP_TYPE_LRU_HASH

map for the ghost FIFO. The map then automatically removes entries from the ghost FIFO in LRU

order when it hits capacity. When a folio is evicted, we create a ghost entry using a pointer to its

struct address_space (which represents a file’s contents), along with the folio’s offset in

the file, as the key. Note that we cannot use folio pointers as the key, as they are not persistent

across evictions. We maintain folio access frequencies in an eBPF map. We use eviction candidate

requests to evict folios, but also to maintain the 90-10 ratio between the main and small lists. We

use cache_ext’s eviction iteration interface: if a folio’s access frequency is greater than 1, we

move it to the tail of the main list, balancing the lists. Otherwise, we propose the folio for eviction,

and move it to the tail of the small list so that it isn’t considered again before it is evicted. When

evicting from the main list, we use the iteration interface to find folios with access frequency of 0.

3.5.2 Least Hit Density (LHD)

LHD is a sophisticated eviction policy that uses conditional probabilities to predict future object

accesses [108]. LHD uses a hit density metric to determine which objects should be evicted, along
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with a dynamic ranking approach which allows it to automatically tune its eviction policy over

time.

We use one eviction list, with folios divided into classes based on their last access and their

age at that time. Each class stores statistics (e.g., hits, evictions, hit densities) for different folio

ages. Folios use metadata from classes based on which class they most closely correspond to

at a given time. We maintain folio metadata, such as last access time, in an eBPF map. LHD

iterates over the list and selects the folios with the lowest hit density as eviction candidates. To

maintain accurate hit densities, LHD requires periodically “reconfiguring” its statistics in order

to ensure that its probability distributions are accurate and aged appropriately over time using an

exponentially weighted moving average (EWMA).

Reconfiguration. Reconfiguration runs every 𝑁 folio insertions or accesses (where 𝑁 is a rel-

atively large number – e.g., 220). Reconfiguration is a relatively expensive process, as it updates

all metadata. In order to avoid the page cache’s insertion or access hot paths, we use an eBPF

ring buffer to notify userspace that reconfiguration needs to take place. Userspace then calls a

BPF_PROG_TYPE_SYSCALL program, which runs an eBPF program without attaching it to a

specific hook. This program then performs the required reconfiguration, including computing

updated hit densities, and scaling or compressing distributions as necessary. We use atomic op-

erations to ensure that the page cache can continue using these values, albeit with some potential

inaccuracy, which we permit for the sake of performance. While we could implement this recon-

figuration step in userspace, doing so would have required numerous syscalls to interact with eBPF

maps, and atomic updates would not have been possible. Additionally, we note that in a standard

LHD policy, hit densities and other parameters are stored as floating-point values. However, eBPF

does not support floating-point operations, so we resort to scaling values by a large constant in

order to approximate such calculations.
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3.5.3 Multi-Generational LRU (MGLRU)

MGLRU is a complex page eviction policy that was recently added to the Linux kernel [109].

MGLRU groups folios into generations, each capturing folios with similar access recency. Each

generation is a list and is further divided into tiers, with tiers acting as logarithmic buckets based on

access frequency. The kernel maintains up to four generations and four tiers per generation. Evic-

tion starts from the oldest generation, using a tier threshold computed by a PID controller based

on eviction and refault statistics. Pages above the threshold are promoted to the next generation;

others are evicted.

Concretely, generations are implemented as eviction lists, stored in a circular buffer. We track

the minimum and maximum generation numbers – min_seq and max_seq, respectively. A

generation number is mapped to its eviction list by computing the generation number modulo

max_nr_gens to find the list index. A new generation is created (aging) by incrementing

max_seq. When the oldest generation is empty, it is retired by incrementing min_seq. We

use a map to store the generation and access frequency of each folio. We port the PID controller

logic from the kernel, and maintain the global statistics it needs using atomic operations. Refault

detection, needed for computing refault statistics, is implemented using ghost entries, similar to the

LHD policy in §3.5.2. Finally, we serialize the generation aging operations using an eBPF spin-

lock. On folio insertion, we calculate the folio’s generation and add the folio to the generation’s

head. On eviction, the policy iterates the minimum generation list, obtains a tier threshold from

the PID controller, and selects folios below the threshold as eviction candidates, while promoting

folios above the threshold.

3.5.4 Classic Policies: LFU, MRU, FIFO

We implemented three additional “classic” eviction policies: LFU, MRU and FIFO. §3.4.2

described our LFU implementation. For MRU, we add folios to the head of the list upon insertion,

and move them to the head on access. However, if we evict folios right after they are added to the

page cache, they may still be in use by the kernel to service the I/O request. This would lead to
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the kernel refusing to evict the folios and resorting to the fallback path to evict folios. Therefore,

we skip a small fixed number of folios when iterating the eviction list before proposing eviction

candidates. For FIFO, folios are removed from the head of the eviction list.

3.5.5 Application-Informed Eviction (GET-SCAN)

In addition to enabling the implementation of a variety of general eviction algorithms, cache_ext

enables applications to use eviction algorithms tailored to their design. In other words, the evic-

tion algorithm can be made aware of application-level abstractions and uses this information to

make better decisions. To illustrate the value of application-informed policies, consider the case of

heterogeneous queries in databases. For example, a database serving financial transactions could

see many small queries for individual payments, while also performing slower scan-like queries

in the background to conduct fraud detection, reconciliation, and other business processes. While

these scan-like queries are important, they typically have more relaxed service-level objectives.

However, these large scan-like requests can “pollute” the page cache and degrade the performance

of the smaller requests, as generic eviction algorithms struggle to isolate the folios used by these

requests. Ideally, the page cache should prioritize the small requests over the large ones in the

presence of memory pressure. We note that such workloads have frequently been examined in

the literature [116, 149]. Using cache_ext, we can build an application-informed policy that is

aware of the different request types.

A folio accessed by a SCAN should not be worth the same as a folio accessed by a GET. To

implement prioritization, the policy uses two eviction lists: one for folios inserted by GETs, and

the other for those inserted by SCANs. When loading the policy, the application initializes an

eBPF map with the PIDs of the SCAN threads. When a folio is inserted, the policy checks whether

the PID of the current task is in the map to determine which eviction list to add the folio to. Each

eviction list independently maintains an approximate LFU policy, as described in §3.4.2. When

the kernel requests eviction candidates, the policy prioritizes evicting folios from the SCAN list.

Figure 3.5 illustrates this policy.
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Figure 3.5: Overview of GET-SCAN policy implementation.

3.5.6 Application-Informed Admission Filter

As mentioned in 3.4.2, we extend cache_ext to also support an admission filter hook. When

a folio is requested and is not yet present in the page cache, the admission filter determines whether

to allow the folio into the page cache, or to service it analogously to a direct I/O request. Such

a hook is useful for preventing thrashing in workloads that may need to read many pages once,

but cannot use direct I/O for performance or coherency reasons. For example, LSM-tree key-

value stores use a compaction process which periodically reads large files potentially unrelated to

servicing requests, resulting in thrashing of “relevant” files. However, direct I/O cannot easily be

used for these large reads, as these files (using the same file descriptor) may still be read from the

page cache by other threads to process requests.

To this end, we create an admission policy that prevents this thrashing behavior, by preventing

background compaction from evicting folios that will be needed for read requests in the critical

path, on an LSM-tree key-value store (RocksDB). When RocksDB spawns compaction threads,

we place the thread TIDs in an eBPF map. When a folio is proposed to be added to the page cache,

the policy checks whether the thread adding it is a compaction thread in the TID map. If so, our
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Figure 3.6: YCSB workload results.

policy does not add it to the page cache. Otherwise, it is added to the page cache in the “normal”

path.

3.6 Evaluation

We aim to answer the following questions:

Q1: Can cache_ext policies improve application performance with low developer effort? (§3.6.1)

Q2: Can different applications use different policies without interfering with each other? (§3.6.2)

Q3: What is the overhead of cache_ext? (§3.6.3)

System configuration. We conduct our experiments on Cloudlab [101] c6525-25g machines,

with a 16-core AMD Rome CPU, 128GB of memory and a 480GB SSD drive. We use CPU-

pinning and disable SMT, swap, and address space randomization to make our results more repro-
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ducible. We also drop the page cache before each test. We run Ubuntu 22.04 with Linux v6.6.8 as

the kernel.

3.6.1 Custom Policies (Q1)

In this section, we evaluate the policies described in §3.5 on a number of different workloads

and configurations.

YCSB

We evaluate our policies by running LevelDB [91], a popular key-value store, on the YCSB

(Zipfian) workloads, as well as against uniform and uniform-read-write workloads. We compare

the custom policies against both the default and MGLRU Linux policies, using a 100GiB database

with a 10GiB cgroup. Our results in Figure 3.6 show that cache_ext’s LFU policy performs

best, outperforming both the default and MGLRU, for all the YCSB Zipfian workloads and the

uniform workloads, except for YCSB D, which only uses the latest key-value pairs and as such

is cached entirely in-memory. This is not surprising: LFU should be an ideal policy for YCSB,

since YCSB by default assigns a fixed Zipfian distributed for the access distribution of each key.

Therefore, a frequency-based policy should perform best. cache_ext’s LFU achieves up to

37% better throughput than the default Linux policy, and interestingly, it outperforms MGLRU by

an even greater margin. We note that LHD and S3-FIFO also outperform the Linux policies; in

particular, LHD provides throughput very similar to LFU. As expected, the MRU policy performs

worse than the baseline, due to its mismatch with the workload’s access pattern. However, our

simple FIFO policy slightly outperforms MGLRU in most cases, but not the default policy, likely

due to its low overhead compared to MGLRU. We also measure the P99 read latency, for which

cache_ext beats the default policy by up to 55%. Note that YCSB D’s tail latency barely

registers in the figure due to its lack of disk accesses.
Takeaway 1: cache_ext can significantly improve application performance even with simple

policies (e.g., LFU) that match the application’s access patterns.
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Figure 3.7: Twitter workload results (LHD, S3-FIFO, and LFU policies) using LevelDB. No one
policy performs best across the different clusters.

Twitter Traces

For many real-world workloads, it may not be obvious in advance which policy works best for

a given workload. cache_ext makes experimentation easy, allowing developers to implement a

set of policies and empirically choose the best one for each workload.

We evaluate our LHD, LFU, and S3-FIFO policies on production traces taken from the Twitter

cache workloads [103]. The workloads divide the traces by cluster ID. We compare these policies

to Linux’s default and MGLRU policies. Each cluster was evaluated with a cgroup size set to

10% of the cluster’s data size using LevelDB. As shown in Figure 3.7, we find that, in general,

there is no single policy that is best for all workloads. While LHD beats the default and MGLRU

policies by 13% and 30%, respectively, on cluster 34, and LFU beats them by 13% and 34% on

cluster 52, MGLRU dominates on clusters 17 and 18. In cluster 24, the default policy is best, while

MGLRU consistently resulted in out-of-memory errors, hence its 0 throughput result. Meanwhile,

S3-FIFO beats or matches the baseline on clusters 34 and 52, but does not outperform the other

cache_ext policies.
Takeaway 2: There is no one-size-fits-all policy that performs best for all workloads. Cus-

tomization and experimentation are necessary to maximize performance.
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Figure 3.8: Mixed GET-SCAN workload results.

Application-Informed Policy (GET-SCAN)

To simulate the application we describe in §3.5.5, we run LevelDB with a mixed SCAN/GET

workload. This workload is highly skewed and is composed of 99.95% GET requests with a

few SCANs (0.05%). We use a separate thread-pool for SCAN requests to avoid head-of-line

blocking at the scheduling level, as per prior work [116, 149], with a disjoint set of threads handling

GET requests. While the workload exhibits good cache locality for GETs, it has poor locality for

SCANs, which span many folios and exhibit high reuse distance. The default kernel eviction policy

does not handle this scenario well, leading to cache pollution due to the SCAN folios.

To evaluate the policy, we compare against Linux’s default and MGLRU policies, and vari-

ous fadvise() options: FADV_DONTNEED, FADV_NOREUSE and FADV_SEQUENTIAL (on

top of the default policy). We apply these options to files used by SCAN requests, in order to

inform the kernel that we plan to read the files sequentially or only once (SEQUENTIAL and

NOREUSE) or that we no longer need the folios after their use (DONTNEED). As shown in Fig-

ure 3.8, cache_ext’s application-informed policy achieves 70% higher throughput and 57%

lower P99 latency for GETs, while SCANs experience an 18% throughput decrease. In addition,

the fadvise() options do not help much, demonstrating the inadequacy of existing kernel page

cache interfaces compared to cache_ext. MGLRU performs even worse than the default LRU.
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Takeaway 3: Even very simple application-aware eviction policies can significantly improve

performance.

Takeaway 4: Existing Linux page cache customization interfaces are ineffective.

Application-Informed Admission Filter

We run our admission policy that filters folios fetched by background compaction (§3.5.6) on

RocksDB [25] with a uniform R/W workload. This simple admission filter improves P99 latency

by 17% (from 2.61ms to 2.16ms), because folios required for read requests are not evicted by folios

accessed by the compaction threads. We do not see a meaningful difference in throughput, which

is expected, as compaction is infrequent.

File Search

We construct a file search workload that searches the Linux kernel codebase (v6.6), using

the multi-threaded ripgrep CLI tool [136]. More specifically, we perform 10 searches within a

1GiB cgroup, which is roughly 70% the size of the codebase (excluding Git history). File search

would be a particularly challenging workload for Linux’s LRU-based policies, since it involves a

large amount of scans. We compare the cache_ext MRU policy with the default Linux kernel

policy as well as the kernel’s experimental MGLRU policy. The results in Figure 3.9 show that

cache_ext is almost 2× faster than both baseline and MGLRU, since both policies suffer from

the scan “pathology” of LRU.

Implementation Complexity

Table 3.3 shows the lines of eBPF and userspace loader code necessary to implement each of

the aforementioned policies. The policies are all implemented in at most a few hundred lines of

code, a much smaller amount than would be necessary to implement them within the kernel (or

in userspace). We find that cache_ext reduces the complexity of developing new policies by

using its list and policy function abstractions. In addition, developer experience and velocity are
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Policy eBPF LoC Userspace LoC

Admission filter 35 262
FIFO 56 118
MRU 101 87
LFU 221 107
S3-FIFO 287 139
GET-SCAN 324 107
LHD 366 152
MGLRU 570 90

Table 3.3: Lines of eBPF and userspace loader code in cache_ext policies.
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Figure 3.9: File search workload results (MRU policy).
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Figure 3.10: Using cache_ext, multiple applications can run different eviction policies, yielding
better performance for all.

greatly improved, since eBPF prevents kernel crashes and many types of bugs, enabling developers

to focus on the policy logic. Thus, cache_ext allows developers to accelerate their applications

with a relatively modest amount of effort.

Additionally, we plan to open source all of our policies, allowing developers to easily try them

with their applications, lowering the barrier to entry for using cache_ext.

3.6.2 Isolation (Q2)

The Linux page cache already provides a measure of isolation by establishing per-cgroup LRU

lists. cache_ext utilizes this to enable each cgroup to have its own custom policy. We demon-

strate the utility of this by simulating and comparing against “global” policies, as opposed to
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cache_ext’s per-cgroup policies. We create two cgroups, one running a YCSB C workload

with LevelDB, and the other running a file search workload with ripgrep. The YCSB cgroup is

allocated 10GiB and the file search cgroup is allocated 1GiB. We run four configurations: both

cgroups using the default policy, both using LFU, both using MRU, and a “tailored” setup: YCSB

with LFU and file search with MRU.

Evaluation. Figure 3.10 shows that the tailored setup beats the other configurations, yielding

49.8% and 79.4% improvements for YCSB and file search, respectively, over the baseline. While

the other two cache_ext configurations provide performance improvements for the workloads

corresponding to their policy, they can significantly degrade the performance of the other workload,

demonstrating that global policies are not a viable solution. Note that YCSB improves further in

the tailored setup compared to the LFU configuration (and vice versa for file search compared to

the MRU configuration). This is due to improved caching of the workloads yielding reduced disk

contention. The file search workload improves in the LFU configuration for the same reason.
Takeaway 5: Using cache_ext with per-cgroup policies allows for fine-grained control and

improved performance.

3.6.3 Memory and CPU Overhead (Q3)

The advent of faster and larger storage devices means that the page cache (and cache_ext)

must be able to handle millions of events per second. We run a number of micro-benchmarks to

investigate cache_ext’s memory and CPU overhead.

Memory Overhead

cache_ext’s primary memory usage is the valid folios registry hash table (§3.4.4). In the

worst case, we set up the hash table with as many buckets as there are 4KiB pages in the cgroup

(based on its configured size). Each bucket requires 16 bytes to store the hash table’s internal list

pointers. Thus, the memory overhead for an empty registry is: 16
4096 = 0.4%. Following the same

logic, each filled entry in the hash table uses 32 more bytes for the cache_ext list node, so the
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Cgroup Size Linux default cache_ext no-op Overhead (%)

5 GiB 234.80 236.51 0.72%
10 GiB 217.48 221.14 1.66%
30 GiB 197.67 198.01 0.17%

Table 3.4: cache_ext 𝜇CPU per I/O operation using fio.

full registry memory overhead is 1.2%. Therefore, the memory overhead for cache_ext’s reg-

istry is between 0.4%-1.2% of a policy’s cgroup’s memory. This overhead can be further reduced

with recent improvements to eBPF’s handling of kernel objects, allowing eBPF to directly ensure

that some pointers are trusted.

CPU Overhead

To measure the baseline CPU overhead of our framework, we use a no-op cache_ext policy

and run the fio microbenchmark [150] with 8 threads on a randread workload. A no-op policy

defers to the default kernel eviction policy while still maintaining cache_ext data structures,

allowing us to measure the baseline CPU overhead imposed by cache_ext. We compare to the

default Linux policy, using a metric of CPU usage per I/O operation (measured in 𝜇CPUs, i.e.

one-millionth of a CPU). Table 3.4 shows that the CPU overhead of no-op cache_ext is at most

1.7%.

Overall Application Impact

To estimate the overall impact of cache_ext to application performance, we re-implemented

the kernel’s MGLRU policy, as described in §3.5.3. We compare the throughput achieved by

the Linux MGLRU implementation with the cache_ext implementation. Table 3.5 shows the

relative performance for each YCSB benchmark (shown in §3.6.1), calculated as cache_ext

throughput over baseline MGLRU throughput. The two implementations perform very similarly,

with an average 1% throughput decrease.

Takeaway 6: cache_ext incurs relatively low overhead.
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YCSB A B C D E F Uniform Uniform R/W
0.97 0.99 0.96 0.98 0.98 0.99 1.06 1.05

Table 3.5: Relative performance of cache_ext vs. baseline MGLRU with YCSB. The harmonic
mean is 0.99, indicating a 1% slowdown on average.

3.7 Conclusions

This work explores the design of a new eBPF framework to implement custom eviction policies

in the kernel, enabling applications to choose a policy according to their needs and making the

latest caching research accessible to the kernel. We believe our work opens the door to explore

new dynamic page cache policies, such as exploring ML-based or more sophisticated application-

informed policies. Furthermore, recent efforts in the Linux community to support more complex

eBPF data structures could benefit cache_ext.
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Chapter 4: xPU-Shark: A new way to analyze uarch-scale performance

bottlenecks for ML accelerators

4.1 Introduction

As generative artificial intelligence (AI), is projected to become a trillion dollar market by

2032 [151], an increasing number of companies invest in developing ML accelerators. In addition

to the established chip designers, such as NVIDIA [152], AMD [153] and Intel [154], hyperscalers

like Google [155, 156], Meta [157], and Amazon [158, 159], startups like Cerebras [160], and

academic researchers [161, 162, 163] have also developed custom ML chips.

A complex ecosystem of tools have been built around these accelerators to support ML de-

velopment. High-level frameworks like TensorFlow [164], JAX [165], and PyTorch [166] allow

engineers to express machine learning models with simple APIs. These high-level models are then

translated into ML intermediate representations like MLIR [167] or OpenXLA StableHLO [168].

These mid-level representations provide a layer of indirection between high-level ML frameworks

and machine-level code, allowing compilers to target custom hardware from a reduced set of in-

termediate representations. These portable mid-level representations are then compiled into the

byte-code which runs on the ML accelerator. The development of each of these levels of ab-

straction requires a huge engineering effort, and inefficiencies introduced at any level can cause

performance degradation for the model. The companies that offer generative AI services are often

doing so at a massive scale (for example, the infrastructure to provide inference for Microsoft’s

Bing AI chatbot is estimated to cost $4 billion [169]), meaning that even a small degradation in

performance can lead to large capital losses. Some companies such as DeepSeek are even imple-

menting certain features directly in machine-code [170], showcasing the importance of low-level

optimizations.
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Because of the utmost importance of model performance, ML engineers need robust profiling

and optimization tools in order to squeeze the maximum performance out of accelerator hardware.

However, existing performance profiling tools fall short in analyzing low-level performance. Many

tools (e.g., Nvidia NSight Systems [171], Tensorboard [37]) provide coarse-grained metrics on the

high-level operations (HLOs) of the intermediate representation by leveraging the accelerator’s

performance monitoring unit (PMU). This is useful for revealing inefficient HLOs, but offers little

visibility into the interaction between the code and hardware. Moreover, the granularity of metrics

provided by the PMU is constrained by its buffer size.

Other tools focus on finding places in the code that cause hardware stalls by sampling program

counters (e.g., Nvidia CUPTI [35], Intel VTune [35]). However, the root cause for a stall can be

hard to connect to a specific stalling instruction, and thus knowing where the stalls happen offers

little insight on how to fix them. In addition, stall PC sampling requires hardware support which is

not always available. Another category of tools (e.g., NVBit [42], CUDAAdvisor [48], ValueEx-

pert [47]) are based on binary instrumentation, which records information about every low-level

instruction executed in the accelerator. While this information enables fine-grained analysis of

the software, it changes the hardware utilization characteristics at runtime. Finally, instrumenta-

tion typically requires re-compilation, which makes it hard to apply in a production setting where

models and code are constantly changing.

To fill this gap, we present xPU-Shark (xPU-Shark), a novel methodology to analyze the

microarchitectural efficiency of ML accelerators in the context of a hyperscalar datacenter. As

shown in Figure 4.1, xPU-Shark enables a “record and replay” style of profiling by recognizing

that a common artifact of the accelerator design process, a Golden Reference Model (GRM), can

be repurposed as an Instruction Set Architecture (ISA) level simulator. This methodology allows

the capture of fine-grained details for both the software (e.g., instruction dependencies, memory

accesses) and the hardware (e.g., compute units utilization, memory stalls). xPU-Shark first

uses a step debugger to capture traces from production deployments of our in-house ML models,

then replays them in a modified ISA-level simulator. We then use the data produced from the
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ISA-simulator to build a series of performance analyses, and automatically suggest performance

optimizations.

In this paper, we describe how we used xPU-Shark to optimize our large language models

(LLMs). First, we describe how xPU-Shark can help identify and visualize inefficient memory

transfers (DMAs). Second, we use xPU-Shark to analyze the utilization and fragmentation of our

accelerator’s data-cache and provide fine-grained instruction-by-instruction utilization information

for various compute units of our accelerators, enabling our engineers to reason about how their

code performs at the machine-code level. Third, we use xPU-Shark to analyze the dependencies

of each instruction to automatically suggest optimizations via instruction reordering. Although our

in-house LLMs are already highly optimized, xPU-Shark revealed several previously unknown

inefficiencies that amounted to up to 4.1% of token generation time.

In summary, we make the following contributions:

• We introduce xPU-Shark, a new performance analysis framework that leverages microar-

chitectural simulation to provide performance insights. To the best of our knowledge, xPU-Shark

is the first work that extends a microarchitecture simulator to tune performance on a specific

accelerator architecture.

• We implement xPU-Shark for our in-house accelerator and construct several performance

analyses based on the data we collect with it, which are very hard or impossible to implement

with existing tools. xPU-Shark revealed several inefficiencies in our LLMs, even though

they have been thoroughly optimized already.

• Using xPU-Shark’s suggestions, we optimize a common communication collective (All-

Gather) by 15% and decrease the generation time of our LLMs by up to 4.1%. These LLMs

are deployed at huge scale internally and each percent improvement in model serving leads

to significant savings in total cost.
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Figure 4.1: Overview of xPU-Shark.
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Figure 4.2: A toy example showing a coarse-grained vs fine-grained analysis. Many existing tools
provide coarse-grained information at the kernel or HLO level, while deep optimization requires a
fine-grained view.

4.2 Background and Related Work

In this section, we provide a brief overview of the ML software development landscape (§4.2.1).

We then discuss the growing need for optimizing accelerator performance and how profilers are a

crucial tool in doing so (§4.2.2).

4.2.1 ML Software Stack

High-level frameworks like TensorFlow [164], JAX [165] and PyTorch [166] provide simple

APIs for constructing ML models.High-level models are then translated into intermediate repre-

sentations like MLIR [167] and OpenXLA StableHLO [172]. The intermediate representation

is usually a computation graph consisting of higher level operations (HLOs), like “matmul” and

“transpose”. These mid-level representations provide a layer of indirection between the ML frame-

works and ML compilers [168, 173, 174, 175]. The compiler then uses these representations to
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generate accelerator code (e.g., CUDA kernels, PTX, SASS) in a process known as lowering.

Given the very high costs of deploying and operating AI infrastructure, there is a lot of work on

squeezing more performance out of existing accelerators. Performance experts focus on construct-

ing faster kernels through careful orchestration of the hardware and especially memory, via tech-

niques like FlashAttention and PagedAttention [176, 177, 178, 179]. Compiler engineers invent

new frameworks that expose greater control of the hardware, like Triton [180] and Pallas [181].

And at a cluster level, resource managers like Pathways [182] take ML workload characteristics

into account when making global scheduling decisions.

4.2.2 Profilers

To allow developers to debug and optimize their workloads, vendors and academics have de-

veloped a number of performance profiling tools.

Motivating Example. In Figure 4.2 we show a simplified example of an inefficiency which

would be hard to detect with current profiling tools. Existing tools present performance informa-

tion in a coarse-grained format, usually listing an operation (the HLO or kernel name, like “Custom

Fusion 1") and any aggregated statistics of interest (like runtime, FLOPS, or utilized memory band-

width). These tools show which operations have low performance, but do not provide the reasons

for low performance or clues on how to increase performance. In contrast, a low-level optimiza-

tion tool like xPU-Shark can offer deeper insight into each microarchitectural component of the

accelerator. In our example, the course grained analysis shows that the second custom fusion HLO

has lower than expected average FLOPS. We may also be able to see that hardware bandwidth

utilization can be improved which gives us some clue that the memory subsystem is responsible

for the low performance. The fine grained analysis gives the information we need to fully analyze

and fix the issue with our custom HLO. In Figure 4.2b we can see each memory transfer along

with detailed compute utilization metrics. We can see that the compute utilization is low because

the hardware is stalling when issuing DMA 3. We can also see that to fix the issue, we need to

issue the DMA earlier, preferably during or before the first custom fusion HLO (cross-HLO opti-
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mization). Finding opportunities for optimization across HLO’s is especially difficult with coarse

grained tools, as it is not clear how different operations interact from aggregated statistics. Here we

showed a simple example of how a fine grained view into the microarchitectural utilization of the

accelerator can make performance analysis much easier, and we now give an overview of existing

profilers and their capabilities.

PMU. Vendors typically provide hardware support to record performance events, the perfor-

mance monitoring unit (PMU), along with profilers that leverage it. The PMU has a number of

registers (performance counters) which can record performance events such as cache hits, or collect

statistics like cycles executed within a function. Profilers that use the PMU include Nsight Sys-

tems [33], nvprof [34], Intel VTune [35], AMD ROC-profiler [36] and Google Tensorboard [37].

More specifically, Nsight offers utilization metrics at the level of a CUDA kernel and Tensorboard

at the level of a HLO. These tools are usually lightweight and rely on the PMU to provide per-

formance metrics, which is constrained both in granularity, because of its limited buffer size, and

in variety, as it typically allows recording a limited number of performance counters simultane-

ously [38].

Program counter sampling. Besides the PMU, some vendors (e.g., Nvidia) provide program

counter (PC) sampling and stall attribution. PC sampling requires additional hardware support to

sample the program counter during execution. If the code is stalling at the time of the sample,

the hardware may also provide the reason for the stall (e.g., memory stall, synchronization stall).

Tools like CUPTI [39], VTune [35], HPCToolkit [40] and DrGPU [41] use PC sampling to collect

stack traces and their stall reasons, coalesce them and suggest optimization strategies. While this

approach can be useful for finding opportunities to improve performance, it has a number of disad-

vantages. First, it requires additional hardware to sample running code and attribute stall reasons

correctly, which is not available in all accelerators, including ours. Second, while PC sampling

can pinpoint various inefficiencies like memory transfer stalls, it does not show the root cause in-

struction. For instance, a stalled instruction waiting for a memory transfer is the symptom, not

the cause. Finally, it does not provide any information on how well the hardware is utilized, as it
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focuses on stalls and not on hardware utilization.

Instrumentation. Another category of tools use binary instrumentation to gain performance in-

sights on a more microscopic level, albeit with great overhead. Binary instrumentation engines

such as Nvidia NVBit [42], SASSI [43], Sanitizer API [44], Intel GTPin [45] and LLVM [46] can

change code at a very low level, so that every instruction can be recorded. This approach is used to

analyze the behavior of the software at very high detail. For example, VALUEEXPECT [47] traces

every load and store instruction to discover inefficient patterns in the data, like hidden sparsity or

repeated computation. CUDAAdvisor [48] traces memory accesses to reveal memory metrics such

as reuse distance. While these approaches are useful to explore the inner workings of a program

running on an accelerator, they offer no insight on how well the program is using the underlying

hardware, as instrumenting the program totally changes its execution characteristics which renders

the PMU useless. In addition, instrumentation typically requires re-compilation, which makes it

hard to use in the context of a hyperscalar where compilation is complex, while code and depen-

dencies change frequently.

Cross-cutting. Last but not least, some tools combine multiple techniques to provide a more

detailed performance analysis. GPA [52] combines PC sampling with instrumentation to detect

inefficient parts of the code, analyze their dependencies and suggest root causes. It is a powerful

optimization tool but does not provide specific optimization suggestions (i.e. move this instruction

here). In addition, it relies on hardware support for PC sampling, which is not available in every

accelerator, including ours. NVidia NSight Compute [33] is the most comprehensive tool we

know, analyzing CUDA kernels down to the PTX level, detecting instruction dependencies, and

warning of inefficiencies. However, it analyzes only one kernel at a time, misses Nvidia SASS-

level insights, and remains opaque due to its proprietary nature.
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4.3 Design Requirements

To get the best performance out of an accelerator, it is important to have good visibility of

how the software interacts with the hardware, at a fine granularity. Based on these observations,

we pose the design requirements for xPU-Shark as a series of questions that an ideal low-level

profiler should answer.

Q1 Are there optimization opportunities inside and across HLO boundaries? Higher level

performance analysis tools only present aggregate metrics for each HLO, even though data depen-

dencies often span HLO boundaries. Can a detailed analysis below this abstraction unlock new

opportunities?

Q2 What is the instantaneous utilization of individual microarchitectural units? ML work-

loads require heavy matrix and vector multiplications and manipulations which need to be carefully

orchestrated to achieve optimal use of the accelerator. Aggregated statistics can hide opportunities

to fully utilize the accelerator hardware.

Q3 Is our data-cache properly utilized to alleviate memory bottlenecks? Data-caches help

alleviate the memory bottleneck, and bridge the gap between relatively slow memory and incredi-

bly fast compute. Efficient use of the data-cache is perhaps the most crucial element of achieving

maximum performance.

Q4 Can the tool provide actionable insights? Performance analyses and visualizations can

help users better understand how the machine-code interacts with the hardware and spot inefficien-

cies. Existing tools can often point to general causes, but cannot suggest specific actions to fix

them.

In addition to these questions, we face several challenges in the context of a hyperscaler:
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C1 Use software, not hardware. Techniques like PC sampling help in pinpointing inefficien-

cies, but they require hardware support that is not available in all accelerators, including ours. We

want the solution to be implementable entirely in software, so that it can be applied immediately

to our entire accelerator fleet.

C2 Avoid recompilation. Many tools that analyze performance at the lowest level commonly

need model code to be compiled with special flags that instrument the resulting program. However,

large ML models often have complex compilation pipelines that are slow and hard to modify. In

addition, code and dependencies are constantly changing, making it harder to accurately recompile

production models.

4.4 Design and Implementation

xPU-Shark consists of an execution recorder, a replayer, and an analyzer (Figure 4.1).

The execution recorder (§4.4.1) uses the hardware step debugger to break in the middle of the

model execution and record traces of the machine-instructions executing the ML model. The traces

include the minimal architectural state and memory required to replay the execution from the mid-

point of the model we started recording from. The replayer (§4.4.2) is a modified existing ISA-level

simulator, which replays the execution trace and generates detailed raw microarchitectural metrics.

Lastly, the analyzer (§4.4.3) takes the raw generated metrics and performs various analyses to

pinpoint inefficiencies and provides a detailed view of the hardware utilization to the user.

xPU-Shark is entirely implementable in software, requiring only a step-debugger and a sim-

ulator, two pieces of software that are commonly co-developed with the accelerator ( C1 ). Most

importantly, xPU-Shark can be used to analyze any production model that already used in pro-

duction without requiring special recompilation ( C2 ). We have incorporated xPU-Shark in our

performance analysis workflow, which we describe in §4.4.4.

The rest of this section will focus on the design and implementation of the xPU-Shark sys-

tem, while the next section (§4.5) will dive deeper into the analyses developed with xPU-Shark
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and how they answer the questions we posed.

4.4.1 Execution Recorder

The first step for xPU-Shark is to capture the code running on the accelerator, along with any

architectural state required to replay that code. It is necessary to record the execution trace directly

from the accelerator, rather than taking the compiler output, as the code can contain conditional

executions and loops, and the contents of memory and registers are unknown at compile time.

An alternative to instruction traces might be to capture targeted performance traces using an

instrumentation engine. However, this would require recompilation ( C2 ), which we want to avoid

as it is both challenging in our environment, and we want to profile our models with their produc-

tion compilation settings. Instead, we take advantage of a step debugger to capture these traces.

Step debuggers. Step debuggers are a common software tool that is typically developed along

with any accelerator. A step debugger uses hardware support to set breakpoints in the machine-

code, which will pause the execution once the breakpoint address is hit. Users can then explore the

contents of the memory, registers, or execute the next instructions one at a time (single stepping).

Because it is such a fundamental tool, all major vendors that we are aware of offer a step debugger

for their ML accelerators (e.g., NVidia CUDA-gdb [183], Cerebras CSDB [184]).

We require the step debugger to provide three simple functions: a step function to execute

instructions one-by-one, read_memory and read_register functions to read memory and

registers respectively. To use the recorder, the user needs to specify a breakpoint at a location of

interest and how many instructions to record. Once the breakpoint is hit, the recorder uses the

step functionality of the debugger to execute and record instructions one-by-one. A sketch of the

recorder’s logic is shown in Algorithm 3. We’ll now briefly describe the intuition behind it.

Each instruction takes zero or more inputs from input registers, and can write to zero or more

output registers, or modify a memory region on the accelerator (e.g., in the case of a DMA). In

addition, some instructions (like DMAs) read directly from device memory. So, to accurately

replay an instruction, we need to know the contents of these input registers and memory regions.
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To naively capture this information, we must first record the entire contents of all memory regions

on the accelerator, as well as all registers that can be used as inputs to instructions. However, this

can make the trace file very large. As an optimization, we recognize that we only need to store

the contents of a register or memory region if those contents are first used as input (and not as

output) by a traced instruction. This is important to avoid recording intermediate results, which

will be reconstructed in the simulator and are unnecessary to capture. To avoid capturing this

unnecessary information, the recorder maintains a set of each instruction’s output registers and

memory region addresses, and then only saves each instruction’s input register contents or input

memory region contents if those contents had not been modified by a previous instruction.

Algorithm 3: Execution Recorder Algorithm
1 𝑅 ← ∅ {Set of used registers}
2 𝑀 ← ∅ {Set of used memory regions}
3 for 𝑖𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑖𝑜𝑛_𝑐𝑜𝑢𝑛𝑡 = 1 to 𝑁 do
4 Parse instruction input register IDs and memory region addresses.
5 Save READ_REGISTER(𝑟𝑖); ∀ input register 𝑟𝑖 ∉ 𝑅
6 Save READ_MEMORY(𝑚𝑖); ∀ input memory region 𝑚𝑖 ∉ 𝑀
7 Parse instruction output register IDs and memory region addresses.
8 𝑅 ← 𝑅 ∪ 𝑟𝑜;∀𝑟𝑜 ∈ Output register IDs
9 𝑀 ← 𝑀 ∪ 𝑚𝑜;∀𝑚𝑜 ∈ Output memory regions

10 Step instruction.
11 end for

4.4.2 Replayer

The second step in the xPU-Sharkmethodology is to replay the captured trace of the model in

a simulator and capture detailed metrics about the underlying microarchitecture of the accelerator.

This is realized by the replayer, a component based on an existing ISA-level simulator for the

accelerator.

xPU-Shark’s key insight is to reuse the already available hardware simulator of the accelera-

tor for the purpose of performance analysis. Hardware simulators, often called Golden Reference

Models (GRMs) , are an artifact of the integrated circuit design process, where they help validate

hardware design decisions before the final production [185, 186, 187]. These simulators imple-
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ment the full instruction set in software, accurately modeling the architectural state inside the

accelerator. Prior work has used simulators to try and evaluate Nvidia’s GPU performance [49, 50,

51, 188]. However, due to the proprietary nature of GPU architectures, these studies could only

approximate the actual design and exhibit significant errors. In our case, as both the vendor and

consumer of our in-house accelerator, we have access to a fully accurate simulator and can provide

a new perspective in using it for performance analysis.

The xPU-Shark replayer repurposes this artifact of the design process for performance anal-

ysis, by extending its capabilities to capture metrics. We add a component to the GRM simulator,

the performance tracker which tracks metrics of interest. The performance tracker is passed as

a dependency of the simulation, and registers callback functions with the modelled architectural

components. On performance events, such as a memory read, the GRM executes the callback to

the performance tracker, which records the event. When loading a trace, we first modify the mem-

ory and register state in the simulator to match the starting condition in our trace, then resume

the execution of the recorded instructions. The performance tracker collects performance event

information as the trace runs, which is finally saved to a metrics file for further analysis.

4.4.3 Analyzer

The third step in the xPU-Shark methodology is to analyze the captured events and metrics

from the replayer. Our analysis framework is extensible and can examine any microarchitectural

component which is modeled in our GRM Simulator. We briefly describe three sample analyses

here, with full detail and results in our evaluation (§4.5).

The focus of our first analysis is the DMA subsystem. Memory bandwidth is one of the most

precious accelerator resources and for this reason we want to understand how the model interacts

with system memory at a fine-grained level ( Q3 ). Using the replayer’s data, we construct a time-

line view of all memory transfers along with their stalls. Users can leverage the information from

this analysis to pinpoint inefficient DMAs. This analysis also reveals optimization opportunities

across HLOs, as it is often hard to hide the DMA latency within a single HLO, but possible by
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looking further ( Q1 ).

Our second analysis focuses on analyzing the fine grained compute and memory utilization.

Providing instruction-by-instruction utilization information can help developers reason about re-

source availability at every step of execution ( Q2 ) and debug low utilization of the hardware.

Finally we add an extension to xPU-Shark to track instruction dependencies of the machine-

code code in each trace. xPU-Shark can track all accesses to registers and memory locations

in the simulator, capturing the data dependencies across instructions. We can then use this depen-

dency information to automatically suggest which instructions can be issued earlier ( Q4 ). We

elaborate on how these analyses can be combined and provide valuable insights in §4.5.

4.4.4 Workflow

Finally, we describe where xPU-Shark fits in the performance analysis workflow. This work-

flow is a result of our experience using xPU-Shark to analyze the performance of several ML

models. It consists of 1) classic profiling to gather regions of interest, 2) recording a trace, 3)

replaying the trace in the simulator, and lastly, 4) analyzing and visualizing. We first collect

some initial profiling with our in house performance profiling tool, which has similar functionality

to Tensorboard [37]. This gives us a coarse-grained overview of performance and where potential

bottlenecks might be. We note the instruction addresses of any areas of interest to record with our

execution recorder (§4.4.1). To record the execution trace, we launch the execution recorder on

the accelerator host machine, which attaches to a local accelerator running the model and sets a

breakpoint for the target instruction address. Once the breakpoint is hit, the recorder takes over

and creates execution traces, which are then saved remotely. These traces are typically 100-600k

instructions long, which corresponds to a couple of model layers. These traces then serve as the

input to the replayer (§4.4.2), which replays the trace and outputs performance metrics. Finally,

the raw metrics are fed into the analyzer to perform the various performance analyses.

Note that so far we have been recording models in a sandbox environment, as setting a break-

point in a customer-facing model would introduce unacceptable latency. However there is no
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Model #Params #Accel Speedup
LLM-Small <10b N 1.0%
LLM-Medium 10b-100b 4N 4.1%
LLM-Big >100b 16N 0.14%

Table 4.1: Model descriptions. We evaluate three important in-house LLMs.

technical restriction that keeps us from attaching the recorder to an ML model running in produc-

tion.

4.5 Evaluating Models With xPU-Shark

Armed with xPU-Shark, we can now find out the answers to our research questions (§4.3).

First, xPU-Shark’s DMA analysis (§4.5.2) reveals that our models frequently incur unnecessary

stalls waiting for memory transfers to complete, because of ineffective DMA scheduling. Sec-

ond, xPU-Shark’s microarchitectural utilization analysis helps users debug issues that aggregate

metrics overlook, such as identifying the root cause of low compute utilization (§4.5.3). Finally,

xPU-Shark enables the user to reason about possible optimizations, by providing detailed infor-

mation about the data-cache utilization (§4.5.3) and the dependencies of each instruction (§4.5.4).

By assembling a complete view of the system, xPU-Shark is even able to automatically suggest

optimizations via instruction re-orderings.

4.5.1 Experimental Setup

We use xPU-Shark to investigate inefficient operations on three of our most important in-

house LLMs, shown in Table 4.1. Each model is compiled with our in-house compiler using

production configurations and deployed in the same topology as on production machines.

4.5.2 DMA Stall Analysis

We illustrate xPU-Shark’s effectiveness by describing a set of optimizations found using

xPU-Shark within the DMA subsystem of our accelerator. Memory size and bandwidth are
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critical for modern ML accelerators, especially as larger models become increasingly memory-

bound. To maximize memory utilization, we use xPU-Shark to analyze DMA performance and

uncover inefficiencies ( Q1 , Q3 ).

Background on DMAs DMAs are a mechanism used by ML accelerators to transfer data be-

tween high-bandwidth memory (HBM) and the various caches. In our accelerator, DMAs are

performed by an asynchronous DMA engine. They are controlled with two simple machine-code

instructions as shown in Figure 4.3. ISSUE will start a memory transfer and WAIT will block

execution (sometimes stalling) until the transfer completes. Figure 4.4 shows the lifetime of a

DMA. Once issued, a delay occurs before the command reaches the DMA engine for processing

and queuing. This delay, called base latency (𝑇𝑏), is constant and non-accumulative: when multiple

DMAs are issued in parallel, their base latencies are fulfilled simultaneously. Once the base latency

is fulfilled, the DMA waits until it reaches the start of the engine queue and starts transferring data

between the various memories. This delay is called the transfer latency, or 𝑇𝑡 , and depends on the

available bandwidth of the memories involved, the contention with other DMAs and the size of the

transfer. Data transfer on a single link (source-destination pair) cannot be parallelized. Given the

above, we can now examine the three scenarios that can happen for a DMA, as shown in Figure 4.4.

The first case is when the WAIT instruction comes before the base latency is fulfilled. In that case,

the DMA incurs stalls first because of the base latency, pictured as green, and then because of the

transfer latency, pictured as purple. The second case is when the WAIT instruction comes after the

base latency is fulfilled and the incurred stalls are only because of the transfer latency. The third

case is when the WAIT comes after the DMA has completed. In that case, we say the DMA has

"slack", as the WAIT can be moved earlier. Slack is denoted in gray with a cross pattern.

The DMA subsystem is a common source of stalls because ISSUE and WAIT instructions can

be difficult to properly schedule. In order to avoid incurring stalls, the compiler must insert enough

instructions between each ISSUE and WAIT, so that it can hide the DMA’s latency. This could be

very difficult or impossible, especially within the boundaries of a single HLO. Transfer stalls are
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ML Model Machine Code

ISSUE ⟨dma settings⟩
⟨other instructions⟩
WAIT ⟨dma_id⟩
⟨instruction using transferred
memory⟩

Figure 4.3: Example machine-code instructions for handling memory transfers in an ML model.
The ISSUE command starts the DMA, while the WAIT command blocks until it is complete and is
typically inserted close to the command that needs the memory. The compiler can hide the DMA
latency by inserting instructions between ISSUE and WAIT.

also difficult to predict since transfers may be predicated, exist across multiple chips, and share

limited bandwidth resources. We differentiate between these two types of stalls in our analysis to

help end users understand and remedy each scenario.

To construct the DMA analysis, xPU-Shark captures DMA ISSUE and DMA WAIT in the

replayer as it replays the trace. Then, given these events and the specifications about the transfer

speeds of various memories, xPU-Shark can simulate these transfers and flag which ones will

stall the program. xPU-Shark then plots the transfers in a timeline plot, highlighting the stalled

parts. The goal of this analysis is to visualize DMAs in an intuitive way and clearly show areas of

potential improvements.

Collective Operations Optimization

Collective operations (like All-Gather, All-To-All, etc.) are fundamental operations for dis-

tributing a model across accelerators [173, 189, 190]. In this section, we describe our experience

using xPU-Shark to profile and optimize an important communication collective, All-Gather,

reducing its runtime by 15%.

We began our analysis by using our existing in-house start-of-the-art profiling tool to look at

one of our most used models (LLM-Small). We observed that during generation for this model,

the All-Gather operation was 13.3% of total runtime. Our existing tool also reported that roughly

40% of All-Gather execution time was spent stalling on DMAs. Beyond this information, we did
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Figure 4.4: Lifetime of a DMA. A DMA is comprised of a base latency (constant) and a transfer
latency (variable). DMAs begin with the ISSUE command. If the DMA has not completed by the
time the WAIT command executes, the accelerator will stall until the DMA completes. We high-
light three distinct scenarios. (1) WAIT comes before the base latency is fulfilled. The DMA incurs
stalls first because of the base latency (green) and then because of the transfer latency (purple). (2)
WAIT comes after the base latency but before the transfer latency is fulfilled. The DMA incurs
stalls only because of the transfer latency (purple). (3) WAIT comes after the DMA finishes. The
time between the DMA completion and the WAIT is slack (gray cross pattern).

not know what memory channels these stalls were coming from, what data was being transferred,

or whether the stalls could be eliminated.
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Figure 4.5: All-Gather DMA Pattern. Memory accesses are performed in two phases, the setup
phase, and data transfer phase. Dependencies for the setup phase are shown with red arrows. These
dependencies were manually discovered by reading the machine-code, a laborious process.

Using xPU-Shark, we capture a trace of 100,000 instructions for LLM-Small, and replay it on

our modified ISA-simulator. The DMA stall analysis in Figure 4.5 shows most stalls happen in the

first nine DMAs. These stalls are mainly due to base latency (shown in green), not transfer latency

(shown in purple), as the data transferred is small. The transfers go from HBM to the data-cache.
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We identify two optimization strategies. The first strategy is to issue these DMAs in parallel, if

possible, since base latencies can be parallelized in our DMA engine. Manual dependency analysis

of the machine-code shows the DMAs form three groups. Each group has an initial DMA, followed

by two dependent DMAs. Issuing the three initial DMAs in parallel, then the remaining six in

parallel, would reduce stalls by a factor of three. The second strategy requires more knowledge

about how the All-Gather is implemented. The first nine DMAs are part of the operation setup

phase, in which the addresses of other nodes in the topology are loaded. These addresses are then

used as destinations for the DMAs in the subsequent data transfer phase. Since these addresses

typically use a small amount of memory, especially with smaller models, our insight is that they

could be permanently pinned in the data-cache. This would completely remove the need for the

setup phase DMAs, eliminating the stalls they incur. However in larger models, where topology

sizes are larger, pinning the node addresses in memory may consume too much data-cache memory.

After concluding our analysis, we worked with internal developers to optimize the collective.

Our internal compiler team opted to implement the second approach (pinning the node addresses

in memory), because of its lower implementation complexity. The optimized code reduced the

runtime of the All-Gather operation by 15%, as shown in Figure 4.6. In terms of end-to-end

runtime, it improved generation latency by 4% in LLM-Medium and 1% in LLM-Small, as shown

in Table 4.1. LLM-Big’s improvement was a smaller 0.14%, highlighting the trade-off of the

second approach. We are in the process of implementing our first approach (parallelizing setup

phase DMAs), which is expected to perform better on larger models.

In conclusion, we used xPU-Shark to diagnose and optimize several important collectives

operations in our in-house LLMs. Our existing state-of-the-art internal tools could only tell us

that these operations were stalling, but could not provide the actionable insights that were obvious

with xPU-Shark. Because these collectives operations are so crucial to LLM performance, our

optimization lead to a realized improvement in end-to-end performance for our models. Every

percent improvement in model serving leads to significant savings in total cost to run our models.
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Figure 4.6: Reduction in runtime for the All-Gather collective operation after eliminating unnec-
essary DMAs. Runtime is normalized to the median value before optimization.

4.5.3 Detailed Microarchitectural Utilization

ML accelerators include an assortment of compute units (e.g., matrix unit, vector unit, scalar

unit) and memories (e.g., HBM, data-cache). Underutilization in any of these units is an oppor-

tunity for further optimizations. Existing tools like Google’s Tensorboard provide coarse-grained

metrics about higher level functions. While an aggregated utilization is useful as a measure of

performance, it does not give developers a a full picture of how the accelerator is used or, more im-

portantly, what could be changed. In this section, we show how xPU-Shark’s detailed hardware

utilization analysis enabled us to improve the runtime of a compute-heavy operation by 70%.

Compute Unit Utilization

To aid users in maximizing utilization of the compute units in an accelerator, we would like

to provide them with a view of how the model interacts with the hardware at very high detail.

Thanks to its use of a hardware simulator, xPU-Shark can reveal how well the model utilizes the

compute units at single cycle granularity. To understand how this can assist users, we provide an

example of debugging low utilization of the matrix multiplication unit (MU) in a real model1.

Figure 4.7 shows xPU-Shark’s analysis for a model section that exhibits low compute uti-

lization. Our high level tool simply reports a low compute unit utilization, making it hard to dig

deeper into the root cause. In contrast, xPU-Shark’s analysis directly points out the problem.

1Examples of matrix multiplication units include the MXU for Google TPUs and the TensorCore for Nvidia GPUs.
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Figure 4.7: xPU-Shark can make it easy to diagnose low matrix multiplication utilization. We
annotate the completion of each DMA, and the corresponding cycle on the MU utilization (Fig-
ure 4.7b). We see that the matrix multiplier is waiting on data transfers, resulting in low utilization.
At the same time, the data-cache has enough is not fully utilized, so we might be able to prefetch
more data.

First, Figure 4.7b shows the utilization of the matrix multiplication unit, the main workhorse of

the accelerator. We see an intermittent pattern of computation and data transfer, indicating that the

problem is caused by some other component bottlenecking the flow to the MU. We can immedi-

ately spot the problem by using xPU-Shark to look at the memory subsystem (Figure 4.7a). The

high utilization coincide with DMA completions and the zero utilization spots coincide with the

DMA stalls. The current DMA schedule is not feeding data to the matrix unit fast enough.

We see how an issue that was opaque before now becomes clear to the user, who can reason

about optimizing it. A straightforward path from this finding would be to prefetch more aggres-

sively before the chain of matrix operations begins. However, this requires reasoning about the
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Figure 4.8: Figure 4.8a shows the percentage of data-cache space which is unused, and the percent-
age which is unused and contiguous. The largest contiguous region is consistently much smaller
than the total unused portion. Figure 4.8b is the data-cache fragmentation analysis. The total mem-
ory space is divided into pages, where each read and write is tracked. Pages are then grouped into
“buckets” of 256 pages. Each bucket is a horizontal line in the plot and its color denotes the number
of used pages in the bucket for each cycle. We see considerable fragmentation of our data-cache,
which is critical for performance.

availability of data-cache at that point in time. Because xPU-Shark also allows us to track this

information, we can investigate data-cache utilization (plotted in Figure 4.7c), and we see that

there is sufficient room in our data-cache to prefetch our data. Finally, by manually analyzing the

machine-code code, we conclude that these DMAs dependencies allow them to be issued earlier.

With this information, we consulted with our internal compiler team to implement the prefetching,

lowering operation runtime by 70% and increasing MU utilization.

Memory and Data-Cache Utilization

In our previous example, we showed how examining the overall utilization of the data-cache

can help users make decisions about data prefetching. However, xPU-Shark can analyze the

data-cache at a much finer grained level, enabling developers to not only look at overall utilization

but also cycle by cycle memory usage and fragmentation.

89



Background on the data-cache The data-cache is a relatively small, fast cache that stores vec-

tors that can quickly be loaded into the matrix multiplication units. The data-cache bridges the

slow HBM with the fast compute capability of the accelerator, making it crucial to model perfor-

mance. The data-cache and memory allocations are static and managed by the compiler during

the compilation process. However, because of predication and loops, it is hard to reason about

the exact data-cache use at each point of the program. Moreover, a challenge with these memory

allocation techniques is fragmentation. It is not enough to have a large on-chip memory, there also

must be a contiguous region available as a target for memory transfer.

By using a hardware simulator, xPU-Shark can precisely track usage of the data-cache by

tracking reads and writes on data-cache pages. A page is counted as “used” if it is read by an

instruction after being written. If a page is brought in from HBM to the data-cache and the page

is not read in subsequent instructions then that page is tracked as “unused”. We are only able to

track these categories as long as our simulation runs, so theoretically if a page is read after the

simulation ends, our analysis would miss that read. However, our simulations typically run for

hundreds of thousands of cycles. A memory transfer should be read within that period, and if a

page is transferred but not used for tens or hundreds of thousands of cycles, that is an inefficiency

in the model.

The data-cache fragmentation analysis is shown for a production LLM in Figure 4.8. The

total data-cache space is divided into 128 “blocks”, each of which contain 256 pages. The heatmap

information shows how many pages were used within each block. In Figure 4.8a, we show both the

percentage of unused memory, and the percentage of memory occupied by the largest contiguous

region. The total portion of unused memory varies between approximately 20% and 80%, however

the largest contiguous unused space is consistently less than this. In this trace, the median unused

space is 47% of the total space, and the median contiguous block is only 25% of the total space.

These results show that the data-cache space can be used more efficiently.

Beyond model developers, this analysis provides compiler engineers with a unique insight into

data-cache utilization at the lowest level. Memory allocation is done by the compiler and relies
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on finely-tuned heuristics. Compiler engineers often evaluate memory allocation techniques on

models that quickly become outdated and don’t have a way to gain insight into the way these

heuristics are affecting the latest production models. xPU-Shark offers a new way of debugging

these complex compiler subsystems that wasn’t possible before.

4.5.4 Dependency Analysis

In the previous examples, we demonstrated how xPU-Shark’s fine-grained analysis can iden-

tify inefficiencies. However, it’s difficult to differentiate between poor performance which is ac-

tually unavoidable due to dependencies, and poor performance which can be eliminated through

alternative schedules. So far, we tackled the issue by manually going through the machine-code

and discovering dependencies, which is a labor intensive and error prone process. Automating the

discovery of these dependencies would not only alleviate the need for users to manually analyze

complex machine-code code but also enable xPU-Shark to autonomously propose optimizations

through alternative instruction scheduling. In this section, we present how xPU-Shark imple-

ments dependency tracking and leverages this information to enhance the effectiveness of our

existing analyses.

There are two ways to do dependency analysis: static and dynamic. While static analysis can

be done by the compiler, a static implementation will be missing key information about runtime

behavior, such as predication, which limits its usefulness. xPU-Shark implements dynamic de-

pendency analysis, using the GRM simulator to discover instruction dependencies as it replays

the trace. Instruction dependencies can be registers (e.g., for arithmetic instructions), data-cache

locations (e.g., for load/store instructions) or even HBM locations (e.g., for DMA instructions).

To discover instruction dependencies, xPU-Shark traces all accesses to registers, data-cache and

HBM in the simulator. When an instruction reads from a register or piece of memory that was

previously written by another instruction, then those instructions have a dependency. With this

information, xPU-Shark knows the exact dependency graph between instructions.

One use case for this analysis is to reason about rescheduling DMAs. The way DMAs are
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typically issued is to load some information about the DMA metadata from HBM. This metadata is

put in registers and may be transformed before being used as input to the DMA instruction. These

transformations are typically lightweight and they occur close to the DMA issue instruction. If

we only track when a DMA instruction’s immediate input registers as dependencies, then in many

cases the dependencies will be flagged as “fulfilled” immediately preceding the DMA. However,

our insight is that as long as any transformations on the DMA metadata are lightweight, we can

move the DMA ISSUE and any transformation instructions as early as when the data is ready in

the data-cache. We call this method of dependency accounting “relaxed”, illustrated in Figure 4.9.

In the conservative model, an instruction depends on its input registers. In the relaxed model,

an instruction depends on the DMA that brought its inputs, propagated through dependencies,

to memory. For DMA instructions, it is better to use the relaxed model to reason about their

dependencies.

Instruction

InstructionInstruction

Register Register

DMA WAIT

Data-
Cache

Relaxed

Conservative

Figure 4.9: Different models of dependency tracking. In the conservative models, an instruction
depends on the immediate instructions that shape its input. In the relaxed model, dependencies are
propagated until the dependent memory is in the data-cache.

Using the generated dependency graph, xPU-Shark can display this information to the user,
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allowing them to reason about alternative schedules that eliminate stalls by reordering instruc-

tions. We illustrate the power of xPU-Shark’s dependency tracking by applying it to the example

shown above, where we had to manually discover dependencies by reading machine-code code.

Figure 4.10 shows the DMA analysis with dependency information overlayed. Dependencies are

visualized as “backtails” for each DMA, indicating how far back we can start it based on the re-

laxed model. The user can see that all DMAs can be issued earlier in time and thus prefetching is

a viable optimization strategy.
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Figure 4.10: Example dependency analysis with xPU-Shark, showing the DMA analysis of
section 4.5.3 with dependency information overlayed as "backtails". Thanks to that, the user can
immediately conclude the DMAs can be issued earlier, without needing to manually analyze the
machine-code.

Autonomous Optimization Suggestions By combining the various analyses presented so far,

xPU-Shark can reason about inefficient DMAs, check if alternative schedules are possible and

flag them for further investigation. An outline of this logic is shown in Algorithm 4. We examine

each DMA separately. If the DMA does not have stalls, we have nothing to suggest. Otherwise,

we first check how far we can push the DMA based on its dependencies. Specifically, we would

like to push it back at least as many instructions as stall cycles, to eliminate those stalls. Second,

we check if the data-cache has enough contiguous memory available to accommodate the DMA,

using the analysis from Section 4.5.3. If these two conditions are true, then we suggest a DMA

reordering to eliminate stalls. This algorithm successfully discovers and suggests the optimizations

from the two examples we showed.

In conclusion, dependency analysis enables xPU-Shark to both aid the user in reasoning
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Algorithm 4: Automatic optimization suggestion algorithm
1: for each DMA operation do
2: if not stalled then
3: continue
4: end if
5: 𝑝𝑢𝑠ℎ_𝑙𝑖𝑚𝑖𝑡 ← DMA dependency distance
6: 𝑚𝑒𝑚𝑜𝑟𝑦_𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 ← (contiguous data-cache ≥ 𝑑𝑚𝑎 size)
7: if push_limit > stall_duration and memory_available then
8: Suggest reordering
9: end if

10: end for

about what optimizations are possible, as well as automatically suggest them.

4.5.5 xPU-Shark’s Overhead

Since xPU-Shark traces every instruction in an ML model and replays it in a microarchi-

tectural simulator, the overhead is high. Thus, a key concern is whether xPU-Shark captures

enough of the model’s execution or zooms in too narrowly, missing context.

Currently, xPU-Shark records 400 us of model execution, covering multiple layers. The

snapshot size is about 100MB. The end-to-end process takes around 2 minutes, but can be easily

optimized to under a minute. Given the model’s self-similarity, capturing a few layers across differ-

ent modes (i.e. prefill, decode) provides sufficient performance insights. Overall, xPU-Shark’s

overhead is manageable, with potential for further optimization.
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Chapter 5: Rosé: Flexible Replication With Strong Semantics

For Partitioned Databases

5.1 Introduction

Replication is a ubiquitous technique used by database systems to improve durability and avail-

ability, as well as read latency by creating copies of the data geographically closer to the users.

Asynchronous primary-backup replication is a widely used form of replication [191, 70, 192, 193,

194, 195] in which a designated primary replica-set executes and commits all transactions locally,

and asynchronously sends the transaction writes to a set of backup replicas which then apply the

writes to independently reconstruct the primary’s state. Since writes need only be acknowledged by

the primary (which is typically contained within a single zone or region), this technique achieves

excellent write latency, but is prone to losing recent data if the primary replica fails (e.g. due to

a datacenter or region-wide outage). The wide adoption of this technique in practice shows that

many users and applications find that trade-off acceptable.

A desirable property in primary-backup replicated systems is monotonic prefix consistency [191],

where each backup replica exposes a progressing sequence of the primary’s recent states. This en-

sures that if failover has to happen, the backup replica that is promoted to become the new primary

is going to be in a consistent state. In other words, while durability can be compromised during

fail-over, all the other ACID properties would still be maintained, helping preserve application in-

variants. It also means the backups are able to serve consistent (albeit potentially stale) snapshots

to read-only transactions.

Monotonic prefix consistency is relatively straightforward to provide in unpartitioned database

systems with a single log. However, in partitioned systems each partition has its own log and

is typically replicated independently. Thus, even if the replication of each partition preserves
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monotonic prefix consistency, the overall state of the backup can be inconsistent and undefined.

Consider the following example to illustrate the issue: Suppose a committed transaction T wrote a

key 𝐾1 in partition 𝑃1 and a key 𝐾2 in partition 𝑃2. It is possible, due to differences in replication

pace, that the write for 𝐾1 is replicated to the backup partition 𝑃1 while the write for 𝐾2 is not yet

replicated to the backup partition 𝑃2. In this case, an operation executing at the backup that reads

𝐾1 and 𝐾2 would only observe a part of T, breaking atomicity.

We know from experience and from speaking with many developer teams that dealing with

fail-over during disaster recovery in such cases often requires performing complicated consistency

checks and repairs on the database. Since the occurrence of such disasters is rare, regularly per-

forming drills to exercise and validate the code and recovery processes is usually required. Fortu-

nately, many modern systems that support global consistency across partitions also offer the ability

to restore a cluster to a consistent point-in-time snapshot [196, 58] which simplifies this process.

However, the process remains time consuming, and the systems offer no guarantees on how far

behind the consistent point-in-time snapshot on the asynchronously replicated backup can be. In

addition, failover often causes degraded performance on the newly promoted the primary, due to

the need to clean up data newer than the latest replicated snapshot.

Our work in this paper addresses the limitation of asynchronous primary backup replication in

partitioned databases by designing a novel replication scheme that preserves the desirable proper-

ties of monotonic prefix consistency, while enabling a flexible, fast and efficient fail-over process,

and bounds the replication lag to the backup as long as it is up. First, we observe that many dis-

tributed database systems already have support for globally consistent, serializable snapshot reads.

Since these snapshot reads can span multiple partitions, the system must already have a notion of

a global snapshot, which can be based on real time [59], hybrid logical clocks (HLC) [58, 196]

or epochs [197, 198]. These snapshots can serve as a natural extension of monotonic prefix con-

sistency to partitioned databases: the (externally visible) state of the backup should always be a

globally consistent snapshot of the primary. Second, we propose a backpressure-based mechanism

that effectively caps replication lag while maintaining high availability. Third, we tackle the core
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problem of degradation after failover by separating the replication of the write-ahead log (WAL)

entries from their application in the partition’s key-value store. WAL entries are replicated liberally

but only applied in a coordinated fashion, up until the latest fully-replicated snapshot. Finally, we

integrate Rosé with Chablis and evaluate several aspects of the protocol.

5.2 Background and Related Work

In this section, we first provide a brief overview of replication techniques (§5.2.1) and how

Rosé fits in this landscape. Then, we provide some minimal background of Chablis [198], in order

to later describe its integration with Rosé (§5.2.2).

5.2.1 Replication

Distributed databases seek to support high-availability and durability, such that when some

servers fail, data is not lost and the rest of the servers can continue providing the db functionality.

These objectives are commonly satisfied using replication. Replication can be broadly categorized

as (1) synchronous and (2) asynchronous.

Synchronous replication ensures strong consistency by requiring that transactions do not com-

mit until their writes have been replicated across all designated replicas. This approach is well-

suited for single-region deployments where fast network connectivity minimizes overheads, but be-

comes problematic for cross-regional replication where network delays significantly inflate trans-

action latency. Two primary approaches dominate the landscape: state machine replication and

primary-backup protocols. State machine replication, exemplified by consensus protocols such

as Paxos [53] and Raft [54], integrates consensus and replication into a unified protocol, offering

very high availability guarantees at the cost of resource efficiency. In contrast, approaches like

simple primary-backup, chain replication [55], GFS, CRAQ [56], and Hermes [57], rely on fixed

replica sets with specific role assignments coordinated by an external consistent service, trading

some availability for improved resource efficiency. Modern distributed databases such as Cock-

roachDB [58] and Spanner [59] often employ synchronous replication across regions to support
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cross-region durability and availability. However, this design choice imposes a substantial latency

penalty on all transactions, even those whose write-sets exhibit strong regional locality. This high

latency compounds into increased lock contention and higher abort rates, particularly for transac-

tions involving frequently accessed keys.

5.2.2 Chablis

Chablis is a scalable, geo-distributed, multi-versioned transactional key-value store that sup-

ports low-latency read-write transactions within a region and globally consistent, strictly-serializable,

lock-free snapshot reads. Its architecture is shown in Figure 5.1 and consists of the following com-

ponents:

• RangeServer: Each RangeServer is responsible for managing specific ranges or partitions

of the key space and implements both 2-phase-locking and 2-phase-commit protocols while

remaining mostly stateless. The RangeServer persists transaction data in a write-ahead log

(offered by a separate WAL Service) through prepare, commit, and abort operations. In

addition, it asynchronously applies these operations to a Key-Value Service, which fast read

access, and occasionally trims the WAL. The WAL Service and Key-Value Service can either

operate as separate services or be co-located on the same node depending on the deployment

configuration.

• Warden: The Warden component is responsible for assigning ranges to individual Range-

Servers and continuously monitors the health of RangeServers through a heartbeat mecha-

nism to ensure system reliability and proper load distribution.

• Epochs: Chablis achieves transaction serialization through the use of epochs, which pro-

vide a global ordering mechanism between transactions such that transactions in epoch 𝑒𝑖

are guaranteed to have occurred before transactions in epoch 𝑒 𝑗 when 𝑒𝑖 < 𝑒 𝑗 . While this

epoch-based approach enables Chablis to deliver superior performance and strict serializabil-

ity without requiring specialized hardware such as atomic clocks, it also means that global
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ordering is only well-defined at epoch boundaries. Transactions read the current epoch from

regional epoch publishers during the 2-phase commit process, while a global epoch service

periodically advances the epoch across all regions, thereby enabling fast regional writes and

global strictly-serializable lock-free snapshot reads.

Region 1

RangeServer
(Partition P1)

WAL Service Key-Value Service

Epoch Publisher

Global Epoch Service

Legend

Async Data Path

Sync Data Path

User

Warden

Control Path

Figure 5.1: Chablis architecture.

5.3 Challenges

Rosé addresses the following challenges arising from the problem of asynchronous replication

in partitioned databases:

• Bounding Replication lag: Asynchronous replication acknowledges writes before remote

replicas persist them, so lag is unavoidable; when that lag grows too large it exposes users to

stale data and undermines failover.

• Minimizing Time to Recovery: In synchronous schemes, every replica already has a com-

plete, identical log, enabling near-instant failover. With asynchronous replication, partitions
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may advance at different rates, which leads to accumulation of unusable data on failover. For

example, if partitions 𝑝1 and 𝑝2 have replicated changes up to times 𝑡1 and 𝑡2 with 𝑡1 < 𝑡2,

then a failover can rely only on state up to 𝑡1 and discard all updates with 𝑡 > 𝑡1. Thus,

uneven progress can inflate downtime and/or decrease performance after failover.

5.4 Rosé Protocol

Rosé is an asynchronous primary-backup replication protocol for geo-distributed partitioned

databases, shown in figure 5.2 It provides strong consistency guarantees (i.e. monotonic prefix

consistency) at the secondary by integrating with a database’s existing notions of time (§5.4.1). As

with any asynchronous protocol, Rosé trades durability for increased performance during normal

operations. However, Rosé takes a principled approach (§5.4.2 to cap replication lag, through

a queue-based backpressure mechanism. This way, Rosé limits the maximum amount of data

that could be lost in the event of an regional outage. Finally, Rosé tackles the problem of quick

and performant failover by applying replicated entries in a coordinated fashion across the backup

cluster, ensuring that all backup replicas make equal progress and don’t accumulate potentially

invalid data (§5.4.3).

Primary Region Secondary Region

Partition P1 Partition P1

Partition P2 Partition P2

WAL: t1

WAL: t2

KV:
min(t1,t2)

KV:
min(t1,t2)

Q1

Q2

Data: ...
Time: t3

Message

Data: ...
Time: t4

Message

Figure 5.2: Rosé overview.
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5.4.1 Maintaining Monotonic Prefix Consistency

Many distributed database systems already provide globally consistent, serializable snapshot

reads as a core feature. To enable cross-partition snapshot queries, these systems necessarily

maintain a coherent notion of global snapshots, implemented through various ordering mecha-

nisms including real-time ordering [59], hybrid logical clocks (HLC) [58, 196], or epoch-based

approaches [197, 198]. This existing global snapshot infrastructure presents a natural foundation

for extending monotonic prefix consistency to partitioned database environments: backup replicas

should maintain externally visible state that corresponds to globally consistent snapshots of the

primary system at all times. Since we are integrating Rosé with Chablis, we will use epochs as our

measure of time. However, any of the aforementioned methods would work as well.

Based on this observation, we can construct a minimal asynchronous replication protocol that

provides monotonic prefix consistency. Each primary partition sends transaction write-sets, in in-

creasing order of epochs (WAL order), to the corresponding backup partition. Correspondingly,

each backup partition receives committed transactions and applies them to reconstruct the pri-

mary’s state. In the meantime, the component responsible for cluster management at the backup

region tracks the latest fully applied epoch 𝑒𝑖 at each partition 𝑃𝑖, which can be piggybacked on

existing health checks. The most recent snapshot that can serve reads at the backup corresponds

to the minimum epoch of all partitions, 𝑒𝑠𝑛𝑎𝑝𝑠ℎ𝑜𝑡 = 𝑚𝑖𝑛(𝑒𝑖). As the snapshot epoch 𝑒𝑠𝑛𝑎𝑝𝑠ℎ𝑜𝑡

advances monotonically, the backup provides monotonic prefix consistency for reads.

5.4.2 Bounding the Replication Lag

Rosé’s Mechanism

Replication lag, defined as the number of transactions that have not yet been replicated from

the primary to the backup, represents a fundamental challenge in asynchronous replication sys-

tems. For example, a partition 𝑃𝑖 where the primary operates at epoch 𝑒𝑝𝑟𝑖𝑚𝑎𝑟𝑦,𝑖 and the backup

at epoch 𝑒𝑏𝑎𝑐𝑘𝑢𝑝,𝑖, the replication lag is 𝑟𝑒𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑙𝑎𝑔𝑖 = 𝑒𝑝𝑟𝑖𝑚𝑎𝑟𝑦,𝑖 − 𝑒𝑏𝑎𝑐𝑘𝑢𝑝,𝑖. Excessive repli-
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cation lag has proven to be a significant operational concern for asynchronous databases, caus-

ing both operational burden and system outages. In partitioned database environments, repli-

cation lag becomes particularly problematic because backup data remains useful only up to the

snapshot epoch, as defined in §5.4.1. The effective replication lag across the system is thus

𝑒 𝑓 𝑓 𝑒𝑐𝑡𝑖𝑣𝑒_𝑟𝑒𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑙𝑎𝑔 = min(𝑟𝑒𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑙𝑎𝑔𝑖) = min(𝑒𝑝𝑟𝑖𝑚𝑎𝑟𝑦,𝑖 − 𝑒𝑏𝑎𝑐𝑘𝑢𝑝,𝑖). This for-

mulation reveals a critical vulnerability: during failover scenarios, partitions that have progressed

beyond the snapshot epoch contain data that becomes effectively useless and must be cleaned up

before promotion to primary status. Consequently, the progress of all partitions becomes inter-

dependent, as a single stalling partition can compromise the durability guarantees for the entire

database.

Rosé proposes a backpressure-based mechanism that effectively caps replication lag in dis-

tributed partitioned databases, while maintaining availability. Rosé maintains a bounded queue of

size 𝐿 for each partition to track outstanding transactions, employing push-based replication where

the primary actively propagates changes to backups while monitoring replication progress across

all partitions. When any partition’s queue reaches capacity, writes are throttled for that specific

partition. This maintains a very desirable property: straggler partitions only affect themselves but

at the same time avoid accumulating an ever-increasing backlog that keeps the backup constantly

behind. Furthermore, this gives Rosé has an effective way to detect straggler partitions so it can

take actions to mitigate them such as migrating them to faster or less loaded servers. We will

show that Rosé provides enhanced availability during normal operation and at worst similar to

synchronous availability under network outages.

Availability Proof

We will show that Rosé’s availability is at worst as much as synchronous replication. Assume

a distributed database with partitions 𝑃1, ...𝑃𝑛, queue sizes 𝐵1, ..., 𝐵𝑛 and queue limit 𝐿 under a

primary-backup replication setup and transactions 𝑇1, 𝑇2, ..., 𝑇𝑚 issued in that order. First, we’ll

show that in the case of a single partition, the accepted transactions of Rosé are a strict superset
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of the accepted transactions for synchronous replication. Initially, any transaction accepted by

synchronous replication must also be accepted by Rosé without accumulating backlog. Transaction

that aren’t accepted by the synchronous scheme are accepted by Rosé initially, while 𝐵 < 𝐿. Once

𝐵 = 𝐿 and a new transaction appears, there are two possible outcomes. If the transaction is rejected

by the synchronous scheme, it is also rejected by Rosé. If it is accepted, it means the link to the

secondary is up and a slot can be cleared in the queue, so that there is space for the new transaction.

We account for this case by waiting for some timeout 𝜃 when the queue is full. Similarly, the same

point holds for multiple partitions.

A key issue in this scheme is that replication lag can grow arbitrarily large if a partition is com-

pletely down. For example, a partition may accept a write at 𝑒𝑖 and then go down for an arbitrarily

large amount of time, preventing the snapshot epoch at the backup from advancing. Luckily, parti-

tions are already replicated and highly available inside the region, so the odds of a partition being

completely down for a long time is extremely unlikely. More specifically, assuming a standard

replication factor 𝑅 = 3 and considering that we care about read availability for replication,

Pr[single partition unavailable] = Pr[all replicas down]

= Pr[replica node down]𝑅

Assuming a 99.9% availability for a single node, any single replica will be available 99.9999999%

of the time. Thus, the probability of a persisting stalled partition is practically infeasible.

Important Details

A robust and performant implementation is crucial to our backpressure design, so that writes

aren’t throttled just because the backup can’t keep up. For this reason, we match the parallelism

of the primary and backup using the C5 algorithm [191]. In addition, 𝐿 is an important hyperpa-

rameter to tune, which will be different for each user. It should be high enough to utilize the full
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network bandwidth and also absorb normal load and temporary spikes, only triggering in genuine

edge cases. At the same time, it should match the user’s desired durability guarantees. Finally,

in the event of a prolonged outage or loss of the backup region, we assume that an administrator

or an external system monitoring uptime of the respective cloud will disengage the backpressure

mechanism to restore availability if needed.

5.4.3 Minimizing Time to Recovery

As elaborate in §5.4.1, data at the secondary is only useful up to the snapshot epoch, which is

the minimum replicated epoch across all partitions. This means that in the event of an outage, the

backup cluster needs to restore every partition to that minimum epoch before it can be promoted to

primary. So while a synchronously replicated backup would be immediately eligible for promotion,

failover in asynchronously replicated partitioned databases presents this significant challenge. A

straightforward way of restoring the backup would be to delete all records that were written after

the desired snapshot time, albeit at the cost of inflating time to recovery. To work around this

limitation, databases like Yugabyte have designed complex recovery schemes that can start serving

requests immediately, while deferring clean up to background operations. However, these schemes

still suffer from degraded performance after failover, as we will explain below.

Yugabyte: An example from industry

Yugabyte is a distributed partitioned database that uses a modified version of RocksDB to store

its data on each node. It supports consistent asynchronous primary-backup replication through

xCluster replication, which is pull-based unlike Rosé. It supports instant failover by deeply in-

tegrating with its underlying MVCC storage engine, RocksDB. RocksDB uses an LSM tree to

organize key-timestamp-value data, as shown in figure 5.3. The LSM tree consists of many levels

and each level contains several SST files, while each SST file contains a metadata block and sev-

eral data blocks containing key-timestamp-value tuples. To support fast failover, Yugabyte extends

RocksDB and stores an extra piece of information in each SST file’s metadata block: the maximum
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timestamp contained in the file, shown as 𝑚𝑎𝑥_𝑡𝑠. To rewind the partition to an earlier timestamp,

Yugabyte simply reads each file’s metadata block to check if the maximum timestamp exceeds the

desired snapshot timestamp. If it doesn’t, the SST file is left as is. Otherwise, it records the desired

snapshot timestamp in the file’s metadata block, shown as 𝑘𝑒𝑒𝑝_𝑡𝑠. The partition is now ready

to serve requests. Writes work as usual, reads need to do extra work and potentially parse invalid

entries, while compaction slowly cleans up the unused data. As we will see in the evaluation, even

this elaborate scheme can result in degraded performance after failover.
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SST File
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Figure 5.3: Yugabyte recovery of a single partition at t=3.

Rosé Coordinated Apply

Rosé takes a different approach to address the fundamental issue of accumulating unusable

data in asynchronous replication, by separating the replication of data from its application in the

underlying MVCC store. We observe that most databases persist data in a similar fashion: by

first making it durable to a fast write-ahead log (WAL) and periodically applying it to a structured

key-value store for fast reads. Databases currently apply replicated records as soon as they arrive

at the backup, incurring an expensive bulk-delete operation on failover or degrading their read

performance. Instead, we notice that the WAL has a desirable property for this scenario. It keeps
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data in insertion order, thus enabling fast trimming of the log to a past offset.

Based on this observation, we propose coordinating the application of the data from the WAL

to the key-value store, instead of doing it blindly. More specifically, the backup constantly keeps

track of the current minimum replicated epoch across all partitions. Then, it notifies partitions to

apply their WAL up to that epoch and no more. This way, on failover Rosé only needs to trim the

WAL in order to clean up data, which is a very fast operation. At the same time, it preserves the

full performance of the backup cluster after a failover.

5.5 Evaluation

We evaluate Rosé’s fast and performance recovery and ability to cap the replication lag. To do

so, we integrate Rosé into Chablis [198], a geo-replicated, transactional key-value store.

In our evaluation, we aim to answer the following questions:

• Q1: Does Rosé help cap replication lag in asynchronous replication?

• Q2: Does Rosé improve performance after failover over existing techniques?

5.5.1 Setup

We simulate a multi-node setup, along with network faults, on a single Cloudlab c6525-25g

machine. For experiments with Yugabyte, we used version 2.25.2.0-b359 and their manual in-

structions for failover [199].

5.5.2 Q1: Capping the replication lag

To show how backpressure allows Rosé to effectively cap replication lag, we track replication

lag over time for a partition with and without backpressure enabled. As shown in figure 5.4,

backpressure effectively caps the replication lag and allows the partition to keep up, at the cost of

reduced performance. However, only the overloaded partition is affected.
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Figure 5.4: Rosé backpressure to cap replication lag.

5.5.3 Q2: Recovery with Rosé

To evaluate recovery, we run Chablis and Yugabyte in primary-backup configurations with two

nodes in each region. We run uniform read-write transactions in the primary and then fail a link

to one of the backup nodes. Yugabyte continues to apply writes in the reachable node, while in

Chablis, coordinated apply prevents that. In figure 5.5(a), we see coordinated apply in action.

Up until time step 50, both backup nodes are reachable. In time step 50, one of the backup nodes

becomes unreachable. Thanks to coordinated apply, the remaining node will not apply any changes

after the last replicated epoch of the unavailable node.

Both databases can failover instantly, in under two seconds, but only Rosé can provide the

same performance after failover, since its key-value store is clean. On the contrary, Yugabyte’s

performance for reads is degraded, with 22% less throughput and 15% higher P99 latency, as

shown in figure 5.5(b).
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