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Abstract

Efficient Distributed Ledger Techniques with Applications to Distributed Machine Learning

Amirhossein Taherpour

The full potential of large-scale decentralized systems, particularly in the Internet of Things
and distributed learning, is currently constrained by the persistent trilemma of security, scalability,
and interoperability that limits the adoption of distributed ledger technologies. This dissertation
confronts these challenges by introducing a portfolio of application-driven architectures and
consensus mechanisms, beginning with the fortification of the foundational ledger layer. This
includes a high-throughput coded blockchain tailored for the resource constraints of IoT devices and
a hybrid architecture that merges sharding with a directed acyclic graph to deliver the fast, accurate
consensus required by both real-time data streams and iterative machine learning updates. Building
on this foundation, the work presents a scalable interoperability framework for the Web3 vision,
using a directed acyclic graph as a common communication substrate for multiple blockchains.
The practical applicability of these distributed ledger technologies concepts are then demonstrated
through two secure, decentralized federated learning frameworks that directly address the bottlenecks
in distributed learning: one integrates a directed acyclic graph sidechain ledger with zero-knowledge
proofs for privacy-preserving model validation, and the other synergizes a peer-to-peer gossip
protocol with a directed acyclic graph-based control plane using virtual voting to achieve Byzantine
fault tolerance. Collectively, this research delivers a portfolio of validated, high-performance

frameworks that are not just theoretical constructs, but application-driven solutions designed to



enable the next generation of secure, scalable, and interoperable decentralized systems for IoT and

distributed learning.
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Chapter 1: Introduction

The last decade has witnessed a surge of interest in decentralized systems, which can be defined
as collections of autonomous, interconnected nodes that coordinate to achieve a collective goal
without a central authority. Such systems are foundational to modern computing paradigms, enabling
everything from large-scale sensor networks in the Internet of Things (IoT) to collaborative model
training in distributed learning. In these trustless environments, where no single entity can be relied
upon to enforce rules or validate state, the fundamental challenge is to establish a shared, verifiable
truth. To achieve this, decentralized systems require a verifiable substrate: a foundational layer that
allows all participants to agree on the state of the system and the history of its operations in a secure
and tamper-evident manner. Distributed Ledger Technologies (DLTs), spearheaded by blockchain,
have emerged as the predominant implementation of such a substrate [1].

However, designing a verifiable substrate that is both robust and performant for demanding
applications is a non-trivial undertaking. As illustrated in the conceptual hierarchy of Figure 1.1, a
successful DLT must be built upon three core properties, or pillars: Security, ensuring the integrity
of the ledger against malicious actors; Scalability, allowing the system to process a high volume of
transactions with low latency; and Interoperability, enabling seamless and secure communication
between disparate ledger systems to form a cohesive ecosystem. This dissertation confronts the
challenges inherent in each of these pillars by designing and validating a portfolio of novel DLT
frameworks. The contributions herein are achieved through the strategic application of a diverse
toolkit of advanced techniques, developed with the specific demands of applications like IoT and
distributed learning in mind. The intricate relationships between these application domains, the
core DLT principles, the tools employed, and the resulting thesis chapters are holistically mapped in

Figure 1.1.
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Figure 1.1: The conceptual architecture of this dissertation. The research is rooted in the domain of
decentralized systems, with a focus on enabling applications in loT" and distributed learning. This
is achieved by engineering a robust verifiable substrate (DLT) that balances the core properties of
security, scalability, and interoperability. A specialized toolkit of advanced methods is developed
and applied to realize the contributions presented in each of the thesis chapters.



1.1 Core Properties of a Robust Verifiable Substrate

This section details the challenges associated with each of the three core DLT properties, reviews
the contemporary state of the art in addressing them, and introduces the specific tools leveraged in

this thesis to advance these frontiers, as mapped in Figure 1.1.

1.1.1 Security

Security is the bedrock of any verifiable substrate. Challenges range from protocol-level
Byzantine attacks to application-layer exploits and privacy breaches. A significant portion of
modern DLT research is focused on developing robust consensus mechanisms and integrating
advanced cryptographic primitives. The state of the art in secure consensus has moved towards
Directed Acyclic Graph (DAG) architectures, with protocols like Fides leveraging Trusted Execution
Environments (TEEs) [2] and Shoal++ aiming for low-latency algorithmic Byzantine Fault Tolerance
(BFT) [3]. In the application space, privacy in Federated Learning (FL) is a major concern due to
threats like gradient inversion attacks.

This thesis enhances security through several key tools. We leverage Coding Theory to provide
resilience and fault tolerance (Chapters 2 and 4). We develop novel Learning-Augmented BFT
Consensus mechanisms that use distributed learning principles for secure validation (Chapter 3).
Crucially, we integrate Zero-Knowledge Proofs (ZKPs), a transformative cryptographic tool that
enables the public verification of private computations, thereby eliminating the need for vulnerable
public datasets in FL (Chapter 5). Finally, Event-Driven Smart Contracts (EDSCs) create a more

secure and automated framework for coordinating complex interactions (Chapters 4 and 5).

1.1.2  Scalability

Scalability refers to a DLT’s ability to process a high volume of transactions with low latency, a
primary obstacle for applications in IoT and global-scale systems [4]. Sharding, seen in systems

like Omniledger [5], partitions a network for parallel processing but can introduce cross-shard



communication latency, a problem recent protocols like Kronos [6] and DynaShard [7] aim to solve.
DAGs offer another path to scalability, but present their own consensus challenges. The broader
trend is toward modularity, where blockchain functions are unbundled into specialized layers [8].
This dissertation addresses scalability through a multi-faceted approach. We introduce novel
Hybrid Sharded-DAG Architectures that synergistically combine the strengths of both paradigms
(Chapters 3, 4, and 5). We employ Virtual Voting, a gossip-native consensus mechanism inspired by
Hashgraph [9], to achieve finality with high speed (Chapter 6). Additionally, techniques like Coding
Theory and Convex Optimization are applied to enhance storage efficiency and optimize resource

allocation, further contributing to overall system scalability (Chapter 2).

1.1.3 Interoperability

Interoperability, the ability of disparate DLTs to communicate securely, is the cornerstone of
the Web3 vision. The bridges connecting these networks, however, have become a primary attack
surface, highlighting the fragility of existing solutions [10], [11]. Current approaches range from
trusted notary schemes to more decentralized sidechains and relay protocols, each with its own
trade-offs.

This thesis contributes a novel framework for robust and scalable interoperability, primarily
through Hybrid Sharded-DAG Architectures and EDSCs. By using a DAG as a common communi-
cation substrate for multiple independent blockchains, our architecture facilitates asynchronous and
efficient cross-chain interactions. This approach is central to the SPID-Chain framework (Chapter 4),
which is designed explicitly to address the challenges of building a secure and functional multi-chain

ecosystem.

1.2 Thesis Contributions and Roadmap

The preceding sections have outlined the core challenges in DLT design and the advanced tools
used in this dissertation to address them. The research is structured as a series of self-contained

contributions, each targeting specific problems within the broader landscape, with a focus on



enabling applications in IoT and distributed learning. The remainder of this document details these

contributions in full.

1.2.1 Chapter 2: A High-throughput and Secure Coded Blockchain for IoT

This chapter proposes a new coded blockchain scheme suitable for the IoT network. In contrast
to existing works for coded blockchains, the proposed scheme is more realistic, practical, and secure
while achieving high throughput. This is accomplished by: 1) modeling the variety of transactions
using a reward model, based on which an optimization problem is solved to select transactions that are
more accessible and cheaper computational-wise to be processed together; 2) a transaction-based and
lightweight consensus algorithm that emphasizes using the minimum possible number of miners for
processing the transactions; and 3) employing Raptor codes with linear-time encoding and decoding,
which results in requiring lower storage to maintain the blockchain and having a higher throughput.
We provide detailed analysis and simulation results on the proposed scheme and compare it with
state-of-the-art coded IoT blockchain schemes, including Polyshard [12] and LCB [13], to show the

advantages of our proposed scheme in terms of security, storage, decentralization, and throughput.

1.2.2  Chapter 3: HybridChain: Fast, Accurate, and Secure Transaction Processing with Distributed

Learning

To fully unlock the transformative power of distributed ledgers, it is crucial to develop innovative
consensus algorithms that can overcome the obstacles of security, scalability, and interoperability.
This chapter introduces HybridChain, which combines the advantages of sharded blockchain and
DAG distributed ledger, and a consensus algorithm that leverages decentralized learning. Our
approach involves validators exchanging perceptions as votes to assess potential conflicts between
transactions and the witness set. These perceptions collectively contribute to an intermediate belief
regarding the validity of transactions. By integrating their beliefs with those of other validators,
localized decisions are made, and a final consensus is achieved through a majority vote. Our

proposed approach is compared to the existing DAG-based scheme IOTA [14] and the sharded



blockchain Omniledger [5] through extensive simulations. The results show that while IOTA has
high throughput at the cost of accuracy and Omniledger achieves stability at the cost of latency,
the proposed HybridChain exhibits fast, accurate, and secure transaction processing with excellent

scalability.

1.2.3 Chapter 4: SPID-Chain: A Smart Contract-Enabled, Polar-Coded Interoperable DAG Chain

As the digital landscape evolves, Web3 has gained prominence, highlighting the critical role of
decentralized and interconnected digital ecosystems. This chapter introduces SPID-Chain, a novel
interoperability consensus designed for Web3, which employs a DAG of blockchains to facilitate
seamless integration across multiple blockchains. Within SPID-Chain, each blockchain maintains
its own consensus and processes transactions via an intra-consensus mechanism that incorporates
EDSCs and Polar codes for optimized computation distribution. This mechanism is complemented
by a division of committee and worker nodes. For inter-blockchain consensus, SPID-Chain utilizes
a DAG structure where blockchains append blocks containing cross-chain transactions. Extensive
simulations validate the efficacy of our scheme in terms of throughput, scalability, decentralization,
and security, showcasing SPID-Chain’s potential to enable fluid interactions and transactions across

diverse blockchain networks.

1.2.4 Chapter 5: ZK-HybridFL: Zero-Knowledge Proof-Enhanced Hybrid Ledger for Federated

Learning

FL enables collaborative model training while preserving data privacy, but existing decentralized
approaches face significant challenges in scalability, security, and update validation. This chapter
proposes ZK-HybridFL, a secure decentralized FL framework that integrates a DAG ledger with
dedicated sidechains and ZKPs for privacy-preserving model validation. By leveraging EDSCs
and an oracle-assisted sidechain, our framework efficiently verifies local model updates without
revealing sensitive data, while a built-in challenge mechanism detects and mitigates adversarial

behavior. Simulation results on image classification and language modeling tasks demonstrate that



ZK-HybridFL achieves faster convergence, higher accuracy, lower latency, and improved resilience
against both adversarial and lazy nodes compared with state-of-the-art schemes like Blade-FL [15]
and ChainFL [16]. These findings highlight ZK-HybridFL’s potential as a scalable and secure

solution for decentralized FL.

1.2.5 Chapter 6: Secure Decentralized Federated Learning via Gossip and Virtual Voting

As FL scales to vast networks of devices, the central server in conventional architectures becomes
a significant performance bottleneck. Therefore, serverless, gossip-based decentralized FL (DFL)
has emerged as a critical paradigm for its superior scalability and efficiency. However, the efficiency
of pure gossip protocols comes at the cost of lacking a mechanism for auditable, global consensus
on accepted model updates. While ledger-based solutions have been proposed to bring finality to FL,
they are often designed for centralized topologies and impose confirmation latencies and broadcast
overheads that are fundamentally at odds with the lightweight, peer-to-peer nature of DFL. To resolve
this dilemma, we introduce gspDAG-FL, a novel framework that synergizes a gossip-based data
plane with a DAG-based control plane for consensus. In our architecture, nodes exchange model
updates via efficient, one-shot peer-to-peer gossip. Concurrently, a subset of full nodes reconstructs
a global Topology DAG from lightweight cryptographic proofs of these exchanges. This structure
enables asynchronous BFT finality through a Hashgraph-style virtual voting protocol, which finalizes
updates without explicit vote messages or linear blocks. Resilience is achieved through a multi-stage
defense pipeline: nodes apply magnitude and directional filters to updates during gossip, and
after consensus, perform a semantic audit on private validation sets to identify and reject stealthy
backdoors before aggregation. We empirically evaluate gspDAG-FL on image classification and
language modeling, showing it maintains model accuracy and perplexity on par with state-of-the-art
ledger-based FL under mixed adversarial and lazy participation. Meanwhile, gspDAG-FL delivers
lower latency, higher throughput, and better scaling with network size. These results demonstrate
that a gossip-native, DAG-assisted control plane can provide robust, auditable consensus in DFL

without sacrificing the lightweight, peer-to-peer efficiency of pure gossip protocols.



Chapter 2: A High-throughput and Secure Coded Blockchain for IoT

2.1 Introduction

The Internet of Things (IoT) has become one of the most important technologies in the 21st
century, which conceptualizes a hyper connected world where physical things (ranging from small
embedded sensors and wearable gadgets to connected vehicles and automated systems) can share
and collect data with minimal human intervention. IoT facilitates accomplishing various tasks
in people’s daily lives and enhances their interactions with their surroundings. However, the
increases in size, complexity, and the number of connected devices in [oT networks pose significant
challenges in a number of aspects including centralization, authenticity, reliability, anonymity, and
security [17]-[19].

Blockchain technology which is a distributed immutable ledger with high transparency and
reliability has received considerable attention as one of the promising solutions to some of the above
challenges with IoT networks [20]—[22]. Although the blockchain has a number of advantages, the
main issue is that finding a proper consensus algorithm for IoT blockchains is challenging since
existing consensus algorithms for conventional blockchains, e.g., Proof of Work (PoW), Proof of
Stake (PoS), and some others that were proposed later, e.g., practical Byzantine fault tolerance
(pBFT), Proof of Authority (PoA) do not meet the stringent requirements of IoT blockchains, i.e.,
real-time transaction settlement and high security [23]-[28]. Since an IoT blockchain consists of
many heterogeneous devices with diverse functionalities, the network could produce millions of
transactions in a short period of time. At the same time, some of them have to be processed quickly
with the highest accuracy possible. The above-mentioned existing consensus algorithms either do
not have the desired high throughput or can achieve the throughput only by sacrificing the network

security. Another problem with the existing blockchains is that all data are replicated in each node



and therefore storage becomes a major problem after some time. This issue is more severe with IoT
blockchains with millions of transactions and many resource-restricted devices and some of which
might be miners as well [29].

Recently coded blockchain techniques have been proposed [12], [20], [29]-[32] to achieve
better throughput and security along with reduced size of the blockchain. Some of these works were
inspired by coded distributed computing (CDC) [33]-[38]. The basic idea in CDC is that when a
computation task needs to be done, working on encoded data provides the opportunity to divide the
whole computation into sub-tasks, each of which could be done independently and a subset of the
computation results of those sub-tasks suffice to obtain the final result of the original computational
task.

In particular, Polyshard [12] makes use of the notion of sharding in blockchain [5], [39]-[42]
and employs the Lagrange Coded Computing scheme (LCC) [13]. A sharded blockchain splits a
blockchain network into smaller partitions, known as ‘““shards.”" Each keeps its own data, which
is distinctive and independent from data in other shards; and the nodes in each shard are only
responsible for managing transactions in their shard. In Polyshard, to verify blocks generated within
a shard, nodes individually compute a polynomial verification function over a coded chain to find an
intermediate result, and having intermediate results from all other miners in the network, nodes can
reach a consensus about the validity of each block. However, Polyshard suffers from many problems
such as, delay, security, and oversimplification of the model [20], [42]-[45]. [44] tries to make the
Polyshard more practical by considering a cross-sharded blockchain where nodes that are not in the
same shard still can place a transaction in the network, a crucial feature that Polyshard lacks. The
Lagrange Coded Blockchain (LCB) [20] is a non-sharded approach that tries to improve Polyshard
by using the LCC in both block generation and verification stages. Also, to solve the security issue
of Polyshard that arises when a group of miners, called stragglers, are not capable of sending the
computation results in time, LCB assigns more than one computation task to miners that are faster
and capable of doing more computations. However, the LCB scheme is not storage efficient, which is

a significant drawback for IoT networks. Furthermore, it gives rise to some other security issues and



leads to a centralized network which will be discussed in this chapter. While [30] provides a secure
naming and storage system using blockchain technology, it is primarily focused on static data storage
and naming services, making it unsuitable for high-frequency, real-time transaction processing
typical in IoT networks. Moreover, Blockstack’s design in [30] does not inherently address the
scalability and storage efficiency challenges posed by IoT devices with limited resources, nor does it
incorporate advanced coding or sharding techniques to optimize throughput and minimize latency in
dynamic IoT environments. In [29], [31], besides proposing a storage efficient blockchain, authors
aim to minimize the bootstrapping cost using some coding techniques, while throughput-wise, these
schemes do not scale well since these works employ the conventional consensus algorithms like
PoW.

From the above discussions, each of the existing works in coded blockchain has some drawbacks.
Particularly, when contemplating the formulation of an IoT blockchain framework, certain crucial
aspects necessitate meticulous deliberation, thereby unveiling the conspicuous inadequacies prevalent

in the aforementioned studies:

1. Enhanced Efficiency: The existing blockchains are inefficient in handling the high volume
of transactions generated in IoT networks. By designing a new IoT blockchain, we can
significantly increase throughput and overcome the limitations of existing systems, ensuring

seamless operation and efficient processing of 10T transactions.

2. Priority-based Transaction Handling: IoT applications require different levels of transaction
priority based on their versatility and importance. A new IoT blockchain can incorporate
sophisticated transaction selection and consensus procedures to ensure that critical transactions
receive the appropriate priority, enhancing the overall functionality and effectiveness of IoT

applications.

3. Overcoming Scalability, Resource Constraints, and Latency: Scaling a blockchain to handle
the high transaction throughput and storage requirements of IoT data, accommodating resource-

constrained devices, and providing low-latency communication are significant challenges.
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A new IoT blockchain can address these challenges through innovative solutions, enabling
robust scalability, efficient operation on resource-constrained devices, and quick transaction

confirmation for real-time IoT applications.

In this chapter, we propose a new coded blockchain for IoT networks that does not suffer from any
of the drawbacks mentioned in existing works and considers the above aspects. Here we list the

main contributions of this article:

1. We introduce the concept of transaction selection in the context of an IoT network to prioritize
different types of transactions. By formulating the priority of transactions and addressing it as
a stochastic or deterministic optimization problem, we can identify and select transactions of

high priority for processing achieving high throughput in the system.

2. Considering a dynamic IoT network in which nodes may join and leave the network, suitable
for IoT scenario, we propose a lightweight consensus algorithm that along with the transaction
prioritization and the low-complexity decoding procedure for fetching the required data for

verification, help to reduce the futile work and result in a high throughput.

3. We discuss in-depth the notions of security, storage reduction, decentralization, and throughput
in coded blockchains and compare our proposed scheme with Polyshard and LCB in terms of

these metrics.

The remainder of the chapter is organized as follows. Section 2.2 introduces the blockchain of
things system model and the existing coded blockchains. Section 2.3 is an overview of our proposed
scheme. In Section 2.4, we provide details on the transaction selection and assignment stage of our
proposed scheme. In Section 2.5, through simulations we compare our scheme with Polyshard and
LCB schemes in terms of storage reduction, decentralization, throughput, and discuss the security

issues. Finally, Section 2.6 concludes the chapter.
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2.2 System Descriptions and Background

A typical IoT system consists of three elements: 1) IoT devices that produce data. These
devices can be in a wide variety [46], including industrial sensors working with Low Power
Wide Area Networks (LPWANSs), smart retail that uses Bluetooth Low-Energy (BLE), logistics
and asset tracking operating with Radio Frequency Identification (RFID), wearables, and smart
homes deploying cellular/Wi-Fi connectivity. 2) Base station (BS), which receives the data from
IoT devices and aggregates them to form batches that are sent to miners. 3) Miners that verify the
validity of given data from the BS, and after reaching a consensus, the validated data are appended
to the blockchain in the form of blocks. Next, we explain the mining process in an IoT blockchain in

detail.

2.2.1 Overview of Coded vs. Uncoded Blockchain Architectures

Blockchains can be fundamentally classified into uncoded and coded blockchains [47]. This

classification is pivotal for understanding the subsequent sections introduced in this chapter.

Uncoded Blockchain

In an uncoded blockchain architecture, each data block is fully replicated across all network
nodes, impacting both storage and retrieval processes.

Storage. In a traditional uncoded blockchain, each data block B(m) is fully replicated and stored
by every node within the network. Specifically, for a blockchain consisting of ¢ blocks, each node
maintains the complete set B’ = {B(1), B(2), ..., B(t)}. This full replication ensures that every
node holds an independent copy of all blocks on the chain. While this approach guarantees data
availability, it incurs substantial storage overhead as the blockchain scales. Prominent blockchains,
such as Bitcoin and Ethereum, exemplify this limitation, requiring nodes to store hundreds of
gigabytes of data, a demand that escalates as new blocks are added, posing significant scalability

challenges.
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Recovery and Verification. Recovery and verification are straightforward in an uncoded
blockchain. When a specific block B(i) is required, each node accesses it directly from its local
storage. This process allows for efficient retrieval speed and enables verification without relying on
other nodes. For example, to validate a transaction within block B(i), a node retrieves B(i) directly
from its local copy B’, eliminating the need for external assistance. However, this efficiency in
retrieval comes at the cost of increased storage and communication overhead, as every node must

replicate the entire blockchain, leading to significant data redundancy.

Coded Blockchain

In a coded blockchain architecture, each block is divided into smaller fragments and encoded
using error correction techniques, distributing these coded fragments across network nodes and
providing enhanced storage efficiency and resilience.[48]

Storage. In a coded blockchain, each block B(m) is divided into k original fragments, denoted
as {B(m)1, B(m),,...,B(m);}. These original fragments are then encoded to produce N coded
fragments, denoted Bi(m), Bo(m), ..., By(m), which are distributed across the network nodes.
Each node in the network stores only one coded fragment of each block, so a node j would store
B;(m) for block B(m) in epoch m.

These N coded fragments are constructed as linear combinations of the k original fragments.
Specifically, each coded fragment B;(m) for node j is formed by linearly combining the original
fragments {B(m),, B(m)a, ..., B(m);} with predetermined coding coefficients. Therefore, node
j=1,...,N stores B;(m), where each B;(m) is a coded fragment that can collectively reconstruct
B(m) when any subset of k fragments is available.

This approach significantly reduces the storage burden on each node, as each node only needs
to retain a fraction % of the blockchain data, improving scalability and efficiency over traditional
uncoded blockchain systems.

Recovery and Verification. In a coded blockchain, recovery of a block B(m) relies on the

distributed coded fragments. To reconstruct the original block for purposes such as transaction
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validation or consensus, any node can collect a subset of k coded fragments from the network’s N
nodes. Using a decoding algorithm, such as Reed-Solomon decoding, the node combines these k
coded fragments to reconstruct B(m) fully. The linear combination encoding provides robustness,
as any k out of N coded fragments are sufficient for complete recovery, ensuring data availability
even if some nodes fail or their data becomes corrupted.

The security parameters of the consensus protocol and the encoding scheme parameters (k, N)
are conceptually distinct yet indirectly interconnected through system redundancy and data recovery
capabilities. The consensus mechanism ensures correct decision-making even in the presence
of faulty or adversarial nodes, while the encoding scheme optimizes storage efficiency and data
availability via its chosen k and N values. Although the consensus fault tolerance does not directly
dictate encoding choices, selecting a higher N/k ratio enhances data redundancy, which in turn
bolsters fault tolerance by safeguarding against data loss or corruption amid node failures or malicious
activity. This enhanced redundancy ensures reliable reconstruction of original data, thus supporting
the accuracy and integrity of consensus outcomes. However, these benefits come with increased
storage, communication, and computational overhead, necessitating a balanced, coordinated tuning
of kK and N. Such tuning aligns encoding parameters with security requirements, achieving the
desired level of resilience without compromising system efficiency.

Table 2.1 provides a comprehensive comparison between coded and uncoded blockchains,
highlighting their distinct characteristics in terms of storage mechanisms, scalability, fault tolerance,
data retrieval, redundancy, communication overhead, and implementation complexity[47]. This
comparison underscores the coded blockchain’s suitability for environments with constrained storage
and bandwidth, such as IoT networks, by addressing the storage and communication inefficiencies

that limit the scalability of conventional blockchain systems.

2.2.2  Mining Process in IoT Uncoded Blockchains

We divide the blockchain time-wise into epochs and assume that one block is appended to

the blockchain after each epoch. Suppose, at the beginning of epoch ¢, the system consists of
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Table 2.1: Comparison Between Coded and Uncoded Blockchains

Aspect Uncoded Blockchain Coded Blockchain
Storage Mechanism Full replication of all blocks by each Storage of encoded fragments; only a
node. subset is required for recovery.
Scalability Limited by linear growth in storage and Enhanced scalability through
computational needs. distributed storage and processing.
Fault Tolerance Vulnerable to node failures that affect | Resilient to node failures, tolerating up
data availability. to n — k faults.
Data Retrieval Direct access to complete blocks by Requires decoding from any &k
each node. fragments to reconstruct a block.
Redundancy High redundancy; each node stores the | Lower redundancy; each node holds
entire blockchain. only a fraction of the blockchain.
Communication Higher bandwidth requirements due to | Reduced bandwidth usage with coded
Overhead full block transmission. fragment transmission.
Implementation Lower complexity due to Higher complexity due to encoding and
Complexity straightforward data storage. decoding mechanisms.

N(t) miners. One epoch of the mining process starts with collecting the data from all devices
connected to the BS. Denote the matrix of data collected by the BS by 7'(¢) = [L(t) S(z) R(t)]
that consists of n transactions, each corresponding to one row. Here, L(¢) encompasses metadata
such as transaction ID, sender, recipient, amount, and contract type; S(¢) represents state information
detailing contract conditions and post-execution updates; and R(#) specifies the functions invoked
for contract execution.

Matrix-based representations of transactions and blocks are grounded in extensive research
within the coded blockchain domain, demonstrating significant improvements in scalability, storage
efficiency, and computational performance [29], [49]-[51]. Building upon these established
methodologies, our approach tailors matrix structures specifically to address the constraints and
requirements of IoT environments.

In our framework, transactions are organized as rows within a transaction matrix 7(¢) =
[L(tr) S(t) R(r)]. Similarly, blocks are structured as columns within a block matrix B(m) =
[L*(m) S*(m) R*(m)], aggregating validated transactions and states for each epoch m. This
organization facilitates efficient encoding and storage across network nodes.

To illustrate, consider Ethereum blockchain where the metadata L(¢) includes transaction hash,
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sender and recipient addresses, value transferred, transaction fees, and contract type. The state
information S(7) captures the contract’s current state, such as balances, contract-specific variables,
and execution conditions, while R(¢) details smart contract functions invoked, such as transfer,
approve, or notify. This alignment ensures compatibility with existing blockchain frameworks,
leveraging well-understood structures to enhance our coded blockchain’s functionality.

Table 2.2: Matrix Representation of a Block with Grouped Columns for L (Metadata), S (State
Information), and R (Functions)

Transaction L: Metadata S: State Information R: Functions

Transaction ID Sender Recipient Amount | Contract Status Block Number | Function Gas Event Callback
Transaction 1 | Oxabc 0xS1 0xR1 2 0xC1 Confirmed 1250 transfer 21000 Transfer  UpdateBalance
Transaction 2 | Oxdef 0xS2 0xR2 3 0xC2 Pending 1251 approve 30000 Approval InitiatePayment
Transaction 3 | Oxghi 0xS3 0xR3 1 0xC3 Executed 1252 notify 25000 Notify AlertDoctor

Table 2.2 presents a concrete matrix representation of transactions, where each row corresponds
to a transaction segmented into Metadata (L), State Information (S), and Functions (R). Specifically,
the metadata includes Transaction ID, Sender, Recipient, Amount, and Contract type; the state
information captures Contract address, Status (e.g., Pending, Confirmed, Executed), and Block
Number; and the functions specify the invoked function (e.g., transfer, approve, notify), Gas
allocated, Event triggered, and Callback functions. This structured representation aligns with
Ethereum’s blockchain, facilitating efficient encoding, storage, and verification processes essential
for our coded blockchain framework.

This matrix-based representation enables encoding over finite fields F,, allowing the application
of error-correcting codes that enhance data resilience against loss and attacks, critical for decentralized
coded loT networks. Matrix operations also support parallel processing of transactions, which
accelerates verification and consensus through optimized linear algebra techniques, increasing
system throughput and benefiting 10T networks with limited computational resources. Encoding
blocks as matrices enhances resilience against tampering, ensuring data integrity and supporting
robust security protocols. This systematic coding approach further obscures transaction details,
adding an additional layer of security

We next illustrate these three components of the transaction data using a real-life application.

Consider remote patient monitoring by which, with the help of wearable medical devices,
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healthcare workers can monitor and capture medical and other health data from patients for
assessment and, when necessary, treatment. A physician deploys a contract that includes a function
“notify." Let the time of deployment be t’ < ¢, so that this contract appears as a row in the matrix
T(t') =[L(¢) S(¢) R(t)], where L(t') includes the patient’s information consisting of the
patient history, information that results in the uniqueness of the device that is being used for
monitoring the patient status, public keys that restrict the access to the contract to a particular group
of people like trusted doctors and patient’s family, etc. S(#’) contains pre-defined conditions that
when met, the functions in R(#’) including the function “notify," must be called. While the wearable
devices keep monitoring the patient’s health status, when a device detects an abnormality, it submits
a transaction to the network, which corresponds to one row in matrix 7(¢) = [L() S(¢) R(z)].
Here L(7) calls the deployed contract at epoch ¢’ that corresponds to this patient. S(¢) states the
patient’s present status and that she needs to be hospitalized or be notified. R(f) contains the
functions that need to be called for this purpose. It is the responsibility of the miners in the network
to check the validity of the information in L(#) and S(z) with the corresponding existing information
in the blockchain, which in our example is the related rows in L(¢) and S(¢’). In case of validity,
the “notify" function is executed, letting the doctors know about the mentioned patient. The state
S(t) will be updated and recorded in the blockchain.

After forming matrix 7'(z), the BS sends this matrix to all miners in the network. Each miner
checks the validity of the n contracts in 7'(z) based on the existing stored ledger in the previous
blocks, i.e., B”™! = {B(1),...,B(t — 1)} where B(m) = [L*(m) S*(m) R*(m)] consists of
validated rows of L(m), S(m), and R(m), respectively. To check the validity of the contracts in
T(t), miner j computes v;(t) = V;(L(t), S(t), B~ € {0,1}", where V]’. is the verification operator
for miner j at epoch ¢, and 1/0 indicate whether or not a contract is valid. Next, each miner sends its
verification result vector to other miners. All miners in the network apply a consensus algorithm to
determine the global validity of the contracts by computing C ({v j (t)}l.]\il) =v*(t) € {0, 1}". For
instance, under the majority rule, C selects the set of transactions that are declared valid by the

majority of miners. Then, using v*(¢), L*(¢) and R*(¢) can be determined.
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Each miner j executes the valid contracts by calling the functions in R*(7), i.e., it computes
F J’.(R*(t), S(t)) = S;(t), where F J’ is the function calling operator for miner j, that updates the state
of the valid contracts to S;(¢), which is then broadcasted to the network. Given the updated states
from all miners, the confirmed updated state S*(7) is obtained by computing U ( {S ;}jv:(i)) = 5*(1),
where similar to C, U is an operator that is applied to the received updated states from all miners,
and determines the updated states of transactions that are in consensus. The updated state S*(¢)
along with L*(¢) and R*(z) forms the block B(¢) = [L*(t) S*(t) R*(z)] for epoch ¢. Finally,
each miner appends B(¢) as the new block to its local copy of the blockchain B’ = B'~! U B(z).

The above conventional blockchain suffers from the so-called trilemma problem [52]-[54], i.e.,
the problem of being unable to balance simultaneously security, decentralization, and scalability,
which means when one or two of these three metrics improve, the rest will be compromised. Coding
techniques are one of the promising approaches to addressing the trilemma problem in the blockchain.

Next, we will explain the mining process in the existing coded IoT blockchain.

2.2.3 Features of LCC-based Coded Blockchains

In addition to having low throughput, another drawback of the conventional consensus algorithms
is that a small fraction of miners make the majority of network decisions [55]—[57]. In a coded
blockchain, the goal is to have a decentralized high throughput scheme where all miners work
together on computational tasks. We focus on the coded blockchain schemes LCB [20] and
Polyshard [12] that employ the Lagrange Coded Computing (LCC). Although the two schemes apply
the LCC in different ways, they share common features that are described below.

Suppose that the network wants to reach consensus about the validity of the data block X (7).
Each miner j first obtains the encoded block X (1) = E;.(X (1)), where E ; is the encoding operator
for miner j which is a Lagrange interpolator at a specific point. Meanwhile, in a coded blockchain,
instead of the raw data, miners store the encoded blocks of the previous epochs. Therefore, miner j
has access to E;_l = {E,A(l), ...,B j(t = 1)} which is its share of the coded blocks. Then miner j

applies the operator H ; to the received data and computes H' ; (X;(1), ]?;.‘1) = 715. and broadcasts the
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results to all other miners, where H' ; is a verification function on coded data. Note that unlike the

uncoded blockchain, fz; is not the verification results of miner j, but an intermediate coded result.

N(1)
i=1

Having the intermediate results from all miners, each miner j computes D' ({A!}._\"), where D' is
the decoding operator, to find the consensus decision on the validity of X (). An important feature
of the LCC scheme is that miners can know the consensus decision even if some of the ﬁ§ ’s are
erroneous, i.e., the i-th miner is malicious, or are not received, i.e., the i-th miner is a straggler.
Therefore, miners just need to wait for the intermediate results from a subset of the fastest honest
miners to reach the consensus decision. Another feature is that miners store the ledger in coded
form, and that the computation is performed on coded data. It should be noted that in Polyshard [12]
LCC is used for the block verification stage only, while in LCB [20] LCC is used for both block

generation and verification stages.

2.2.4  Challenges in Uncoded and Coded IoT Blockchains

First, the number of transactions generated in IoT networks is typically significantly higher than
that in conventional blockchains. The low throughput of conventional blockchains makes them
highly inefficient. On the other hand, in the existing coded schemes, the Collateral Invalidation (CI)
rate [44], which is the number of abandoned transactions due to one invalid transaction, is very high,
making them inefficient for IoT blockchains.

Second, in the existing blockchains, the mechanism for faster processing is the higher transaction
fees. However, in 10T applications, all transactions do not have the same priority due to their
versatility. For example, transactions that control a health center or security of a sensitive place have
higher priority than those in retail environments for automatic checkout. Therefore, the transaction

selection and consensus procedure must be designed more carefully.

2.3 Proposed Coded IoT Blockchain

To address the above-mentioned shortcomings of the existing coded IoT blockchains, and to

simultaneously achieve a high level of security, decentralization, and scalability, we propose a new
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coded IoT blockchain that is based on our recent work of rateless coded blockchain [49]. The main
new component of the proposed scheme is a transaction assignment stage designed to increase the
throughput. In this section, we describe the rateless coded blockchain structure and the main steps of
the mining procedure of the proposed coded IoT blockchain. Sections V will compare our proposed

system with the existing coded IoT blockchains under different performance metrics.

2.3.1 Problem Statement

Throughput (®(¢)) in blockchain quantifies the number of transactions processed and appended
to the blockchain per epoch—a fixed interval during which transactions are collected, validated, and
stored. Maximizing throughput involves selecting an optimal subset of transactions 75(¢) C 7 (¢)
from the incoming pool 7 (¢), ensuring that resource constraints are met while minimizing

computational waste. This optimization problem is expressed as:

Maximize ©(1) = > lyaia(j), 2.1)
JET ()
st ) P <R(), (2.2)
JET ()

where 1y,5iq(j) = 1 if transaction j is validated and successfully appended to the blockchain as
part of a block, and 1,44y = 0 otherwise. Here, #; represents transaction j’s resource consumption,
and R(t) is the resource capacity available during the epoch.

To enhance throughput optimization, three key system constraints are defined in this chapter.
The block size constraint ensures the total size of selected transactions does not exceed the encoded
block’s capacity (R*7°), defined as JeTs () Pjs.ize < RS7¢ This balances block utilization with
storage efficiency. The computational capacity constraint governs the network’s ability to encode,
decode, and validate transactions, ensuring that ;e (s Pjomp < R™MP_ This prevents processing
delays and overloads, maintaining operational throughput despite the added complexity of coded

data.
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Additionally, validation depth constraints address the overhead introduced by accessing historical
encoded data for transaction validation. Transactions with greater validation depth (P;lepth) require
more intensive decoding operations to retrieve relevant blocks that are buried deeper in blockchain.
The system enforces a maximum validation depth (RYP!") to prioritize transactions with lower
validation requirements, reducing computational burden and preserving system efficiency as setting

depth depth
max ;7 () 7)]. < REP

ensuring encoded blockchain systems maintain high throughput despite
the complexity of data retrieval.

Moreover, to transcend the goal of merely maximizing the quantity of processed transactions, the
proposed framework incorporates a transaction prioritization mechanism. This mechanism shifts
the objective from solely maximizing the number of transactions to maximizing the cumulative
reward, denoted by O.g(7), which accounts for the intrinsic value of each transaction based on

factors such as urgency, fees, and age. Formally, the enhanced optimization problem considering the

three key system constraints is defined as:

Maximize O(t) = Z 7 i Lyalid(j)» 2.3)
JET5 (1)
sty P < RO 2.4)
J€T5(1)
Z PP < RO, 2.5)
JeT (1)
max PIPN < Rdepth. (2.6)
JET5(1) a

where in this refined formulation, r; denotes the reward associated with transaction j, which reflects
its utility based on vitality, transaction fees, and age.

Furthermore, efficient miner allocation enhances throughput by distributing computational
tasks effectively, reducing validation time and delays, and optimizing resource use. This increases
transaction validation capacity and enables the network to handle high volumes without compromising
performance.

In the following, in Section IV-A, we discuss how urgency, fees, and age of transactions
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are incorporated into g (7) as a reward maximization problem, followed by modeling problem
(2.3)-(2.6) as a combinatorial optimization problem. Then, in Section IV-B, we address determining

the optimal number of miners for processing the transactions.

2.3.2 Background on Rateless Coded Blockchain

First, we give a brief description of the encoding process employed in our blockchain. Recall
that at the end of epoch ¢ the network forms block B(z) = [L*(t) S*(#) R*(¢)] which consists of
the verified rows of the matrix of received transactions 7'(t) = [L(z) S(¢#) R(t¢)]. Encoding is
performed every W epochs on W consecutive blocks. That is, at epoch # = {W, each miner j encodes
blocks B(({—1)W+1), ..., B(¢W) into a coded block ¢; (¢) as follows. First, we represent each data
block B((£ —1)W + w) with a column vector b;(w) of size s over the finite field F,, where g = 27
and p is the number of bits in each elements of by(w),w = 1,..., W. Then, a systematic block code
with generator G of size W x W is applied to obtain [bs(1),...,bs(W)]G = [d¢(1),...,d(W)],
where W > W and {dg(w), w=1,... ,W} are intermediate codewords or pre-codewords. Since
G is systematic, we have dy(i) = be(i) fori = 1,...,W. Next each miner j further encodes the
W intermediate codewords into a coded block ¢,(;) using a systematic LT code. Specifically,
for j = 1,...,W, miner j simply stores d¢(j) = ¢(j), corresponding to the information part
of the code. All other miners store the parity part of the code. In particular, each miner j,
j=W+1,...,N(W), first chooses a degree L ; from a generator degree distribution Q(L). It then
randomly chooses L; intermediate codewords {dg(i 1),...,de(i L_,-)} from {dg(l), e, dg(W)} and
computes ¢;(j) = dg(i1) ® ... ®d(ir,). The coded block ¢,(;) is stored by miner j. Recall that
N(£W) is the number of miners in the network at the time of encoding = ¢W. We choose W such
that N(¢W) > W > W. The encoding scheme described above is shown in Fig. 1.

In our scheme miners process transactions using the raw data. Suppose miner j needs access
to a subset of blocks, denoted by ﬁj (€), from the group of blocks { B((¢ — 1)W + 1), ..., B({W)},i.e.,
some of the systematic code wordsin {b,(1), ..., bs(W)}, {d¢(1),...,de(W)},or{ce(1),...,ce(W)}.

Now, to obtain the required data, there are two approaches. First, miner j can repair the corresponding
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intermediate codewords using the RNM algorithm, which is described in detail in Appendix, by
exploiting the bitwise xor relationship between ¢, (7)’s and d/(¢)’s. This essentially corresponds to
decoding the outer LT codes. But instead of decoding all W intermediate codewords, the RNM
algorithm decodes only the required intermediate blocks. Second, in case the first approach cannot
obtain all required blocks, then a full decoding of both the outer LT code and inner block code
needs to be carried out to obtain the group of original data blocks {b/(1),...,b/(W)}. Note that for
repairing, the number of involved blocks is typically proportional to the generated degree L ;, while
for decoding this numb becomes proportional to the number of miners N(¢W). Since N({W) > L;,
repairing is computationally much more efficient than decoding. Fortunately, most of the time only
repairing is needed for a miner to obtain its required data and decoding is rarely needed. The details
of the RNM algorithm and the decoding procedure can be found in [49], [58] and references therein.

Finally, we briefly discuss the choice of the size W of the block group. On the one hand, since
for every W data block, each miner stores only one coded block, W represents the compression ratio
and should be large. On the other hand, if W is too large and some miners may leave the network,
this could result in unsuccessful decoding, and miners may not be able to recover some data blocks
during the time interval between encoding instants (£ — 1)W and {W. Therefore, there is a trade-off
between the decoding failure probability and the reduction in storage. The method for finding the

optimum W is discussed in [49] by using analysis tools in [58], [59].

2.3.3 Overview of the Mining Process

The mining process in our approach goes beyond the conventional task of merely generating
blocks; it’s a carefully structured, multi-stage mechanism tailored to the unique demands of IoT
blockchains. Traditional mining typically involves validating transactions or solving cryptographic
puzzles to create blocks. However, IoT networks introduce additional complexities, such as managing
high transaction volumes, optimizing limited computational and storage resources, and handling
constantly changing network topologies.

Our enhanced mining process, therefore, is designed to address these specific challenges with four
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Figure 2.1: Block coding in the proposed scheme using a systematic raptor code.

interconnected stages: transaction selection, miner assignment, transaction and block verification,
and block encoding for storage efficiency. Each stage contributes distinct, targeted functionalities
that improve scalability, resource optimization, and security within the IoT environment.

The process begins with selective transaction handling, where the BS prioritizes transactions
based on factors like urgency, transaction fees, and age. This approach ensures efficient processing of
high-priority transactions despite limited resources, as detailed in Section IV-A. Next, the BS assigns
these prioritized transactions to a subset of reliable miners, carefully distributing the workload to
prevent resource overload and foster scalability, as described in Section I'V-B.

Following assignment, the miners verify transactions in a decentralized manner, ensuring that
only valid transactions are added to the blockchain. This stage, crucial for maintaining blockchain
integrity, also includes consensus formation and state updates, detailed further in Sections III-D and
Iv.

Finally, to address IoT storage constraints, we employ rateless Raptor codes to encode blocks,
enabling miners to store blockchain data efficiently. This encoding approach allows each miner to
retain only partial data fragments, which can later be reconstructed if needed, facilitating participation

from storage-limited 10T devices as this strategy explored in Sections III-B and I1I-D.
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By integrating these stages, our mining process extends beyond block generation to offer a
robust framework optimized for the dynamic and resource-constrained nature of IoT networks.
This structured approach ensures scalability, adaptability, and secure data handling within an IoT

blockchain ecosystem.

2.3.4 Proposed Mining Procedure

In our proposed scheme, the BS is assumed to be a trusted entity that is always available. The
BS collects transactions, performs transaction assignment, and selects miners. This entity is critical
for coordinating the workflow but does not participate in mining or consensus itself.

The blockchain operates as a permissioned blockchain where all participating miners know
one another. In this setting, each miner is aware of the identities of other miners in the network.
Moreover, miners also know the set of assigned miners for each transaction batch. This transparency
ensures that, as described in Section IV.B, every miner can collect and verify votes from other
miners, facilitating a reliable and verifiable consensus process.

Our proposed mining scheme consists of four stages, as described in the following.

Stage 1: Transaction Assignment: At the beginning of epoch ¢ the BS collects n transactions
from different devices to form the matrix 7(¢) = [L(t) S(¢#) R(t)]. Next, the BS performs

transaction selection and miner assignment, as follows.

(i) Transaction selection: By solving an optimization problem, the BS selects K(t) of the n
transactions that are more likely to be appended to the blockchain. By doing so, we try to
minimize the amount of futile work in the network and speed up the verification process.
Therefore, this will increase the throughput and lead to a shorter confirmation time for

transactions, which is one of the most desired features in IoT blockchains.

(i) Miner assignment: Based on the current network conditions, the BS will determine the
number of the miners, M (t), each selected transaction must be assigned to, such that the
network can reach a consensus about the validity of each transaction with high probability.

Then the BS will assign each selected transaction to M (¢) randomly selected miners.
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As the result of the above two steps, the BS finds the set of selected transactions 7;(¢) = {x1, ..., Xk @)}
corresponding to K (¢) rows of matrix T(¢), with the reduced matrix of the transactions 7'(r) =
[L(r) S(t) R(t)]. Moreover, for each selected transaction x;,i = 1, ..., K(t), a subset M; of
miners with |[M;| = M(z) is assigned for validating and further processing. Let g;(t) be the
number of transactions assigned to miner j. Then on average each miner is assigned ¢(7) =
ﬁ Zyz(? q;j(t) = K(t)M(t)/N(t) transactions to process. The details of the above two steps in
Stage 1 are described in Section IV.

Stage 2: Transactions Verification: The BS sends to each miner the matrix of the assigned
transactions Tj (1) = [L () S (1) R ()] consisting of g (t) rows (transactions) from the reduced
matrix of the transactions 7'(¢). Using the notations in Section III-B, to check the validity of the
assigned transactions, miner j needs some blocks B ;(€) from some of the past block groups £.
Denote the set of all such required blocks B ;(€) for verification at epoch ¢ by ﬁ;_l. Recall that each
miner stores a fraction of the coded data and uses it for verifying the assigned transactions. If some
required data in IA%;._I are not locally stored by miner j, it contacts a subset of the miners in the
network and decodes the intermediate blocks corresponding to the missing data in IASS.‘]. If such a
repair process fails to recover ﬁ;‘l, miner j then decodes all entire block groups that are associated
with B/,

Then having the required data ﬁ;‘l, miner j computes V}(ﬁ (0,81, ﬁ}‘l) to find the vector
v; e {0, 1}%/® which is the verification results of miner j. Be noted that here the length of vector
v; is g (), so each transaction is not verified by all miners. Then each miner sends the vector v;. to
other miners and the BS. Upon receiving the validation vectors from all miners, based on the miner
assignment M(z) = {M;, ..., Mg} for the K(t) selected transactions, each miner checks if for
each transaction x;, there are enough miners in M; in favor of its validity, i.e., the majority of the
miners in M; accept x; as a valid transaction. In case of majority acceptance, x; is validated. As a
result of the mentioned procedure, miners in the network can reach a consensus about the set of
valid transactions L* (7).

Remark 1: Denote d; as the depth of the oldest block that is required for processing transaction
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x;. That is if x; is generated at epoch #, then the oldest block required for processing x; is generated
at epoch ¢ — d;. In the Transaction Selection step (see Section IV-A), the BS limits the depth of
selected transactions, such that d; < D. For example, for a batch of incoming transactions at epoch
t, where tW <t < ({+ 1)W, if D =t — (W, then the BS selects transactions whose validations
require blocks generated during the time interval [¢W, ], which are not encoded yet and are locally
stored. All other transactions will be backlogged. On the other hand, if D =t — (£ — 1)W, then the
required old blocks are generated during [(£ — 1)W, t), which involves the most recently encoded
blocks. And so on. Hence the BS can adjust D based on the number of backlogged transactions
and the new incoming transactions in each epoch so that the raw data required for validation can be
successfully obtained through repairing, keeping the decoding complexity low.

Remark 2: Sharding where a set of miners are partitioned into disjoint groups, and each group
verifies a set of disjoint transactions, is a particular case of the mentioned scheme. In our scheme,
the sets of miners for different transactions could be disjoint or have some members in common.

Remark 3: The RNM algorithm employed here is the same as that in [49] with a difference in
usage. There the algorithm is used by newly joined miners only to store the ledger by recovering the
previous blocks. On the other hand, in our scheme, in addition to the mentioned purpose, it is used
to recover the blocks if they are required for transaction verification.

Remark 4: In Stage 2, instead of broadcasting raw vote vectors v;, miners attach cryptographic
hash commitments (e.g., using SHA-256) to their votes. This approach binds each miner to a
unique vote value, so any attempt at equivocation, such as sending different votes to the BS versus
other miners, would lead to mismatched hash values detectable by the network. Consequently,
these cryptographic commitments ensure consistency and integrity of votes, preventing malicious
discrepancies and preserving the reliability of the consensus process.

Stage 3: Block Verification: At this step, each miner j uses the set of valid transactions L*(¢)
and forms the set f,j. (1), which is a subset of the confirmed transactions from L*(¢), where the
transactions that are not in f“] (¢) are excluded. Denoting Ié;f(t) as the corresponding functions that

are required to be called from the set ﬁj. (1), miner j finds the updated state of S ;(t) for its assigned
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contracts by computing F J’ (Ié;f (1), 8 (1) = S j(t), where F ]t is the function calling operator for miner
Jj- The updated state will be broadcasted to the network and the BS. Similar to the previous stage, if
the majority of the miners in M; broadcasted the same updated state for transaction x;, that state
becomes the updated state for x;. This way, the updated state $*(¢) for all confirmed transactions at
Stage 2 are determined. Each miner appends the block B(¢) = [L*(r) S*(r) R*(1)] to its local
storage until the moment of the group block encoding that is explained in the next stage. Also, the
BS updates the status of the network and reliability of each miner by comparing the received results
of computations with the collective decisions on the validity of transactions which will be detailed
in Section IV-B.

Stage 4: Block Encoding: Recall that in our scheme the blocks are encoded in groups of size W.
Suppose that B((£ — 1)W + 1) is the first block in the £-th group of blocks. Stages 1-3 repeat for all
epochs ¢ = (€ — 1)W + 1 through r = ¢W. After the generation of the block B(£W), it is the time for
encoding the £-th block group, which are blocks {B((¢ — )W + 1), B((£ = D)W +2),..., B(tW)}.
The group size W is determined by the BS and based on the number of active nodes in the network.
First, as the pre-coding step, miners in the network encode blocks {b¢(1), ..., bs(W)} to form the
intermediate codewords {d,(1), ..., d,(W)}. Then following the procedure in Section III-B each
miner j generates and stores one coded block ¢¢( ). Afterward, miners erase all the original blocks
{be(1),...,bs(W)}. But, even though it is not necessary, depending on the storage capability of
each miner, they could keep the intermediate blocks {d,(1),...,d,(W)} for some time, so that
when these blocks are required for transactions verification, they are directly available without

repairing the corresponding coded block. Hence it is an instance of trading storage for computing.

1474 i

It is worth mentioning that in any stage during the generation of the blocks {E(i)}i: (=)W1 1

miners need any data from blocks that are older than B((£ — 1)W + 1), they need to contact other

miners and perform the repair process or decoding to obtain the data. However, if the required data

=W

(-1 W41 because the encoding of the ¢-th group of blocks has yet to be

is in the blocks {l?(i)}
started, that data are stored locally by each miner as raw data.

Also, note that due to the use of rateless codes, given the set of data blocks in one group
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as the source symbols, one can generate potentially unlimited number of encoded symbols.
Specifically, each newly joined miner j’ can generate and store c¢¢(;’) by first generating the degree
number L ;s from degree distribution (L) and then selecting L, intermediate blocks from the set
{de(1),...,d;(W)} to form its coded block. Therefore, our scheme adapts to dynamic networks,
and miners can join and leave the network without having an adverse effect on the encoding and
decoding procedures. Such a feature is especially well suited for IoT networks which are typically
highly dynamic. However, other coding schemes, such as the LCC-based coded blockchain, are
designed for a network with a fixed number of nodes.

Furthermore, the reason for choosing the raptor codes as the coding scheme for our blockchain,
in addition to being a linear time encoding and decoding scheme, is that it has a very low decoding
failure probability, i.e., the probability that a miner fails to decode a group of blocks is very low,
which makes it a suitable candidate for IoT blockchains with strict security and timing requirements.

The proposed mining procedure for the coded IoT blockchain is detailed in Algorithm 1, outlining

the sequential stages of transaction assignment, verification, consensus, and block encoding.

2.4 Transaction Assignment

In this section, we describe the transaction selection and the miner assignment steps in the first

stage of our proposed mining procedure for coded IoT blockchain.

2.4.1 Transaction Selection

Our goal is to select a subset of n transactions to maximize the total reward subject to constraints
on computing and storage resource as well as the depth of required blocks for processing transactions.

Three factors determine the reward of a transaction:

1. Vitality: It is an indicator of the level of urgency for the transaction. A higher value means the

transactions should be processed faster.

2. Transaction fee: With the same vitality level, it is preferred to first work on transactions with
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Algorithm 1: Coded IoT Blockchain Mining Procedure
Stage 1: Transaction Assignment
Collect n transactions 7'(t) = [L(t), S(¢), R(1)]
Assign transactions and miners (Refer to Algorithm 2)
Stage 2: Transaction Verification
foreach miner j assigned transactions fj () do
Retrieve required prior blocks 135.—1
Verify transactions: v; = V]’.(ﬁj(t), Si(1), ﬁ;._l)
Broadcast verification result v; to other miners and the Base Station (BS)

end

Consensus: Finalize valid transactions L*(7)

Stage 3: Block Verification

foreach miner j do
Execute valid contracts: fj(t) = FJ’.(I@;(t), §j (1))
Broadcast updated state S (1)

end

Consensus: Update global state $*(r)

Form block: B(¢) = [L*(¢), $*(¢), R*(¢)]

Stage 4: Block Encoding

if t = (W then
Encode blocks {B(({ — D)W + 1), ..., B(tW)}
Store encoded block ¢, (j) for each miner

Discard raw blocks {B((¢ — )W + 1), ..., B(tW)}
end

higher fees to maximize the profit of the miners.

3. Age: Itis the time between the submission of the transaction and sending the transaction to
the miners for processing. If a transaction does not have a high priority or a competitive
transaction fee, it should not be prevented from being sent for processing because many

backlogs can result in network congestion.

We use Richards’ curve [60] to model the reward of each transaction based on the above three factors.
Denote v;, a;, and f; as the vitality, age of the transactions in number in epochs, and transaction fee,

respectively, of the j-th transaction, j = 1,...,n. Denoting v = (vy,...,v,),and a = (ay,...,a,),
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the reward of the j-th transaction is given by:

1

ri(v,a, f;) = 2.7)
(1+7e17)!/
where 1 1
N e Yi 3 eTal %
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Fig. 2 shows the efficiency of the proposed model for transaction prioritization. For n = 5 with
v=(1,10,6,8,2,4) and a = (16, 1,4,32,2,8), we plot ; as a function of f; for j = 1,2,3. From
the figure we can see in the high fee region, e.g., f; > 10, the transaction with high vitality (j = 2)
has higher priority and approaches the maximum faster. On the other hand, in the lower fee region,

its priority becomes lower than the transaction with older age (j = 1).

0 5 10 15 20 25
g

Figure 2.2: Plot of the reward function r;(v, a, f;).

For each transaction j, define &; as the amount of computation resource required for processing
it, modeled as a Gamma random variable with the shape parameter «; and scale parameter 3; define
n; as its size, modeled as a Gaussian random variable with mean y; and variance o2; and define d fi
as the maximum depth, which is the position of the oldest block required for processing transaction
J» modeled as a Poisson random variable with mean 4 ;. Furthermore, define the binary variable

xj = 1if the j-th transaction is selected for processing and x; = 0 otherwise. Then the problem of
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selecting a subset of transactions can be formulated as the following optimization problem:

n

X 2.9
s.t.P ang-x-sc =P Zn:mx,g >4q1, (2.9b)
/ Jv] / Jv] 0
j=1 j=1
n S — Z’?_ T:X:
Bl njx; < 5|= 0| = 2 g, (2.9¢)
Jj=1 ,/w Z?:l TjXj
n
P (max(dyxq, . . .,dyx,) < D) = ]—[ Q(D+1,1;x)) = qs. (2.9d)
J=1

where P, ®, and Q are the lower regularized gamma function, the cdf of standard normal and the
upper regularized gamma function, respectively. Formulation (2.9) maximizes the total reward of
the selected transactions subject to three probabilistic constraints: (2.9b) puts a constraint on the
computational cost for the selected transactions; (2.9¢) limits the aggregated size of the selected
transactions to the size of one block; and (2.9d) restricts the depth of the required blocks for
processing the selected transactions.

Since in an IoT blockchain, the number of transactions is typically much higher than that in
conventional blockchains like cryptocurrency blockchains, the traditional mining process in which
each miner processes all incoming transactions becomes inefficient. Here we cluster the incoming
transactions for faster and more efficient processing leading to higher throughput. First, based on the
transactions’ type and calling functions, they would consume a wide range of computing resources;
hence, they need to be judiciously chosen to meet the computing capacity limit. Second, due to
the diversity of the transactions and contracts in the IoT blockchain, the size of each transaction
could be in a broader range than conventional blockchains. Hence if a transaction is not likely to be
accommodated in a block along with other submitted transactions, it will not be selected. Third, by
restricting the depth of selected transactions to only a few previous blocks, in case miners could not
repair the required blocks and had to decode a group, we limit the total decoding complexity.

Alternatively, when &;, n7;, and d; are known to the BS, we can also consider the following
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deterministic optimization formulation:

N

max rix;, (2.10a)
xj€{0,1}, j=1,...,n =
n
st ) Ex;<C, (2.10b)
j=1
n
Dm0, (2.10c)
j=1
max(dixi,...,d.x,) < D. (2.10d)

Problems (2.9) and (2.10) are stochastic and deterministic forms of the well-known knapsack
problem [61]-[63] in combinatorial optimization, respectively, which are NP-complete [64]. We
relax them by changing the constraints x; € {0,1} to x; € [0,1]. It is shown in [65] that the
stochastic knapsack problem in (2.9) is a convex optimization problem in its relaxed form. Moreover,
the relaxed version of the deterministic problem (2.10) is a linear program. Finally, the solution to
the relaxed problem can be mapped to a binary solution by using the random rounding method [66].

Note that the stochastic formulation (2.9) and the deterministic one in (2.10) have their own
advantages and drawbacks. Formulation (2.9) is more demanding computationally, but the BS does
not need to know the exact values of different transaction attributes, i.e., size, amount of required
resource for computation, and depth of the oldest required block for verification. On the other hand,
though formulation (2.10) is less demanding computationally, the BS must know the attribute values

of each transaction which may not be available for some IoT blockchains.

2.4.2 Miner Assignment

In our scheme, the BS keeps monitoring the reliability of each miner. Specifically, denote
pj(t) as the probability that miner j is reliable, estimated by the BS at epoch 7. Recall that
v*(1) € {0,1}X® is the binary vector whose i-th element is 1 if the majority of miners validate

the i-th selected transaction by the BS, and 0 otherwise. Also, v;(t) € {0, 1}9/() contains votes of
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miner j at epoch ¢ about the validity of its set of assigned transactions. Denote v’;.(t) e {0,1}4;®
as the subvector of v*() that includes just the corresponding elements of v;(¢). Now assume that
at time epoch f — 1, the reliability of miner j is estimated as p;(¢z — 1). Then after receiving all
votes from all miners in the network and knowing the collective decision about the validity of each

transaction, the BS can update the reliability of miner j as follows:

L;(t)
q;(1)

pj®) =1 =B)pjt-1)+p 2.11)

where 0 < 8 < 1 is a forgetting factor to count for time-evolution, and /() correct votes of miner j
atepoch ¢, i.e., the number of zeros in v;‘. (t)®v;(t). Now, suppose that at the beginning of epoch 7 the
BS wants to assign each transaction from 7'(z) to M (¢) miners in the network in a way that after each
miner collects the votes of other miners, the network is able to reach a consensus about the validity
of transactions, based on the majority rule, with a probability of at least 1 — € for 0 < € < 1. Denote
Z;(t) = 1 if miner j’s vote is reliable and 0 otherwise. Now denote Z(t) = Z1(t) + ...+ Zy ) ().

The network will make a correct decision if Z(¢) > MT(’) Approximating the miners’ votes as i.i.d.

NG ) 1/N(t)

Bernoulli random variables with parameter P(¢) = (]_[1.:1 pj(1) , and using the Chernoff

bound [67] we have:

Pr [Z(t) > MT(I) 51— e PRMO(PO-3)" 5 | _ (2.12)
which results in:
_[8(In1/e)P(t)
wo = | T | e

as the minimum number of miners required to be assigned to each transaction. Therefore, the BS
computes P(¢) and M (t) at the beginning of each epoch ¢ and randomly assigns each of the K (¢)
selected transactions from the reduced matrix of transactions 7'(¢) to M (¢) miners.

The process of transaction selection and miner assignment is described in Algorithm 2, where

transactions are evaluated based on a reward function, optimized under resource constraints, and
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assigned to miners.

Algorithm 2: Transaction Selection and Miner Assignment

Input: Transactions {1,2,...,n} with vitality v;, age a;, fee f;, resource requirements &/,
sizes 17;, depths d;
Compute Rewards:

foreach transaction j do
| Compute reward r; using equation (2.7)

end

Formulate and Solve Optimization Problem:

Maximize total reward Z?:] r;x; subject to constraints in equations (2.9b), (2.9¢), and
(2.9d)

Solve for x;

Select transactions where x;‘. = 1 to form the set 7(7)

Compute average miner reliability P(#) using equation (2.11)

Determine number of miners per transaction M () using equation (2.13)

foreach rransaction x; € 7;(t) do
| Randomly assign transaction x; to M (¢) miners to form M;

end

2.5 Comparison with Existing Coded Blockchains

In this section, we will compare our proposed scheme with two other benchmark papers on
coded blockchains, which are Polyshard [12] and LCB [20] in terms of several performance metrics,
including storage reduction, decentralization, throughput, and security. Although both papers use
the Lagrange polynomial to code the blockchain data, Polyshard uses a sharded blockchain, while
LCB is based on a non-sharded approach. The reason for choosing these two papers is that to the
best of our knowledge, at the time of writing this chapter, these two works are the only benchmarks

on coded blockchains that fit IoT applications.

2.5.1 Simulation Setup

We analyze a dynamic network where miners join and leave at the transition between epochs. The
number of miners joining or leaving follows Poisson distributions with means A, and A;, respectively.

In the pre-code stage, we employ the Reed-Solomon code from the Matlab 2021a Communication

35



Toolbox. The size of encoded groups in our scheme, Wy, is dynamic and varies for each group based
on the number of miners in the network at encoding time.

The ¢-th group of encoded blocks consists of {E(W(g_l) +1),...,B(W,)}, and its size is
determined to maintain a pre-code rate of W, /W = 0.8. To calculate W,, we use the failure
probability function from [49], which estimates the probability of failing to decode at least one
input symbol for a rateless code given its generator matrix G and degree distribution Q(L). By
determining the overhead required to ensure reliable decoding with high probability and using the
current number of miners N(z) (equal to the number of output coded symbols), we compute W,
such that the failure probability remains below a predefined threshold. The modified robust soliton

distribution [68] is used as the degree distribution given by:

0, for L =1
Q(L) = (2.14)

,LL(L)+%, forL=2,...,W

where
i = 20210

and 8 = ZZl (p(i) + 7(i)). In (2.15), p(i) and 7(i) are given by:

for 1<i<W (2.15)

. 1/W, fori =1,
p(i) = .
/(GG -1)), for2<i<W,
S/iw, forl <i<¥_1, (2.16)

(i) = SIn(S/6)/W, fori=X,

0, otherwise.

where 6 € [0, 1] and ¢ > 0O are constant, and S = ¢ - \/W -In (?) is the average number of degree-1
code symbols. We set ¢ = 0.15 and 6 = 0.5. As seen in Fig. 3, this degree distribution favors lower

degrees more than higher degrees, which helps reduce the decoding complexity.
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Figure 2.3: The modified robust soliton distribution used in the LT code (W =1000,6 =0.15,¢c =
0.5).

Our simulation has three types of miners: dishonest, honest, and straggler. A dishonest miner
always votes incorrectly, while an honest miner always successfully delivers correct votes to the
network. Also, a straggler is a miner that, with probabilities of 1/3 and 2/3, does not send any
votes and sends correct votes to other miners, respectively. To have a fair comparison with LCB
and Polyshard, adopting the parameters in [20], we assume that in all three schemes, up to 40% of
miners in the network can be a straggler.

We distinguished straggler nodes from malicious ones to capture realistic network behavior
and apply more tailored strategies, ensuring that benign delays are not mistaken for adversarial
actions. Malicious nodes intentionally disrupt consensus by sending false information, whereas
benign straggler nodes may delay or fail to send responses due to network latency, resource
constraints, or temporary failures without malicious intent. This distinction allows our model to
differentiate between non-malicious performance issues and genuine attacks, targeting security
measures appropriately.

Building on the threat model of stragglers and malicious nodes described above, we assume that
up to 40% of nodes in the network are configured as potential stragglers to represent worst-case
performance scenarios. However, statistically, not all of these nodes experience delays simultaneously,
resulting in an effective number of stragglers that remains well below 40%. Combined with scenarios
involving up to 30% malicious nodes, the aggregate proportion of non-responsive or adversarial

nodes is highly likely to stay below 50%, preserving a majority of honest and responsive nodes.
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This ensures that our majority voting mechanism and consensus process remain reliable and secure,
even under adverse conditions.

The simulations are run on a Java-based simulator, JABS [69], a modular blockchain network
simulator with the capability of handling around 10000 nodes. For our optimization in Stage 1, we
use GAMS [70] and solve the problem of transaction selection on its Java API, which has built-in
support for functions in our problem, including regularized gamma functions and standard normal
cdf. We assume that there is enough bandwidth for sending and receiving the data required for
consensus, and the latency is negligible compared to the block size. Also, to choose the system
parameters we used the Ethereum live data set [71] and [72], [73], and set our simulation parameters
as follows.

At the beginning of each epoch, the BS collects n = 500 transactions to solve the problem in
(2.9) to select a subset of them for further processing by miners. This batch of n = 500 transactions
are either all newly generated transactions or a combination of new and backlogged transactions.
Denote the number of backlogged transactions at the beginning of epoch ¢ by Y (¢). The number of
the newly created transactions at the beginning of epoch ¢ is then 500 — Y (¢). For each transaction j
we generate six numbers representing its fee f;, age a;, vitality v;, amount of computation resource
required for processing &, size 17;, and maximum depth d; following the distributions described
below. In case a transaction is backlogged in an epoch, it will preserve these attributes in future
epochs until it is selected for processing by the BS.

We assume that a transaction’s fee and age are related to its vitality as follows: f;~Exp(20/v;),
truncated between 0 to 100; a ;~Exp(6/v;), truncated between 1 to 32. For equations (2.7) and (2.8),
the vitality v; of transaction j is uniformly distributed in {1, 2, ..., 10} with 10 being the highest
vitality. Also, é;~Gamma(1.5,42000), ;,~N (3000, 1000). Denote the last confirmed block before
the start of epoch 7 by “W. Then at the beginning of epoch #, 500 — Y (¢) new transactions must
be generated. We divide the 500 — Y (¢) transactions into five groups of equal size with different
maximum depths. For transaction j in group «, dj~Poisson(W (0.95 — 0.23«)) fork = 0,1, ...,4.

Moreover, in problem (2.9) the values of C = 6.7 x 10°, S = 1.2 x 10° are fixed for all the epochs.
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However, the value of D changes in each epoch according to the number of backlogged transactions.
That is, if the majority of the batch of 500 transactions for selection by the BS in problem (2.9) are
from the backlogged transactions, we continue to increase D and set it to its next value from the
set of values {t — W, — W(,_1), ...} until the majority of the batch of 500 transactions are new
transactions.

Furthermore, in equation (2.11), the initial value of p; for miner j when it first joins the system
is uniform between 0.5 and 1, 8 = 0.1, and € = 0.01 in equation (2.13).

Finally, for the proposed scheme, the simulated networks in Sections V-B and V-C are dynamic,

and Section V-C considers a non-dynamic network.

2.5.2 Storage

In IoT blockchains, miners often overlap with users submitting transactions. Due to the diverse
capabilities of IoT users, some may struggle with storage as the blockchain grows. General solutions
to blockchain storage issues typically involve pruning [74] (ignoring old block data) or using
side-chains [75], both of which introduce drawbacks [76]. Here, we compare our scheme to
Polyshard and LCB regarding storage usage fraction Ry, defined as the storage space needed per
node in a coded blockchain relative to an uncoded conventional blockchain.

In LCB, all miners store identical coded blocks, so coding does not reduce storage. Hence, the
storage usage fraction is R; = 1 for LCB. In sharded blockchains, the number of shards depends on
the network size and the fraction of malicious miners. In Polyshard, storage constraints are also
influenced by the verification function’s polynomial degree. For Polyshard, R; = W [12],
where u is the fraction of dishonest miners and U is the maximum degree of the verification function.

The storage usage fraction of our scheme is given by:

_ Q- YeewWe+|W]
0

R ) (2.17)

where Q is the last confirmed block, ‘W is the set of encoded blocks, and W, is the number of
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consecutive blocks in the ¢-th group of encoded blocks.

Fig. 4 shows the evolution of the storage usage fraction R, over time in our scheme compared to
Polyshard and LCB. We simulated a dynamic blockchain where the numbers of nodes joining and
leaving each epoch follow Poisson distributions with 4; = 4 and 4, = 10, respectively. Starting with
1000 miners, we calculated R across 250 epochs.

Initially, Ry = 1 because blocks are not encoded until the first encoding instant. After encoding
starts, miners need significantly less storage to store coded blocks, leading to a steep decline in Rj.
Fluctuations in R occur because miners temporarily store all blocks in a group until the BS encodes
them. Once encoded, miners erase these blocks and keep only a coded block, reducing R;. This
fluctuation repeats with every group.

For Polyshard, R; for the balance-checking function [12] is shown with U = 1, and for u = 30%
and u = 40% (fractions of dishonest miners). In Polyshard, R, decreases as the fraction of dishonest
nodes increases, while in our scheme, R, remains unaffected by the number of dishonest miners.
Thus, with few dishonest miners, Polyshard and our scheme show comparable R;. However, as the
fraction of dishonest miners grows, our scheme achieves greater storage savings.

Additionally, Polyshard’s storage usage increases with higher degrees of the verification

polynomial (larger U), and the comparison here is based on Polyshard’s optimal case, U = 1.

= 10 - -Polyshard, p = 40%
§ ---Polyshard, p = 30%
i - —LCB
% \:: G4 Proposed
o BN S i LTI A s
o | P UTEmresETTORRAS A 0
= T A A T T I
" R A N
)
3107

50 100 150 200 250

Time Epoch

Figure 2.4: Storage usage fraction comparison with N = 1000, 4; = 4, and 1, = 10.
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2.5.3 Decentralization

We differentiate between decentralized and distributed systems. Decentralized systems involve
decision-making across multiple nodes, with each node determining its behavior and collectively
influencing the system, ensuring no single node holds absolute decision-making power. Distributed
systems, however, refer to processing spread across nodes, but decision-making may still be
centralized or decentralized.

In both Polyshard and LCB, computation is distributed but not truly decentralized. For
Polyshard, block generation is unclear, and computations are only distributed during verification. If
a conventional consensus algorithm (e.g., PoW, PoS, PBFT) is used for block generation, Polyshard
becomes centralized due to the inherent centralization issues of these algorithms [77].

In LCB, a well-equipped node can undertake multiple mining tasks, increasing its contribution
to block generation or verification and pushing the network toward centralization. We compare
decentralization in LCB with our scheme, while for Polyshard, analysis is limited to descriptive
observations due to its ambiguous block generation process.

Denote ¢;(t) as the number of blocks generated by miner j at epoch z. We adopt the following

two metrics to measure decentralization [55]. The Gini coefficient at epoch ¢ is defined as:

S 3O |pi(1) - (1)

1(1) = . (2.18)
2N () 2V ¢(2)

To provide intuitive understanding, the Gini coeflicient is a statistical measure originally used to
assess income inequality. In our context, it evaluates how evenly block generation is distributed
among miners. A lower Gini coefficient signifies that blocks are generated more uniformly across
miners, reflecting higher decentralization since no single miner or small group dominates the process.
Conversely, a Gini coefficient close to I indicates that block generation is concentrated among a few
miners, pointing to centralization.

On the other hand, the entropy at epoch ¢ is defined as:
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N(1)

¢ (1) ¢ (1)
E(t) =— log .
; YO N gi0)

J=1 J=1

(2.19)

To further elucidate, entropy is a concept from information theory that measures the randomness
or unpredictability within a system. In our scenario, higher entropy indicates a more random and
evenly spread distribution of mining power among miners. This randomness ensures that block
generation is less predictable and more uniformly distributed, signifying greater decentralization.
Higher entropy thus reflects that no single miner holds a significant advantage, whereas lower
entropy suggests predictability and potential centralization.

We simulated the LCB and our proposed scheme for 500-time epochs with N = 500 miners
in a fast dynamic network with 4; = 10 and A, = 20. For our scheme, denote by K, (¢) the set of
transactions out of K(t) selected transaction by the BS that is verified by the network and appended
to the chain as one block which corresponds to the 1’s in v*(z). Therefore, for any x; € K, (z), we
give participation credit to miner j € M,, if miner j voted in favor of validity of x;. Finally, the sum
of all credits that miner j receives from all x; € %, (¢) form ¢;(¢). For the LCB scheme, assume that
the time that miner j takes to finish the assigned tasks at epoch ¢ follows an exponential distribution

with mean /(¢). Denoting the number of total tasks at epoch # by H(¢), then the number of assigned
1/h;(t)H(t)

Y@

more mining tasks. Then following [20], we set a deadline to finish the assigned tasks, and all

tasks to miner j for epoch t is a;(t) = Hence miners with smaller delays are assigned
returned tasks after the deadline will be discarded. We set ¢;(¢) as the percentage of successfully
finished assigned tasks by miner j from all finished tasks by all miners, indicating its participation
in decision-making and decentralization. Adopting the parameters in the simulation section of [20],
H(t) = 10+ 3.2N(t), the deadline for returning the assigned task is 5, h;(r)~N(4.5,1.66) and
h;j(t)~N(2.5,5/8) for straggler and non-straggler miners, respectively. Also, in rare cases, if
hj(t) <0, we assume that the assigned task for miner j is returned on time. Fig. 5 (a) shows the
histograms for the Gini coefficients for the two schemes. It is seen that our scheme has a much
smaller Gini coeflicient than LCB. In fact, the Gini coeflicient of our scheme is close to zero,

indicating excellent decentralization. Moreover, in Fig. 5 (b), the histograms of the entropies of the
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Figure 2.5: The comparison of decentralization between LCB and the proposed scheme with
N =500, 4; = 10, 1, = 20 and for 500-time epochs, a) Gini coeflicient, and b) entropy.
two schemes are shown. It is seen that our scheme has a larger mean and larger variance than LCB,

indicating a better decentralization.

2.5.4 Throughput

Throughput is defined as the average number of transactions correctly confirmed per epoch. In
uncoded blockchains, throughput primarily depends on the runtime of consensus algorithms. For
example, in PoW blockchains, the time required to find the target nonce for solving the hash puzzle
determines transaction confirmation time. In coded blockchains, however, coding and decoding
complexities significantly influence confirmation time and throughput. Next, we explain how the
throughput of the three schemes was obtained through simulations.

For all three schemes, the network has a dishonest miner percentage y = 30%, with up to 40%
straggler miners as described in Section V-A. Simulations involve a ledger size of 10000 epochs.

In Polyshard, the verification function has degree U = 1 (balance-checking). The number of
shards is S = [ (1 —2u)N — 1] € [15,165], based on the miner count N. Each shard proposes
a block with % transactions. Following the Polyshard scheme, miners generate and broadcast
intermediate results. These results address stragglers (erasure) and dishonest miners (error) via
Reed-Solomon decoding (dimension S, length N). A block is valid if the network collectively

confirms its validity for each shard i € [1, S]. Let o(N) represent the total confirmed transactions
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across all valid blocks for N miners. Polyshard’s throughput is calculated as %57,

where o(N) is
averaged over 1000 simulation rounds.

In LCB, block generators and validators are equal in number. Following the setup in [20], the
block generation/validation polynomial degree is 2. The number of block generation and verification
tasks is N + 5 (based on equations (5) and (6) in [20]), meeting the security and resiliency threshold
of LCC. Tasks are assigned as per Section V-C, using the same straggler distributions. Each miner

decodes coded blocks and verifier results to confirm blocks. For block B(?), verifier j’s vote

W,(t) € {0,1} determines confirmation via the consensus rule in [20]: B(z) is valid if decoded

successfully and Zj\':l 2((;)) W¥;(t) > 0.5, where a;(t) and H(t) are defined in Section V-C. LCB
throughput is the average confirmed transactions per block over 1000 rounds, divided by 500.

In our scheme, throughput is based on correctly confirmed transactions %K, () from a batch
of n = 500 transactions, simulated with and without transaction selection. Without transaction
selection, the optimization in Section IV-A is skipped, and transactions are distributed using equation
(2.13). With selection, the BS solves problem (2.9) to choose a subset of transactions. Similar to
Polyshard and LCB, throughput is averaged over 1000 rounds of simulations.

In Fig. 6, we show the throughputs for the three schemes as a function of the number of miners
N. The throughput of the proposed scheme is higher than Polyshard and LCB. A couple of reasons
led our scheme to have higher throughput than the other schemes. One is that we run the blockchain
transaction-based, so the validity status of one transaction does not impact other transactions. While
in the two other schemes having just one invalid transaction in one block causes the whole block to
be invalid, thus making all effort and time spent in vain. Another reason is that in our scheme, we
use raptor codes with a linear time encoding and decoding complexity, while the other two schemes
employ LCC, which has a higher computational complexity than raptor codes. For instance, the
complexity of decoding a length-N Reed-Solomon code at each node to find the collective decision
regarding the validity of S proposed is O(N log® N loglog N) [12]. However, the complexity of
finding W, raw blocks in one group, which are coded by raptor code, is O(% log(1/¢€)), where &

is the threshold for probability of failure [58]. Lower complexity helps the computation for each
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miner take less time, leading to a higher throughput.

Moreover, it seems that the transaction selection in stage 1 of the proposed scheme can
significantly increase the throughput since results in faster and less futile work. Also, though when
the number of miners is small, e.g., N = 50, the proposed scheme without transactions selection
has a lower throughput than LCB and Polyshard, for networks with a large number of miners, e.g.,
N > 400, it outperforms LCB and Polyshard. The reason is that the slop of the throughput curve for
the proposed scheme without transactions selection is higher than that of LCB and Polyshard.

Finally, it should be noted that the increase in throughput as the number of miners grows reflects
the inherent scalability of our sharding-inspired design, which assigns subsets of transactions
to different miners and processes them in parallel. As the network expands, more miners can
operate concurrently on distinct transaction subsets, effectively reducing bottlenecks and speeding
up transaction validation and block creation. This parallel transaction processing is analogous to
sharded blockchain systems, where increasing shards or processing units leads to higher aggregate
throughput. Our scheme further optimizes this process through coded computation, dynamic miner
assignment, and prioritized transaction selection, which together mitigate coordination overhead and
computational latency. Consequently, despite the intuition that a larger network might complicate
coordination, the system leverages additional resources to enhance overall performance, resulting in

the observed increase in throughput with a growing number of miners.
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Figure 2.6: Throughput versus the number of miners N with the percentage of dishonest miners
1 = 30%.

Fig. 7 illustrates how the percentage of dishonest miners, u, impacts throughput in a non-dynamic
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network. We measured throughput for a fixed N = 500 miners with u ranging from 5% to nearly
50%, each over 1000 simulation rounds.

Our proposed scheme maintains steady throughput as u increases from 5% to 30% and then
declines more rapidly from 30% to 50%, yet it remains significantly higher than the other two
schemes. For LCB, we simulated two scenarios based on the distributions in Section V-C by sorting
h;(t) for all miners. In the first scenario, 80% of honest miners are in the first half of the list and
20% in the second, meaning more powerful miners are mostly honest. In the second scenario, 20%
of honest miners are in the first half and 80% in the second, making most powerful miners dishonest.
This demonstrates the effect of computational power distribution in LCB. Results show that in the
first scenario, LCB maintains similar throughput despite more malicious miners, while in the second

scenario, its throughput drops below Polyshard when u > 40%.
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Figure 2.7: Throughput versus the percentage of dishonest miners p with N = 500 miners.

2.5.5 Security

Blockchain security has many aspects but can be broadly categorized as malicious and non-
malicious behaviors. Malicious behavior involves miners deliberately disrupting the network
or appending incorrect blocks. Non-malicious behavior leads to similar outcomes but occurs

unintentionally, due to failures or miner straggler effects.

46



Discrepancy Attack

The discrepancy attack [43] occurs during block generation. Polyshard assumes all nodes receive
the same blocks at the start of each epoch, with blocks proposed for each shard by nodes within
that shard. Sharding, which divides the blockchain into parallel sub-chains by splitting miners
into smaller groups, makes the network vulnerable to attacks since smaller groups are easier to
control. An adaptive adversary can target a shard and generate multiple conflicting blocks, causing
network discrepancies. Detecting such discrepancies [43] involves significant communication costs.
Preventing this requires the network’s miners to scale as S 7, where S is the shard count and U the
polynomial verification degree—a challenge for real-world blockchains.

The LCB counters this attack using coding in block generation. All miners propose a single
block per epoch, formed using the LCC. Thanks to the error resilience of LCC, the network can
reliably identify the correct block despite discrepancies.

In our proposed scheme, discrepancy attacks can occur at two levels: transaction and block. At
the transaction level, attackers send conflicting votes on a subset of transactions to different miners.
At the block level, they send conflicting blocks.

To address transaction-level attacks, our scheme selects the number of miners M (¢) to validate
each transaction based on the miners’ estimated reliability during Stage 1. This ensures that even
with conflicting votes, the scheme can reach a correct collective decision.

For block-level attacks, all miners broadcast the confirmed block, and the block agreed upon by
the majority is appended to the chain. A successful block-level attack would require attackers to

control more than half of the network miners, which is unlikely in real-world blockchains.

Straggler Effect

In both LCB and Polyshard, consensus involves sub-tasks such as computing intermediate results
of Lagrangian polynomials at specific points. Polyshard assumes all miners return their results on
time. While coding techniques can handle some erasures by treating straggler miners as such, an

increase in stragglers reduces the network’s ability to handle erroneous results from adversarial
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miners.

LCB addresses this by assigning multiple computation tasks to each miner. Miners with greater
computing power handle more tasks, compensating for delays caused by stragglers who fail to
deliver results on time.

Our scheme mitigates straggler effects by adjusting the number of miners assigned to validate
each transaction based on Equation (2.13). It accounts for stragglers or other network conditions
that delay miners by continuously updating their reliability. As the number of stragglers increases,
the scheme assigns more miners to process each transaction, ensuring the network can still make

accurate decisions.

Eclipse and 51% Attacks

An eclipse attack involves an attacker creating a controlled environment around one or more
miners, manipulating them into wrongful actions. A 51% attack occurs when over half of the miners
are controlled by a single group, allowing them to dominate decision-making in the network.

Both Polyshard and LCB use LCC, but they differ in handling encoded outputs. Polyshard waits
for all encoded results before decoding, while LCB allows each miner to decode using a subset of
the fastest coded outputs. This approach makes LCB more vulnerable to eclipse and 51% attacks,
especially in IoT blockchains where traditional consensus methods like PoW are absent, making it
easier and cheaper to produce erroneous results. By assigning multiple tasks to some miners, LCB
risks malicious miners targeting subsets to send incorrect outputs. LCB assumes that faster miners
are mostly honest, which may not hold in practice, allowing powerful malicious miners to corrupt
the chain by taking on a significant number of tasks.

In contrast, Polyshard assumes secure block generation within shards and sufficiently large shard
sizes to prevent 51% attacks, making it resistant to these threats under such assumptions.

In our scheme, random transaction assignment at the BS stage prevents attackers from targeting
specific miners, as they cannot predict which miners will validate a transaction. Additionally,

decisions rely on majority rule at the block verification stage, making a 51% attack successful only
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if adversaries control more than half of all miners, which is highly improbable.

Attacks in Distributed Encoding

Both LCB and Polyshard use distributed encoding, where miners exchange data, apply LCC,
and store the resulting coded ledger locally. Miners then process transactions on the coded data
and use LCC for consensus. However, as shown in [78], if dishonest miners send conflicting data
to honest miners in a distributed encoding network, honest miners can be confused about the final
decision, potentially causing the blockchain to fork at each epoch. Preventing this requires every
honest miner to contact all others and wait for their results, negating the performance advantages of
waiting only for the fastest miners’ outputs in LCB and Polyshard.

Our scheme, however, does not rely on distributed encoding as described in [78]. Instead,
computations are performed on raw data, and each miner encodes past block data independently.
This approach makes our scheme resistant to the attack described in [78].

Finally, we summarize whether or not each coded scheme is resistant to various attacks in Table

2.3.
| Attack Type IPolyshard | LCB | Proposed
Discrepancy Attack No Yes Yes
Straggler Effect No Yes Yes
Eclipse and 51% Attacks Yes No Yes
Attacks in Distributed Encoding] No No Yes

Table 2.3: Resistance to various attacks by different coded blockchain schemes.

Simulation Comparison

We conducted two experiments to evaluate the impact of attacks on the three schemes. The first
experiment examined the effect of a discrepancy attack by measuring throughput as a function of
the number of miners, similar to Section V-D, but without straggler miners. All miners were either
honest or dishonest, with 20% (u = 20%) being dishonest and sending discrepant values to disrupt

the network.
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We defined ¥} as the number of distinct messages a dishonest miner can send during the block
generation stage [43]. For Polyshard and LCB, ¥ represents the number of different coded blocks a
dishonest miner can send. Unlike simulations where dishonest miners send just one invalid block
(¢ = 1), they sent multiple invalid blocks (:+ > 1) to corrupt consensus and hinder block decoding.

Our scheme, however, differs fundamentally. Transactions are processed directly, with blocks
created only after valid transactions are identified. Consequently, ¢ is irrelevant in our scheme. Votes
on transaction validity are binary: dishonest miners can either incorrectly vote valid transactions as
invalid or invalid ones as valid, but they cannot send multiple discrepant messages. This binary
voting mechanism eliminates the ability to exploit J for a discrepancy attack in our scheme.

We computed the throughput of LCB, Polyshard (for ¢ = {2, 3}), and the proposed scheme, with
results shown in Fig. 8. Polyshard is vulnerable to attacks, as an increase in miners leads to more
dishonest ones (fixed u), causing more discrepant values and complicating LCC decoding [43].
This reduces successfully decoded blocks and throughput, worsening as  rises. For networks with
around 300 miners, Polyshard’s throughput drops to near zero.

LCB performs better, leveraging LCC for both block generation and verification. While the attack
slightly decreases throughput due to increased decoding complexity with more miners/messages,
the decline is slower than in Polyshard, even as ¥ rises.

The proposed scheme is immune to discrepancy attacks by processing transactions on raw data,
where dishonest miners can only send false votes for their assigned transactions. Unlike Polyshard
and LCB, where invalid transactions in blocks affect others, the proposed scheme processes each
transaction separately, maintaining throughput even as miners increase.

In the second experiment, with N = 500 miners and varying straggler percentages, throughput
was analyzed (Fig. 9). Polyshard showed the largest throughput decline, as it assumes timely shard
proposals and task completion. LCB demonstrated stable throughput despite rising stragglers,
effectively addressing the issue. The proposed scheme maintained consistent throughput due to its

miner assignment method (Section IV-B).
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Figure 2.9: The effect of stragglers on the throughput based on the maximum percentage of the
straggler miners with N = 500.

2.6 Conclusions

We have proposed a new coded IoT blockchain to simultaneously improve the throughput,
security, decentralization, and storage while maintaining the key features of legacy blockchains. The
proposed scheme employs the rateless code to encode the block data and store the coded blocks
distributedly. Instead of processing the transactions in blocks, as is the case in other existing coded
blockchains which may discard the processed blocks when it has a single invalid transaction and
hence decreases the throughput, our approach is based on reaching a consensus on each transaction.
This fact and an additional transaction assignment stage where a subset of submitted transactions are
selected and assigned to miners, as well as low decoding and encoding complexity of raptor codes

enable our proposed scheme to achieve higher throughput, distributed storage, and better scalability.
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Also, we discussed how performing the verification on raw as opposed to coded data (as in Polyshard

and LCB) provides a more secure and decentralized scheme closer to the legacy blockchain.
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Chapter 3: HybridChain: Fast, Accurate, and Secure Transaction Processing

with Distributed Learning

3.1 Introduction

Distributed ledgers, commonly known as blockchains, have emerged as disruptive technologies
capable of revolutionizing various industries. Such decentralized and transparent systems enable
secure and immutable recording of transactions without the need for intermediaries such as
government agencies. Built on a peer-to-peer network of computers that collectively validate
and record transactions, the blockchains employ cryptographic techniques to ensure the integrity
and authenticity of the data. Originally developed to create and exchange digital currencies
such as Bitcoin [79], blockchains technology now find applications in various domains, making
transformative impacts [80].

However, the potential benefits of the blockchain technology are accompanied by challenges,
particularly in scalability [81]. Blockchain systems have limited capacity and can process only
a limited number of transactions per time unit. This issue is challenging to address due to the
blockchain trilemma [54], which refers to the difficulty of achieving high levels of scalability,
security, and decentralization simultaneously. Any improvement in one aspect would come at the
expense of one or both of the others, and finding the right balance among the three aspects is critical
for the success of a blockchain system.

Solutions to addressing these issues can be broadly classified as either off-chain or on-chain [52].
Off-chain solutions improve the scalability by reducing the computational burden on the main
blockchain. They include state channels [82], payment channels [83], sidechains [84], and
Plasma [85], all of which handle transactions off-chain to reduce congestion on the main chain and

thus increase the scalability of the blockchain. On the other hand, on-chain solutions involve changes
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to the underlying blockchain protocol, such as changing the block data structure, and employing a
new consensus mechanism. In particular, AdaptChain [86], and Jidar [87], compress the size of
transaction representation in each block, saving the bandwidth and reducing the propagation delay,
thereby increasing the throughput. On the other hand, Algorand [88] and [89] each propose a new
consensus algorithm based on Pure Proof of Stake (PPoS) and Votes-as-a-Proof (VaaP), respectively,
to increase the throughput.

Moreover, as an on-chain solution, sharding which is adopted in Benzene [90], and Omniledger [5],
is the most significant approach among all on-chain and off-chain approaches. Firstly, sharding
partitions the network into smaller shards, and each shard operates independently, processing its
own subset of transactions and smart contracts. This division of labor reduces the computational
burden on individual nodes and increases the overall throughput of the network. Off-chain solutions
like state channels and payment channels can help reduce congestion on the main chain but have
limited scalability potential. The reason for this limitation is that these solutions depend on direct
communication and coordination among the participants, which imposes a cap on the number of
nodes that can participate.

Secondly, sharding maintains the security and decentralization benefits inherent in blockchains.
Each shard has its own set of validators, ensuring that consensus is reached on the subset of
transactions it processes. By distributing the network’s computational load across multiple shards,
sharding enhances the overall network’s resilience against attacks and reduces the risk of a single
point of failure. In comparison, off-chain solutions like sidechains and Plasma often introduce
additional trust assumptions and require trust in a set of federated entities or a single trusted party,
compromising the decentralized nature of the blockchain.

Furthermore, sharding facilitates efficient data storage and retrieval. With the partitioning of the
blockchain into smaller shards, each shard only needs to store a fraction of the entire blockchain’s
data, reducing storage requirements for individual nodes. Additionally, sharding enables parallel
processing and faster block propagation within shards, resulting in reduced latency and faster

transaction confirmation. Pertaining to this matter [91] delves into the architectural components of
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sharded blockchain systems, such as node selection and cross-shard transaction processing, aiming
to further enhance scalability and performance. Also, [92] introduces DSSBD, a dynamic state
sharding blockchain architecture, utilizing deep reinforcement learning to optimize blockchain
efficiency, thereby enhancing throughput and security. However, even though on-chain solutions
like AdaptChain, Jidar, and CUB offer optimization techniques to improve throughput, they do not
provide the same level of scalability as sharding.

On the other hand, a new avenue gaining significant attention is the Directed Acyclic Graph
(DAG) approach. Unlike existing off-chain and on-chain solutions designed for blockchains, DAG is
a unique data structure that enables non-linear data recording in a distributed ledger. Transactions
in a DAG are interlinked based on their dependencies, forming a directed graph with no cycles.
The structure permits parallel processing of transactions, providing a higher throughput than
conventional blockchain systems. DAG-based distributed ledgers could address scalability and
transaction processing challenges for two reasons. Firstly, as the number of users increases in
the network, the transaction processing capacity of a DAG can increase, whereas conventional
blockchain systems become less efficient. Secondly, DAGs can offer quicker transaction confirmation
compared to blockchains. Transactions in a DAG can be confirmed as soon as they are added to
the network without waiting to be processed in a block, as in a blockchain. DAG schemes include
Nano [93], Avalanche [94], and IOTA [95].

However, despite the advantages of the sharded blockchains and DAG distributed ledgers, they
have a number of drawbacks [96], [97] that will be elaborated in Section II-B. Motivated by these
drawbacks, in this chapter, we propose a novel consensus mechanism that provides quick transaction
processing like DAG but with improved accuracy and security, achieved by introducing validators as
in blockchain. This results in a scalable, efficient system capable of processing high volumes of
transactions with high accuracy.

The main contributions of this chapter are as follows:

1. We propose a new transaction validation scheme that prioritizes the transactions more likely

to be valid for faster and more efficient processing, thus achieving higher throughput.
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2. We propose a lightweight consensus algorithm that utilizes decentralized learning. Validators
exchange perceptions to assess transaction conflicts with the witness set, representing input
transactions in the UTXO model. These perceptions form an intermediate belief about
validity. Validators combine beliefs with each others, leading to local decisions on validity.
Final consensus emerges through a majority vote, ensuring accurate and efficient transaction

validation.

3. We discuss in-depth the notions of security, decentralization, and throughput and compare our

proposed scheme with IOTA and Omniledger in terms of these metrics.

The remainder of the chapter is organized as follows. Section 3.2 provides a brief overview of the
conventional blockchain, sharded blockchain, and the DAG distributed ledger. Section 3.3 presents
our proposed HybridChain scheme. Section 3.4 compares our scheme with IOTA and Omniledger
in terms of security. Section 3.5, compares our scheme with IOTA and Omniledger in terms of

scalability of throughput and latency through simulations. Finally, Section 3.6 concludes the chapter.

3.2 Backgrounds

This section first gives an overview of the conventional blockchain, sharded blockchain, and

DAG distributed ledger. Then, we discuss the drawbacks of these existing schemes.

3.2.1 Existing Approaches
Conventional Blockchain

Distributed ledger technologies utilize blockchains to store ordered records called blocks,
facilitated by a network of untrusted entities known as validators. These blocks are linked through
references to previous block headers, creating an immutable chain. A typical block consists of
two main sections: transactions and header. The header contains the hash of the previous block
header and the hash of the Merkle root, which represents the digest of all transactions in the block.

Validators propose new blocks using a consensus algorithm, selecting transactions and forming the
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block header. When creating the next block, validators verify the validity of the proposed block,
ensuring it adheres to the underlying protocols. Once confirmed, the validators accept the proposed
block as the next block, appending it to the existing chain.

The consensus mechanism used in a blockchain determines how blocks are proposed. There are
primarily two types of consensus mechanisms: Nakamoto Consensus and Classical Consensus [98].
Nakamoto Consensus includes Proof of Work (PoW) and Proof of X (PoX), where miners solve
mathematical problems or utilize a scarce resource to propose blocks. Classical Consensus, on the
other hand, relies on voting and allows for faster confirmation of transactions; Practical Byzantine
Fault Tolerance (PBFT) is an example where nodes communicate in quorums to agree on the
system’s state. Note that Nakamoto Consensus can result in wasted efforts, while classical consensus
may suffer from congestion and low throughput. To address these issues, solutions like sharded
blockchain and DAG distributed ledgers have been proposed.

Next we provide an overview of Omniledger [5], which is a sharded blockchain, and IOTA [95],
which is a distributed ledger based on DAG.

Sharded blockchain—QOmniledger

In a conventional blockchain, all validators validate and store every transaction. On the other
hand, sharding partitions the blockchain into smaller subsets called shards, where each shard
is responsible for processing and storing a subset of transactions. By distributing the workload
across validators, sharding enables parallel processing and increases the throughput. Unlike non-
sharded blockchains, where every validator processes all transactions, sharding allows validators
within a shard to focus solely on the transactions in their shard, resulting in faster confirmation
times. Additionally, sharding facilitates scalability by adding more shards as the network expands.
However, sharding also introduces new challenges such as shard coordination, secure cross-shard
communication, and specialized consensus protocols.

As a sharded blockchain, Omniledger operates in epochs and each epoch consists of four main

stages. Initially, validators are assigned to shards, and leaders are selected using the RandHound
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distributed randomness beacon. In the second stage, these leaders propose new blocks containing
transactions limited to their respective shards. Validation of the proposed block within each shard is
conducted by validators, employing the ByzCoinX consensus algorithm, followed by voting on its
validity. Once a two-thirds majority of validators agree, the block is added to the blockchain. The
third stage addresses cross-shard transactions through the utilization of Atomix, ensuring atomicity
across multiple shards. In this stage, the initiating shard secures the relevant accounts, creates an
Atomix instance, and requests participation from other shards involved in the transaction. Execution
of the transaction occurs when all participating shards reach an agreement, and upon success, the
Atomix instance is committed. In the final stage, the epoch is concluded, resulting in the update of

the blockchain state and preparation for the next epoch.

DAG—IOTA

In IOTA, the constructed Directed Acyclic Graph (DAG) is referred to as the Tangle, where
vertices represent transactions. In the Tangle, a directed edge from vertex v; to v; signifies that
transaction v; validates transaction v; [95].

In IOTA, the notion of validators associated with traditional blockchains does not exist. Instead,
the ledger relies on a network of nodes. i.e., devices or computers, to submit and process transactions.
When nodes submit transactions, they are verified by other nodes within the network. This self-
validating mechanism ensures the legitimacy and consistency of transactions. IOTA consists of two
types of nodes: light nodes and full nodes. Light nodes are responsible for expanding the Tangle
by generating and attaching new transactions to it, while full nodes store all the data in the Tangle.
Light nodes rely on full nodes to retrieve the necessary information.

Similar to the concept of confirmed blocks that are irrevocable in blockchains, nodes in IOTA
must reach consensus on the set of confirmed transactions. To achieve this consensus, for each
generated transaction in IOTA, light nodes fetch the required information from full nodes and solve
a Proof of Work (PoW) puzzle. They then select two older transactions, called parents, from the

tip transaction pool[14]. Here, a tip transaction refers to a transaction that has been broadcast to

58



the network but has not yet been validated by being directly or indirectly referenced by another
transaction. This parent selection in the Tangle allows for the existence of two sets of transactions
associated with a given transaction: the past cone, which consists of transactions referenced directly
or indirectly, and the future cone, which includes transactions that reference the given transaction
either directly or indirectly.

To finalize the consensus, IOTA employs a trusted node, known as the Coordinator, that
periodically issues special transactions called milestones, which act as checkpoints for the Tangle.
Transactions that are in the past cone of these milestones are considered confirmed.

It is worth noting that since nodes must solve a PoW puzzle to attach the transactions to the

Tangle, the consensus mechanism in IOTA is classified as a Nakamoto consensus.

3.2.2 Drawbacks of Existing Schemes and Motivation of Proposed Approach

While DAG schemes are capable of decreasing latency by removing validators and processing
transactions solely based on their positions in the submission order graph, this results in reduced
throughput, especially when there are dishonest nodes that behave strategically. On the other hand,
a sharded blockchain, in which validators process transactions in parallel, can improve throughput
scalability while keeping latency low in such circumstances.

However, the processing of cross-shard transactions poses a significant challenge for sharded
blockchains. Specifically, the shards must exchange information about the transaction’s validity and
the associated account balances to process cross-shard transactions. This necessitates a mechanism
for cross-shard communication and consensus, which can be intricate and time-consuming. Moreover,
a large volume of cross-shard transactions can potentially create a bottleneck in the system, as the
shards must collaborate and communicate effectively to ensure that all transactions are processed
accurately and promptly. Omniledger aims to address the challenges associated with cross-shard
transactions by implementing Atomix processing. However, as we will demonstrate in Section V,
cross-shard transactions in Omniledger can still introduce significant network delays, particularly

when the number of shards increases and a larger volume of transactions are submitted as cross-shard.

59



Moreover, the notion of decentralization in a distributed ledger covers both storage and
computation. Decentralizing storage involves distributing data across multiple nodes with minimal
redundancy so that each node stores only a fraction of the ledger data. Decentralizating computation
involves distributing the computing process for transactions among validators in the network.

Omniledger exhibits good decentralization of both storage and computation since, as a sharded
blockchain, validators process transactions for their respective shards and store the associated data.
On the other hand, for IOTA DAG where validators are not present to process transactions, edges
of the DAG graph created by nodes in the network validate or reject vertices corresponding to
transactions. Decentralization of computations in IOTA can be achieved to some extent by ensuring
that the decision to accept or reject a vertex is not made by a single or small group of nodes.

Furthermore, IOTA lacks adequate storage decentralization, since light nodes in IOTA heavily
depend on full nodes to send or receive required information for selecting transaction parents
and updating their perception of the Tangle. Additionally, as explained in Section II-A-2, the
decentralization of computations within IOTA is governed by the Coordinator, a centralized entity
responsible for determining the set of confirmed transactions. Consequently, it becomes evident that
IOTA lacks computational decentralization.

Additionally, as explained in Section IV, Omniledger is found to be vulnerable to replay attacks
and message withholding attacks. On the other hand, IOTA faces its own set of vulnerabilities,
namely orphanage attacks and routing attacks.

Our proposed HybridChain in this chapter aims to tackle the aforementioned challenges by
adopting a hybrid approach that combines the benefits of both DAG and sharded blockchains.
Similar to DAG-based schemes, our scheme has the advantage of low latency and quick transaction
processing. Additionally, our scheme features parallel transaction processing by validators, akin to
sharded blockchains, resulting in decentralized storage and computations. We also ensure sufficient
redundancy in the data storage and employ a consensus mechanism that enables our scheme to
withstand attacks that both DAG and sharded blockchains are susceptible to. Table 3.1 summarizes

the level of scalability, decentralization, and security of the three schemes.
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Trilemma
Scheme Scalability Decentralization Security
Throughput Latency | Storage Computation
IOTA Moderate Good Poor Moderate Poor
Omniledger | Moderate Poor Good Good Poor
HybridChain|  Good Good Good Good Good

Table 3.1: Comparison of IOTA, Omniledger, and the proposed HybridChain based on the trilemma
of scalability, decentralization, and security.

3.3 HybridChain

This section describes our proposed HybridChain in detail. We first provide a overview and
then describe the transaction attributes that are used by HybridChain. Next, we elaborate on the
transaction processing procedure and how the system parameters are updated. Finally, we describe

how consensus is reached by validators.

3.3.1 Overview

Suppose that the network consists of N users U = {u,...,uy} that submit transactions, and
M validators M = {m,...,my} that process transactions. Note that these two sets can overlap.
Corresponding to each validator or user we define a reliability value pl’." e [0,1],i=1,...,M or
p? € [0,1],7 =1,...,N. Each validator can exchange information with all other validators in the
network. Each validator is either honest or dishonest: honest validators strictly adhere to all network
rules and protocols, while Byzantine dishonest validators act in a random and coordinated fashion.
The Byzantine validators possess comprehensive knowledge of the network, including the network
structure, the algorithms employed, and the exchanged data. We assume that at most f < [M /2] —1
validators are Byzantine dishonest.

Validators use the UTXO model to store past transactions in the ledger, where each transaction
x; is created by some of the past transactions {xy, x2, ..., x;—1}. Denote W; C {xy,...,x;_1} as the
witness set of x;. That is, x; is valid if it is not in conflict with any of the transactions in W;.

Similar to the sharded blockchain, we partition time into epochs, but with variable durations.

61



Each epoch comprises several rounds, and the number of rounds within each epoch can vary. In
each epoch validators process A = | M /(2f + 2)] transactions (the choice of this value is explained
in Remark 5 in Section III-D). Denote the batch of transactions that is processed during epoch n
by X(n) = {X(n=1)4+1>X(n-1)242> - - - » Xna}. Then for this epoch, validators are randomly grouped
into A communities of size M /A and validators in one community process a single transaction
in x; € X(n). Denote the set of validators in the community that is responsible for processing
transaction x; € X(n) by V,. Then validators in V; process x,; in maximum |W;| rounds, and
if x, is validated, then it is stored by all validators in V;,. Since all A transactions in X (n)
are processed in parallel across communities, the maximum number of rounds in epoch n is
R, = max{|Wu—nas1 |, [Wi-nasals - - s IWaal}

In each round r = 1,..., R,, validator m; € V, computes a quantity pi (r) € [0,1] that
represents the current actual belief of validator m; about the validity of transaction x;. (The
calculation of pi (r) is given in Section III-C.) Then the local decision by validator m; at round r
about the validity of transaction x,, denoted by vi(r), is given by:

1, if pf(r) = m(ag yi) = 1 — U(a+T‘m

T
i) =30, if pl(r) < ma(agyi) = po — T, (.1

¢, otherwise,

where ¢ denotes that a local decision cannot be made, 1 (as, yx) and n;(ag, yi) are the acceptance
and rejection thresholds, respectively, with w1 and u, being some fixed values, o (-) being a sigmoid
function, a, being an attribute vector for transaction x, and y; being a weight vector associated with
validator my.

The final collective decision, i.e., the network consensus about the validity of x, can be reached

62



at round r if either of the following two conditions is met:

L, if Zm Vi 1 vi(r=1] = l|(V[|,
Ve = k€Ve Tvi(n)=1] ~ 2 (3.2)

0, if Zeer, 1yt (=) > 31Vels

where V! = 1 means that transaction x; is confirmed by the network and V¢ = 0 otherwise, and 1,
is the indicator function.

In Fig. 3.1, we illustrate the transaction processing mechanism of HybridChain at epoch n.
Each epoch encompasses A transactions, represented by circles. Transactions validated by the
network are marked in green, signifying consensus on their validity, while red circles indicate
rejected transactions, illustrating the network’s decision not to store these in the nodes due to
their invalidity. The figure also highlights transactions in yellow, representing those currently
under verification or processing within epoch n. For instance, transaction x(,-1); + 1 has a witness
set comprising transaction xp, indicating its solitary verification source. Conversely, transaction
X(n—1)a + 2 is verified by a larger witness set, including transactions x,, x2,, and x(,-2).42. Directed
edges in the figure connect each transaction to its corresponding witnesses, exemplifying a simplified
representation of the underlying DAG structure, where a comprehensive view would depict all
epochs and transactions.

Communities, shown in the figure as grouped nodes, are assigned to process transactions
within each epoch. For epoch n, each community, consisting of M /A nodes, is tasked with
processing one transaction. While the figure illustrates an orderly node assignment to communities,
actual assignments are randomized for efficiency and security. This depiction serves to elucidate
HybridChain’s dual approach: transactions are individually processed based on conflicts with their
respective witness sets (akin to parent nodes in a DAG), while simultaneously enabling parallel and

sharded processing across multiple communities.
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3.3.2 Attribute Vector

Here we discuss the idea behind using the attribute vector a, for transaction x,. Unlike existing
distributed ledger schemes that spend the same effort to process all submitted transactions, our
scheme adjusts the time and computational resources. The idea is that all submitted transactions
do not need the same amount of processing, and some are more likely to be valid than others.
Therefore, transactions that are more likely to be valid can be treated less strictly to save time and
other resources. In this regard, we use the attribute vector a, for transaction x, to find its threshold
of acceptance or rejection. The elements of a,, along with their descriptions, are listed in Table 3.2.

Here we explain the intuition behind the relation between each element of a, and the validity of
transaction x;. For each element of a,, a higher value indicates a higher likelihood of x, being valid.
Consequently, the acceptance and rejection thresholds for transaction x, in (3.1) will be lower.

ag[1] is the inverse of the value of the transaction x,. A transaction triggering a larger amount of
asset transfer between two users should be processed more carefully. However, while comparing two

transactions, especially the ones that have lesser values, the transaction with higher fees can decrease

Epoch 1 Epoch 2 Epoch n — 1

Epoch n. .. @
T

Community 1 Community 2 Community A

Figure 3.1: Transaction Processing in HybridChain at Epoch n. Green circles represent validated
transactions, red circles denote rejected ones, and yellow circles indicate transactions under
verification. Directed edges show witness relationships, simplifying the DAG structure. Brown ovals
represent communities responsible for parallel and sharded transaction processing, highlighting
HybridChain’s integrated approach combining sharding and DAG for efficient, secure consensus.
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Notation | Description

ac[1] The inverse of the value of the asset that is transferred from
sender(s) to receiver(s)

ae2] The amount of the fee that a transaction submitter pays to
validators for processing

ae(3] The elapsed time from the previous transaction submitted by
the same user in number of rounds

arl4] The inverse of the witness set size

ae[5] The weighted average of reliability of the user(s) that initiate

the transaction

Table 3.2: Elements of the attribute vector ag.

the likelihood of invalid transaction. Hence a,[2] is the fee that must be paid to the validators for
processing transaction x, regardless whether x, will be confirmed or not. a,[3] is the elapsed time
from the previous transaction submitted by the same user in number of rounds. This means if one
user submits many transactions in a short time, it can be a sign of abnormality. a,[4] is the inverse
of the size of the witness set W, for transaction x,. Since a transaction with a bigger witness size
|We| is triggering a bigger number of unspent transactions x; € Wy, then such transaction should
be handled more prudently. In general, transaction x, can be initiated by multiple users from the
set U. This means that each transaction in the witness set W, can have a different owner, which
can be considered analogous to a multi-signature transaction in the UTXO model. Specifically, for
each a,[5], represents the weighted average of the reliability of the sender(s) transaction x; € Wy.

Let U(x;) denote the index of the user who owns x;, and A(x;) represent the value of x;. Then

_ Ax;))
05[5]— Z D %(x.i)p%[(xj)-

xjeWy xjeW,

3.3.3 Transaction Validation Procedure

Recall that in each epoch n, each transaction x; € X(n), as well as information on its witness
set Wy is available to all validators. Therefore, for any x; € Wy, if validator m; € V;, then it can

determine whether or not x, and x; are in conflict, and we define the perception:

0, if x, and x; are in conflict
qr(xe,xj) = (3.3)
1, if x¢ and x; are not in conflict;
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otherwise validator my cannot discern. Moreover, denote by Wé‘ a random permutation of the
elements in W, generated by validator my. That s, for two validators m; and my, W) and Wé‘/ have
the same elements but with different orderings. We denote the transaction corresponding to the r-th

element in Wé‘ by W;‘ (r).

Processing procedure in each round r

After each round r in epoch n, one or more transactions may be eliminated from the set of the
transactions X (n) since their processing is finished by their corresponding validators, i.e., vi(r) =0
or 1 1in (3.1). We denote X, (n) as the set of transactions still being processed after round r of epoch
n with X (n) = X;(n). Then for each round r in epoch n, the processing of all transactions in X, (n)
consists of the following four stages:

Stage 1: Validators in all communities exchange perceptions:

Step 1: Sending perceptions to other validators: For each transaction x; € X, (n), and for all
transactions x,» € X (n) each validator m, € V, checks if r < |Wy| and m, € "VW;, (r)- If so it sends
qx(x¢, W/, (r)) to all validators in community Vj-. Otherwise, m, does not send any data regarding
transaction xr.

Step 2: Receiving perceptions from other validators: For each transaction x; € X,(n), each
validator m; € V; receives gy (x¢, wy (r)) that are sent in the Step 1 from all other validators m,.
We denote the set of all such perceptions by Qi (r).

Stage 2: Update actual belief and making local decision by each validator:

Step 1: Updating actual belief: For each transaction x, € X, (n), each validator m; € V; updates
pi (r — 1) using Qi (r) received at Stage 1 to obtain pi(r). The details can be found in Section III-C.

Step 2: Making local decisions: Validator my calculates vi(r) in (3.1).

Stage 3: Reach collective decision within each community V;:

Step 1: Sending local decision to other validators: Each validator my; € V, that has made a
decision in Stage 2 sends vi(r) € {0, 1} to all other validators in V.

Step 2: Receiving local decisions from other validators: Each validator my € V; receives vi, (r)
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from other validators my. € V.

Step 3 (a): Reaching collective decision: Each validator my € V; forms M%(r) = {my | my €
YV, vi,(r’) € {0,1} for 1 < r’ < r}, i.e., the set of validators in community V, that have made
local decisions about the validity of x, up to round r. Then validator my checks if there is at least
L%J + 1 identical local decisions in M¢(r). If so, the final decision V¢ regarding the validity of
transaction x, will be based on this agreement.

Step 3 (b): Forcing validators to make a decision: If there are less than L%J + 1 identical
decisions in M¢(r) and if r = |W,|, then each validator m; € V,\ M’ (r) makes a decision based on

the following rule:

v =0

€ _

‘.

m(ag, yi) — pi(r = [We|) 2 pL(r = |Wel) = na(ag, yi). (3.4)
vkzl

This forces all validators in community V, to make local decisions by round » = |W,| and the final
decision can be obtained using (3.2).

Stage 4: Broadcasting final decisions: For each community V,, if a final decision V¢ on
transaction x; is reached in the current round 7, then V¢ is broadcast to all validators in X (n). Each
validator then obtains X, (n) by removing all transactions whose final decisions have been reached
in round r.

Remark 1: Although the final collective decision for transaction x, must be made by round |W¢|,
it can be reached sooner if sufficient number of validators in community V; reach local decisions
before round |W,|. Therefore, all processings in epoch n can be completed before round R, if every
community reaches a final decision earlier than round |W|.

Remark 2: Note that if the final decision V¢ for transaction x¢ is reached in round r, then in the
remaining rounds r’ > r of the epoch validators in “V; participate only in Step 1 of Stage 1 and Stage
4.

Remark 3: The HybridChain can be viewed as a hybrid of the sharded blockchain and the

DAG. In particular, it is evident that validators process transactions concurrently in A communities,
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resembling sharded blockchains. Furthermore, akin to DAG distributed ledgers, HybridChain
utilizes thresholds as defined in (3.1) to determine the acceptance or rejection of transactions.
Additionally, similar to DAG where the relationships among transactions dictate the set of valid
transactions, HybridChain assesses the validity of a transaction based on its confliction to the
transactions within its witness set.

Remark 4: The decentralized nature of HybridChain is apparent in its implementation. Specifi-
cally, each transaction xy, is stored by 2 f + 2 validators in the set V;, which ensures a decentralized
ledger. Furthermore, the final decision V¢ is not solely determined by local decisions of validators
in Vy, but also influenced by perceptions received from all other validators in different communities
Vp during Stage 1. This decentralized approach to processing x, ensures that computations related

to its validation are decentralized across the network.

Updating reliability and weight in each epoch n

At the end of each epoch n, the reliability profiles {p?', ..., p};, p}, ..., p)} of validators and
users are updated as follows. For each validator m; denote Q(n) = {qx(x¢,x;) € {0,1} : x, €
X(n),x; € W} as the set of binary perceptions my sent in epoch n. And for each pair (x¢, x;),
denote g*(x¢,x;) € {0, 1} as the majority values of all perceptions {g (x¢,x;)} sent by validators

in epoch n. Then the reliability of validator my is updated as:

pi(n) =ipg(n—1)

- * (3.5)
+ Q (i;| Z q" (xe,x;) @ qi(xe, x;).
k gk (x¢.x;)€Qx(n)

Moreover, let X;(n) C X (n) be the set of transactions submitted by user s. If X;(n) # ¢, then the

reliability of user s is updated as:

u u 1 42 4
0" (n) = Lrp"(n— 1) + E Ve, 3.6
’ ( ) é/z ’ ( ) |XS( )l X{’GXS (n) ( )
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Otherwise p%(n) = p%(n —1). In (3.5)-(3.6), 0 < {1, {» < 1 are forgetting factors to count for time
evolution.

Furthermore, the weight vector y; for each validator my is updated every N epochs. Denote
X(1) = UZZ (—DN+1 X (n) as the set of all transactions that are submitted in epochs (r — 1) N +
1,...,tN. Denote further X (z) C X(¢) such that for each x; € X (1), m; € V,. Then the weight

vector y(2) is given by the following optimization problem:

1
yk (1) = arg max N Z [Vf log (o-(agyx)) + (1 - V) log (1 - U(ag)ﬁc))] (3.7
Yk xe€X (1)
that will be used for epochs tN + 1,...,(t + 1)N. The minimization problem in (3.7) involves

the log loss function, which is commonly used for binary classification [99]. In this context, a,
represents the feature vector, and yy is the classifier. The log loss function quantifies the discrepancy
between the predicted probabilities and the true labels, effectively penalizing incorrect predictions
and promoting well-calibrated probability estimates. Once the classifier y; has been obtained,
it assigns higher scores to transaction x, (i.e., a larger value of O'(agyk)) if it resembles valid
transactions, and lower scores if it resembles invalid transactions. Validator m utilizes these scores

to calibrate the thresholds in (3.1) for accepting or rejecting transactions in subsequent epochs.

3.3.4 Updating Rules Inspired by Distributed Learning

In this section, HybridChain’s consensus mechanism is dissected to reveal its foundation in
distributed learning principles. Central to this mechanism is the validators’ belief updating process.
A validator m;’s decision to accept or reject transaction x, is based on the actual belief pi (r),
representing the validator’s assessment of the transaction’s validity at the end of round r in the set
X (n), as introduced in (3.1). The section further introduces the concept of intermediate belief t//,i (r),
which informs the actual belief pi (r). This intermediate belief is constructed from the perceptions
gk (x¢, x;) exchanged among validators, reflecting the distributed learning approach. The details

of how pi(r) is updated, incorporating Bayesian methods and reliability assessments p}", will be
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explained later in this section. This process exemplifies how HybridChain leverages distributed
learning not only to enhance transaction processing efficiency but also to continuously refine the

validators’ decision-making capabilities.

Updating actual beliefs

In the literature on distributed consensus algorithms [100]-[102], the actual belief pi (r) at each
round r can be expressed using the general form pi(r) =g ({pi/ (r— 1)}k’eMu{k} , 1,//2 (r)). Here,

g is called the opinion pooling function that is algorithm-specific, and { pi, (r— is the

1) }k’eMU{k}
set of all actual beliefs that validator m receives from other validators m-, in addition to its own
actual belief. At each round r, each validator takes into account its intermediate belief and the actual
beliefs of other validators from the previous round to determine the actual belief for the current
round.

Consensus algorithms, such as those in [103], [104], typically use an opinion pooling function g
that is a linear or log-linear averaging function. However, [105] shows that the min-rule can be more
effective in achieving faster convergence in learning the correct actual belief, and better Byzantine
resilience. Therefore, in HybridChain, at each round r of epoch n, each validator mj updates the
actual belief pi(r — 1) for each transaction x, € X, (n) as follows.

First, validator m sends its actual belief pi (r — 1) to all other validators my- € V; and receives
pi, (r — 1) from all other validators m-. Next, it sorts the received values pi, (r = 1) and removes
the f-highest and f-lowest values. The set of remaining validators whose actual beliefs are not

discarded by validator m at round r is denoted by Z)l‘;(r). The actual belief pi (r) is then computed

as

pi(r) =min {{pf, (= D}y e o - WE ()} (3.8)

Remark 5: Suppose Wé‘ (r) = x; and that validator my € V; and m; € V;. Then in case
qi(x¢,x;) = 0, instead of updating pi(r) in Stage 2, validator m sets pi(r) = 0 and follows the
rest of the processing procedure as usual.

Remark 6: The rationale behind selecting A = | M /(2f + 2)] is to ensure that, in (3.8), after
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removing the f-highest and f-lowest values of pi, (r — 1) by validator my, at least one validator’s
opinion other than m; remains. This condition can be satisfied by having a minimum of 2 f + 2
validators store each transaction, so that in the worst case even if both m; € V; and m; € V; for

some x; € Wy, at least one other validator’s opinion is incorporated.

Updating intermediate beliefs

To determine pi(r), as shown in (3.8), validator m; € V, must first obtain its intermediate
belief w,‘;(r). As previously stated, lﬁ;i(”) is computed based on the perceptions g that other
validators my- send to validator my. To be more specific, let Qi (r) denote the set of all perceptions
qr (x¢, Wé‘/ (r)) received by validator my during Step 2 of Stage 1. To determine wi(r) in round r,

validator my, applies the Bayesian rule as in (3.9).

P (Qi(r) | xg is Valid) Wl (r—1)

Wi (r) = .
P (Qg(r) | xp is valid) We(r—1)+P (Qg(r) | xp is invalid) 1=yl (r-1)

(3.9)

The conditional probabilities in (3.9) are computed using the reliabilities p}; of the validators

mj» who contributed the perceptions g,,,, in Qi (r) as follows:

P(QL(r) | xcis valid) = [ | [P?l[qk»:u+(1—P2"/)1[qk/=01], (3.10a)
qr €0 (r)

P(QL(r) | x¢isinvalid) = | | [((1—ﬁ)pk,+ﬁ(1 PN gu=11
qr QL (r) (3.10b)

(ﬁpk' +(1-8)(1- Pk/)) [qk,zo]].

2IWe-1]|
2Wel—1

where 8 = is the probability of x, being in conflict with a given x; € W, given that x; is an
invalid transaction. The denominator of £ is the total number of possible perceptions of the conflict
of x, with respect to transactions in Wy, excluding the case that it is not in conflict with any in Wy;

the numerator of S is the total number of perceptions given x; is in conflict with x;.
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Finally, it should be mentioned that validators use pi (0) = p¥ and x/ri (0) = p¥ as initial values

in (3.8) and (3.9), where p¥ is the reliability of user s that sends transaction x;.

3.4 Security Analysis and Comparison

In this and next sections, we will conduct a comparative analysis between HybridChain and two
other notable schemes in the field of distributed ledgers: IOTA, a benchmark DAG scheme, and
Omniledger, a sharded blockchain. The primary objective of this section is to evaluate security

features of all three schemes.

3.4.1 Replay Attack

A replay attack [106] occurs when an attacker intercepts a transaction and resends it at a later
time, in an attempt to deceive the recipient into thinking that a new transaction is taking place, when
in fact it is just a repeat of a previous transaction. Replay attacks can be particularly problematic in
multi-party transactions, where all parties must agree to commit to a certain action simultaneously,
or else the entire transaction is rolled back. In this scenario, a replay attack could cause incorrect
decisions to be made about the transaction, leading to fraud, loss of funds, or other security breaches.

IOTA Tangle is resilient against replay attacks. Transactions in IOTA Tangle are interlinked,
forming a “tangle” that undergoes validation by network nodes, which ensures the uniqueness of
each transaction and prohibits replication. Furthermore, every transaction in Tangle requires a
distinct identifier called a “branch” and a “trunk,” pointing to two previous transactions within
the Tangle. When a transaction is broadcast to the IOTA network, it undergoes validation by the
network nodes. If a node receives a transaction with a branch and trunk that have already been
utilized, the transaction is rejected, effectively thwarting any replay attempts.

The Omniledger is vulnerable to replay attacks [107], as it utilizes Atomic commitment for
transaction processing. A potential attacker can easily execute a replay attack by intercepting a
cross-shard transaction, and then resending it to the involved shards. Nodes within the network

are unable to differentiate between honest but delayed transactions and maliciously replayed ones,

72



resulting in conflicting views among different shards regarding the transactions in question. This is
particularly concerning for cross-shard transactions, as validators in each shard lock the transactions
until a decision is made to either commit or abort the transaction. In the case of a replay attack, the
transaction may become locked indefinitely, or even result in a double-spending scenario.

In contrast to Omniledger, HybridChain is resilient against replay attacks due to its unique design.
While similar to sharded blockchains in the sense that our scheme processes transactions in parallel,
it is not a sharded blockchain itself. In contrast to sharded systems where only a subset of nodes
process transactions, non-sharded blockchains require consensus from all nodes for each transaction,
ensuring that it is unique and cannot be replayed at a later time. Specifically, for each transaction
x¢ € X(n), the set of validators in V; for each transaction x; € W, are randomly assigned and can
be entirely different. This means that each validator mj € YV} receives a set of perceptions Qi(r)
from all other validators in the network, making each validator a participant in the verification of

transaction x;.

3.4.2 Message Withholding Attack

A message withholding attack [108] involves a malicious actor deliberately withholding important
messages or transactions that are necessary for the system to function correctly. In particular, the
attacker can concentrate on a particular transaction or set of transactions, and prevent the circulation
of messages required to authenticate them. As a result, the transaction may not be included in a
block, or its confirmation could be postponed, causing disruptions in the normal functioning of the
system. Message withholding attacks are particularly potent in systems that employ a consensus
mechanism based on a quorum to approve transactions. Through the suppression of messages, the
attacker can impede the system’s ability to reach consensus and even cause a fork in the blockchain
or ledger.

In IOTA’s Tangle, the act of withholding a single message does not necessarily hinder the
confirmation of a transaction since the confirmation process does not depend solely on a linear

sequence of transactions. Rather, transactions are verified based on a consensus mechanism that
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considers the entire network of interconnected transactions. This distinctive architecture and
consensus mechanism of IOTA make it resilient to message withholding attacks.

On the other hand, Omniledger is susceptible to the message withholding attack. Specifically,
for intra-shard transactions, the shard leader, responsible for processing the transaction, receives
the transaction and dispatches it to the validators within the shard. If the shard leader is malicious
and launches a message withholding attack, it can prevent the transaction from being processed.
Also, in the case of cross-shard transactions, an adversary can create a cross-shard transaction and
send the transaction to the source shard but withhold the transaction from the destination shard
causing the cross-shard transaction to remain active and keeping the validators occupied with the
transaction [107].

HybridChain is resilient to message withholding attacks. To process a transaction x,, each of the
witness transactions x; € Wy is stored by 2 f + 2 validators, assuming that the network has no more
than f dishonest validators. Validator m; € V receives perceptions g,,,, (x¢, x;) from validators
my € V; for all transactions x; € W,. Hence, in the event of a message withholding attack by
dishonest validators, at least f + 2 other validators exist to inform validator m of the transaction’s

validity with respect to each witness transaction.

3.4.3 Orphanage Attack

In a distributed ledger scheme, when a conflict occurs between a new block or transaction and
an existing one, the network must choose to orphan one of them. If the scheme employs Nakamoto
consensus, where the validity of blocks or transactions is determined by the ledger structure, selecting
the new block or transaction results in the old one being orphaned, wasting the efforts put into its
creation. This problem becomes more severe when a subsequent block or transaction conflicts with
the chosen block or transaction. If the network selects the subsequent block or transaction, it not
only orphanes the old block or transaction but also orphanes the one it was chosen over.

The orphanage attack [109] involves taking advantage of the orphanage problem and create

transactions or blocks to make the existing ones to be left behind. By conducting simulations and
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analyzing particular strategies, [109] revealed that the impact of the orphanage attack could be
significant in IOTA, to the extent that a sufficiently powerful attacker could cause 96% of transactions
in IOTA to be orphaned.

On the other hand, for schemes that do not employ Nakamoto consensus, if a conflict arises
between a new transaction or block and an existing one, the network keeps the existing one and
discards the new one. The Omniledger uses Fast Byzantine Consensus (FBC) as the consensus
algorithm, which is a classical consensus. FBC can resist orphanage attacks by providing immediate
finality for confirmed blocks, employing a synchronized confirmation process to prevent manipulation.
These features ensure that once a block is confirmed by the network, it cannot be discarded or
orphaned.

Similar to Omniledger, in HybridChain all submitted transactions are placed in a queue and
processed in batches in parallel during epochs, ensuring that none of the transactions are orphaned

due to acceptance of another transaction. Thus, HybridChain is immune to the orphanage attack.

3.4.4 Routing Attack

The Border Gateway Protocol (BGP) is a protocol used by Autonomous Systems (AS), which are
groups of interconnected Internet Protocol (IP) routing prefixes controlled by one or more network
operators, to share information about subnet reachability through advertisements. BGP does not
verify the accuracy of advertised routes, making it possible for a malicious AS to add and propagate
advertisements for routes that do not actually exist. BGP hijacking occurs when an AS advertises a
route that it does not have in order to attract Internet traffic intended for that destination.

In IOTA, a full node must connect with random full nodes to maintain up-to-date information.
This randomness is critical to prevent adversaries from compelling specific nodes to become peers,
and to prevent predictable network configurations that could result in eclipse attacks. In an eclipse
attack, a group of colluding nodes surrounds a target node and intercepts all communication with the
rest of the network, potentially causing ledger consensus issues such as double spending or forking.

In [110] it is demonstrated that BGP hijacking may be successful in the IOTA network unless two
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full nodes are in the same AS and use intra-AS routes. However, forcing nodes to be neighbors in
the same AS would reduce the network’s overall connectivity, which is undesirable.

On the other hand, in contrast to IOTA, Omniledger is immune to such routing attack. This is
because in Omniledger, all nodes hold a partial copy of the ledger, and the processing of transactions
is distributed among all nodes. To prevent routing attacks, OmniLedger uses a hybrid routing
approach that combines both centralized and decentralized routing mechanisms. In this approach,
the routing information is divided into two parts: a centralized directory that contains the IP
addresses and public keys of all the shards, and a decentralized routing table that contains the
routing information for each shard. The centralized directory helps to prevent attacks on the routing
information, while the decentralized routing table helps to prevent attacks on the transaction history
of each shard.

Moreover, HybridChain achieves a well-distributed computation of transaction processing.
Similar to Omniledger, it avoids relying on centralized entities such as full nodes. Instead it allows
all validators to access the necessary information by distributing the ledger data. Thus, the routing
attack cannot compromise the consistency or security of the ledger data. In particular, even if the
attacker targets validator my, the decision vi and the final decision V' regarding transaction x, are
unlikely to be affected. This is because the calculation of pi(r), which determines vi, depends on
all perceptions in Qi (r) for each round r, where Qi(r) is a group of perceptions obtained from
various validators. Therefore, in order to change vi, the attacker must disrupt many connections
between validator m; and other validators, making it difficult to influence the decision-making
process of any validator, and consequently the final decision.

Finally, we summarize whether or not each distributed ledger scheme is resistant to various

attacks in Table 3.3.

Attack Type IOTA | Omniledger | HybridChain
Replay Attack Yes No Yes
Message Withholding Attack | Yes No Yes
Orph Attack No Yes Yes
Routing Attack No Yes Yes

Table 3.3: Resistance to various attacks by different distributed ledger schemes.

76



3.5 Simulation Results

This section provides a thorough comparison of HybridChain with IOTA and Omniledger,
focusing on the system’s latency, throughput, and scalability, to showcase the advantages of
HybridChain. Additionally, we assess how our decentralized scheme compares with centralized

classification algorithms, that are commonly used for detecting fraudulent transactions.

3.5.1 Simulation Setups
I0TA

To simulate IOTA, we utilized the simulator TangleSim [111] along with certain software
modifications and measurement tools found in [112] and [113], which simulate an improved version
of the IOTA [95], where the nodes in the network use the Approval Weight (AW) mechanism to
reach consensus about the set of the valid transactions.

Specifically, when a light node intends to attach a transaction to the Tangle it must select # > 2
older transactions using the Restricted Uniform Random Tip Selection (R-URTS) protocol, which
chooses parents uniformly at random from the pool of tip transactions whose age are less than a
threshold ¢. Then to reach consensus about the set of valid transactions, nodes first calculate the
Mana score for all participant nodes based on their ownership of a scarce resource, which represents
their influence. Then using the Mana score, nodes determine the set of valid transaction in the
Tangle by computing the cumulative weight of all transactions and comparing it with a predefined
threshold 6. If the cumulative weight of a transaction exceeds 6, it is considered valid.

In the IOTA simulations, honest nodes select parents following the R-URTS protocol and issue
valid transactions. The adversary nodes always issue invalid transactions; and while choosing a
parent they select the one with the highest possible age; and if possible they try to select their own
transactions.

Denote the rate of transaction issuance per minute by y = y,+7v, where vy, and yj, are transaction

issuance rates of adversary nodes and honest nodes, respectively. Define S = yy—“ as the spamming
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rate of the adversary nodes. Each transaction must select $ = 2 other transactions as parents with
an age restriction of 6 = 1 minute. Also the confirmation threshold 6 = 0.66(1 — 7) where 7 is
the percentage of adversary nodes. We set the number of nodes in IOTA as M = 1000. In each
simulation, we execute the software for a duration of 5 minutes, generating 5y transactions at various
transaction issuance rates denoted by y. These transactions are then attached to the Tangle, forming

an integral part of the simulation process.

Omniledger

To simulate Omniledger, we utilized OverSim [114], a modular framework, on OMNeT++
6.0 [115], a process-based discrete-event simulator. The simulation parameters are set based on
[5] as follows. The required percentage of votes for accepting a transaction, as well as other
consensus-related activities like leader selection, is set to 67%. Additionally, the block size is fixed
at 1 MB. The task completion and voting timeout values are set to 500 milliseconds, and an epoch
transition occurres when all tasks are completed, and the network has processed the entire task list.
For all simulations, the bandwidth of communication links and latency between validators are set to
20 Mbps, and 100 ms, respectively.

To generate transactions, we employed Bitcoin Core [116] version 23.1, which was the latest
release at the time of writing this chapter. The rate of incoming transactions in Omniledger is
represented by 7y, and the total number of generated transactions in all simulations matched that in
IOTA, which is 5y.

In Omniledger, it is important to note that intra-shard and cross-shard transactions are processed
separately, with cross-shard transactions generally taking longer to process than intra-shard ones.
The number of shards in Omniledger, denoted as I', varied across different simulations. We provide
the specific value of I" for each simulation. Based on [117], using the RandHound algorithm in
Omniledger with I = 4, approximately 81% of transactions are categorized as cross-shard, while
with I' = 16, nearly 95% of transactions are classified as cross-shard. Thus, the performance of

Omniledger is expected to be heavily influenced by the value of I".
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In our simulations, we considered M = 1000 validators in Omniledger. The percentage of
Byzantine dishonest validators, denoted as 7, was also specified for each simulation, similar to
IOTA. A Byzantine dishonest validator adheres to the network’s protocol but intentionally casts
incorrect votes for both intra-shard and cross-shard transactions, whereas an honest validator always

votes correctly.

HybridChain

To simulate HybridChain, which shares similarities with Omniledger, we employed OverSim as
our simulation platform. However, to customize and implement our scheme, we made significant
modifications to four key modules of Omniledger.

Firstly, we modified the validator module, which represents a validator in the blockchain network.
Our modification accounted for the random grouping of validators in each epoch and included
operations at all of Stages described in Section III-C, and managing validators’ interactions during
each round.

Secondly, we made changes to the consensus module responsible for achieving consensus among
validators regarding the set of valid transactions. These modifications encompassed adjusting the
voting and decision-making logic to incorporate HybridChain’s consensus mechanism detailed in
Section III.

Thirdly, we modified the epoch module, which represents the epochs in HybridChain comprising
multiple rounds. We redefined the structure and duration of each epoch, as well as the transitions
between epochs. Similar to Omniledger, we set the task completion and voting timeout values to
500 milliseconds, with a round transition occurring when all tasks are completed, and the network
has processed the entire task list. We also set the bandwidth 20 Mbps and imposed a latency of 100
ms on all communication links in all simulations.

Lastly, we adapted the transaction module to accommodate the specific transaction structure
and validation rules of HybridChain. Specifically, in each simulation, similar to the corresponding

simulations for IOTA and Omniledger, we generated the same number of 5y transactions, consisting
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of both valid and invalid transactions. Additionally, for all simulations, we utilized the probability
distributions listed in Table 3.4 to generate the attribute vector a, for valid or invalid transactions
x¢. Here, it should be noted that the values of the elements in the attribute vector are truncated, to

certain ranges as indicated in the last column.

Attribute Vector Element Valid Invalid Range
ae[1] Gamma(3, 1) Gamma(17.5,0.5) | (0, 10]
ae2] Norm(0.5,0.15) | Norm(0.25,0.075) | (0, +0)
ael3] Exp(10) Exp(5) (0, 50]
arl4] Pois(1.5) Pois(2.5) [1, +00)
ael5] Norm(0.7,0.1) Norm(0.4,0.1) (0,1]

Table 3.4: Distribution of attribute vector elements for generating valid and invalid transactions. For
ar[3], the generated number is rounded down to find a discrete number of rounds.

To simulate an invalid transactions x;, after determining the size W, using the distribution of

ac[4] from Table 3.4, we randomly select transactions x; € W, to be in conflict with x,.

1
T
1+e 2%k

Also, in (3.1) we use the sigmoid function o'(a?yk) = and set u; = 1 and up = 0.5,
which results in 0.5 < n(az,yx) < 1 and 0 < n(ag, yx) < 0.5. Moreover, we set the number
of users N = 100 and updating frequency N = 20 epochs. Futhermore, for the forgetting factors
in (3.5)-(3.6), we set {1 = 0.98, {» = 0.9. Additionally, the reliability of validators and users are
uniformly generated in range [0.3,0.8].

To initially train the weight vector yx, we use 10000 transactions, with half labeled as valid and
half as invalid. We utilize the Scikit-learn [118] library in Python to solve the minimization problem
in (3.7).

Similar to IOTA and Omniledger, the number of validators is set as M = 1000, the percentage
of dishonest validators is denoted by 7. In HybridChain, honest validators always send correct
perceptions to other validators and make local decisions following the defined rules in Section III.

On the other hand, dishonest validators consistently send incorrect perceptions to other validators

and make incorrect local decisions.
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3.5.2 Results
Classification

In order to evaluate the performance of our decentralized consensus scheme in classifying the
validity of transactions, we compared it to a centralized classification algorithm, the Random Forest
algorithm [119], known for its high accuracy. To conduct the simulation, we generated a dataset
of 10000 transactions, which were used to train a Random Forest classifier consisting of 100 trees.
Each tree utilized a random subset of two or three attributes from the five features in the attribute
vector. Then, we evaluated the performance of the trained Random Forest model on a separate set
of 5000 transactions, comprising an equal number of valid and invalid transactions, yielding an
accuracy of 98.2%.

We subjected the same set of 5000 transactions to HybridChain and a network with varying
numbers of validators and different values of 7. The results are depicted in Fig.3.2, demonstrating that
HybridChain consistently exhibits stable performance, under different number of dishonest validators
or different network sizes. This remarkable performance can be attributed to the collaborative
decision-making mechanism of HybridChain, which aids validators in enhancing the accuracy of

their decisions.

Latency

We define latency the amount of time it takes for a transaction to be confirmed and added to the
ledger. It is the delay between the moment a transaction is initiated and the moment it is considered
final and irrevocable.

Fig.3.3 presents the cumulative distributions of latencies of different systems with 7 = 20%
dishonest validators. For IOTA we set the spamming rates to S = 30% and S = 70% and set
y = 3 x 10*. For Omniledger we set I' = 4 and I" = 16 shards. The results demonstrate that
Omniledger has the highest latency for both sharding sizes and IOTA with a spamming rate of

S = 30% has the lowest latency. The latency of HybridChain is slightly lower than that of IOTA
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Figure 3.2: Accuracy of transaction validity classification under different values of dishonest
validators (7) and number of validators M for HybridChain compared to Random Forest.
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Figure 3.3: Latency distribution with incoming transactions rate y = 3 x 10*, M = 1000 validators,
and 7 = 20%.

with a spamming rate of S = 70%. However, as illustrated in Fig.3.6 in Section V-B-4, the quick
processing of IOTA with a spamming rate of § = 30% comes at the expense of reduced verification

accuracy.
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Throughput

The throughput is the average number of transactions processed by a scheme per unit of time.
However, when comparing two schemes with equal throughput, the one that achieves higher
transaction validation accuracy outperforms the other. Therefore, when evaluating the throughput, it
is essential to consider two factors: accuracy, which indicates the correctness of decisions made
during transaction processing, and the time required for processing transactions. To assess the
throughputs of the three schemes, we conducted two simulations.

We set the incoming transaction rate y = 6000. The three schemes were simulated for
various values of 7, ranging from 5% to 45%. IOTA was simulated with three spamming rates
S € {30%, 50%, 70%}. Omniledger was simulated with three values of I" € {4, 8, 16}, representing
the number of shards in the network. In IOTA, a transaction was considered processed when
its cumulative weight exceeds 6. In Omniledger and HybridChain, a transaction was considered
processed when it was either accepted or rejected by the network consensus. A one-minute time
window was used to process transactions for all three schemes, with the number of processed
transactions and accuracy recorded.

The results averaged over ten simulations runs, are shown in Fig. 3.4. It is evident that the
spamming rate of adversaries heavily influences the throughput and accuracy of IOTA. Specifically,
each adversary node impacts IOTA in two ways: first, by increasing the number of orphaned
transactions, and second, by confirming invalid transactions. Consequently, when the spamming
rate S increases while keeping 7 fixed, both the throughput and accuracy decrease. This outcome
is anticipated, as stated in [109], due to the existence of a critical spamming rate denoted as
Scritical = %. When § exceeds S.,irical, the inflation of the tip pool size accelerates, resulting
in a higher number of orphaned transactions. Also, with an increase in the spamming rate S of
adversaries, more cumulative weights of invalid transactions surpass the threshold 8. This occurs
because adversary nodes, deviating from the R-URTS protocol, tend to select invalid transactions
as parents for their submitted transactions, resulting in a decline in the accuracy of processed

transactions.
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Moreover, when S is fixed, an increase in 7 leads to an increase in throughput. This is because
the threshold 6 decreases as a result, allowing a larger number of transactions to be processed.
However, the accuracy decreases since a larger number of invalid transactions are validated. The
objective of setting the acceptance threshold 6 as a function of 7 is to simulate the Mana score
in IOTA. Unlike Omniledger and HybridChain, where the number of adversary nodes affects the
consensus results, IOTA’s performance is unaffected by the quantity of adversary nodes. Instead,
it is the distribution of the Mana scores of the nodes that influences the validity of transactions.
Therefore, to facilitate a comparison between IOTA and the other two schemes for the same value of
7, we consider 6 as a function of 7 to simulate the power of adversaries in the network.

For Omniledger, the results showed that for 5% < 7 < 25%, increasing I" from 8 to 16 led
to reduced throughput. This reduction can be attributed to the increased number of cross-shard
transactions, which subsequently prolongs the processing time. However, Omniledger demonstrated
stable accuracy in its processed transactions. Moreover, with a fixed I', an increase in 7 slightly
decreased the throughput due to the additional communication rounds required to achieve consensus
using the FBC protocol. The increase in the number of adversary validators increases the time
required for consensus by the FBC protocol. However, the accuracy of the processed transactions
remained stable, thanks to Omniledger’s design that involves validators in transaction processing.
On the other hand, for 25% < 7 < 45%, the throughput dropped to almost zero for all I" values.
This indicates Omniledger’s inability to handle a network with more than 25% dishonest validators.

As for HybridChain, its throughput is comparable to that of IOTA with S = 30% and 7 = 45%.
However, when S = 50% and S = 70%, as well as in Omniledger for all values of I" and for all
values of 7, HybridChain performs significantly better. The reason is that HybridChain, like DAG
schemes, accelerates transaction processing through partial verification. Moreover, as 7 increases,
the throughput of HybridChain slightly decreases since validators require more rounds in each
epoch to reach consensus, thereby taking longer to process the transactions. Nevertheless, similar to
the findings in Section V-B-1, an increase in 7 does not impact the accuracy of HybridChain, as it

distributes the relevant witness transactions for each transaction x, € X (n) in an epoch among the
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Figure 3.4: Throughput and accuracy based on percentage of dishonest validators, with incoming
transactions rate y = 6000 and M = 1000 validators.

validators V; for transactions x; € Wy, in a manner that is impervious to the rise in the number of
dishonest validators.

In a DAG distributed ledger system, reducing the volume of transactions can increase its
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transactions rate y = 1200 and M = 1000 validators.

susceptibility to attacks, as indicated by [120]. To further investigate this phenomenon, we
conducted a second simulation, keeping all settings identical to the first simulation but varying the
rate of incoming transactions by setting y = 1200. This allowed us to observe the effects of low
transaction volumes on throughput and accuracy.

The results, shown in Fig. 3.5, demonstrated that a decrease in incoming transactions had a more
pronounced impact on IOTA, making it more vulnerable to adversary attacks. This vulnerability
stems from the nature of DAG distributed ledgers, where transaction confirmation and validation
rely on the structure of the DAG and other transactions. Insufficient transaction volume leads
to system instability, resulting in incomplete transaction validation. Consequently, accuracy is
reduced, as a greater number of valid transactions remain in the tip pool for longer periods, taking
more time to be processed and becoming more susceptible to attacks. Adversaries can exploit this
situation to prioritize their own transactions, hindering the processing of valid transactions and
further diminishing accuracy. Specifically, by comparing the throughput and accuracy values for
v = 6000 and y = 1200, it becomes evident that the trends observed for y = 6000, such as increased
throughput and reduced accuracy for fixed S and increased 7, persist for y = 1200. However, the
reduction of accuracy is more severe when y = 1200 is considered.

On the other hand, in HybridChain and Omniledger one transaction does not determine the
validity of another transaction directly but, therefore changing the transaction volume does not have

a significant effect on the throughput and the accuracy.
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Hence the above results demonstrate that DAG distributed ledger systems, which do not rely on
validators to process transactions, can achieve high transaction speeds, allowing network nodes to
reach consensus quickly, even for large transaction volumes. However, this speed may come at the
cost of consensus accuracy, particularly when facing a powerful adversary who can strategically

disrupt the network.

Scalability

The primary objective of our last simulation is to evaluate the scalability of three schemes, a
crucial element within the trilemma triangle. Scalability holds significant importance in the field of
distributed ledger technologies, particularly with the proliferation of applications built on distributed
platforms and the subsequent surge in user numbers and incoming transactions. In the context of
distributed ledgers, scalability pertains to the system’s capacity to efficiently manage an increasing
volume of transactions, while sustaining high throughput and low latency. Essentially, a distributed
ledger system is deemed scalable when it can process a substantial number of transactions without
compromising transaction processing speed.

To evaluate the scalability of the three schemes, we used the settings described in Section V-B-3
while varying the rate of incoming transactions y, from 6000 to 3 x 10* with increments of 3000.
For each y value, we measured the throughput of the three schemes and the maximum latency of the
processed transactions. In all three schemes, a dishonest fraction of 7 = 20% was incorporated. In
the case of IOTA, the spamming rate S was set to 30%, while Omniledger maintained a fixed value
of I' = 4 shards. These specific parameter values were chosen based on their demonstrated superior
performance in the corresponding scheme simulations conducted in Sections V-B-2 and V-B-3. The
objective was to compare the scalability of the other two schemes, IOTA and Omniledger, with
HybridChain unde their optimal settings.

Fig. 3.6 provides a visual representation of the throughput of the three schemes, along with the
maximum latency of the processed transactions. Notably, the latency trends differ among the three

schemes as the rate of incoming transactions vy increases. In IOTA, the maximum latency decreases
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Figure 3.6: Scalability based on the rate of incoming transactions (y), with 7 = 20%, and M = 1000.

with higher values of vy, while in the other two schemes, the maximum latency increases. This
observation highlights a key characteristic of DAG schemes, where the validation of transactions
relies on their relationships within the system, rather than on validators. Consequently, an increase
in the rate of incoming transactions facilitates faster processing and improves throughput. However,
this can potentially lead to decreased accuracy. As depicted in Fig. 3.6, an increase in the rate of
incoming transactions 7y is accompanied by a reduction in accuracy. The absence of validators to
validate transactions can indeed help reduce latency and increase throughput. However, it can also
result in erroneous verifications, compromising accuracy.

As expected, Omniledger and HybridChain exhibit the typical behavior of non-DAG schemes,
where an increase in the rate of incoming transactions vy leads to higher maximum latency and
decreased throughput due to transaction processing and communication among validators. However,
the results indicate that Omniledger is more susceptible to the impact of increased y compared to
HybridChain, as evidenced by a larger increase in maximum latency in Omniledger. HybridChain
demonstrates excellent scalability, by maintaining nearly constant throughput and exhibiting only a

marginal increase in maximum latency, while achieving high accuracy.

3.6 Conclusions

The proposed consensus scheme of HybridChain combines the strengths of blockchain and
DAG, and by incorporating a decentralized learning algorithm that exploits transaction attributes,

achieves fast, accurate, and secure transaction processing. HybridChain can successfully mitigate
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various security attacks by decentralizing storage and computations, whereas IOTA and Omniledger
exhibit vulnerabilities to these attacks. Our results demonstrate that while IOTA exhibits high
throughput and low latency in transaction processing, it sacrifices accuracy and becomes susceptible
to orphanage attacks, particularly when the rate of incoming transactions is low. For example, when
the rate of incoming transactions increases tenfold from 0.3 x 10* to 3 x 10* transactions per minute,
IOTA’s throughput increases by nearly tenfold, and the maximum latency decreases by almost 100%,
but the accuracy declines by approximately 74%. In contrast, HybridChain maintains consistent
accuracy, hovering around 99% for all incoming transaction rates, while experiencing a maximum
latency of 10.25 seconds for a rate of 3 x 10* transactions per minute. Additionally, Omniledger, as
a sharded blockchain, achieves stable and acceptable accuracy by increasing the throughput through
parallel processing in different shards. However, when the number of shards increases from 4 to
16, the maximum throughput decreases by 15% due to increased latency caused by cross-shard
transactions.

The future direction includes delving deeper into the research potential of HybridChain, particu-
larly in enhancing its architecture and algorithms. Future studies could explore the optimization of
HybridChain’s sharding mechanism and DAG structure to further improve scalability and security,
especially in high-demand sectors like financial services or healthcare. Such research would
contribute valuable insights into the adaptability and efficiency of HybridChain in handling diverse,
real-world data loads and transaction types.

Additionally, the practical implementation and migration of existing Decentralized Applications
(DApps) to HybridChain offers a broad scope for exploration. This includes assessing how
HybridChain’s unique features can be leveraged to enhance the performance and security of DApps,
particularly in sectors that demand robust and scalable blockchain solutions. A focus on these
implementations would provide critical feedback for ongoing improvements and adaptations in
HybridChain’s design.

Finally, addressing challenges like interoperability with different blockchain networks and

ensuring user-friendly interfaces will be essential in establishing HybridChain as a versatile and
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reliable platform for various applications. Pursuing these directions, grounded in practicality and
innovation, sets the stage for HybridChain to make substantial contributions to decentralized system

efficiencies and security.
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Chapter 4: SPID-Chain: A Smart Contract-Enabled, Polar-Coded

Interoperable DAG Chain

4.1 Introduction

At present, the concept of Web3 is gaining momentum, heralding a new era of decentralized,
interconnected, and verifiable digital ecosystems [121], [122]. Web3 envisions a fabric of interoper-
able blockchains, enabling seamless interactions and transactions across diverse networks. This
vision extends beyond the mere exchange of data, encompassing the processing and validation of a
myriad of transaction types in a distributed ledger ecosystem [123]-[125].

The evolution of blockchain technology has been marked by a shift from the initial focus on
decentralization to a more nuanced emphasis on verifiability [126], [127]. While decentralization
remains a cornerstone, the defining feature of Web3 has emerged as the ability to prove compliance
with pre-agreed contractual terms within digital ecosystems, regardless of the underlying governance
model or the complexity of the infrastructure [128], [129].

As we edge closer to this vision, the interoperability of blockchains becomes a crucial aspect
of Web3, enabling a higher degree of efficiency and real-time responsiveness in various domains
such as fintech [130], central banking [131], supply chain [132], and healthcare [133], [134]. For
instance, consider a smart city framework where multiple blockchains orchestrate different facets
of urban operations. Each blockchain, while optimizing operations within its domain, operates in
isolation. However, a higher degree of efficiency and real-time responsiveness could be attained if
these blockchains could communicate and reach consensus on cross-domain transactions [4], [135].

In the quest for blockchain interoperability, various approaches have emerged to address
the challenges of connecting disparate blockchain networks. These approaches can be broadly

categorized into five groups: sidechains, notary schemes, hashed time lock contracts (HTLC), relays,
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and blockchain-agnostic protocols [1]. Each group offers unique mechanisms and protocols to
facilitate the transfer of assets, data, and transactions between different blockchain systems. Next,

we discuss the related works concerning these interoperability approaches in detail.

4.1.1 Related Works

To tackle the issue of blockchain interoperability, sidechains are employed. These are distinct
blockchains linked to a primary blockchain, enabling asset exchanges in one or both directions. They
enhance performance and facilitate asset utilization across different blockchain ecosystems. [136]
proposes a sidechain method specifically for Proof-of-Stake (PoS) blockchains, introducing a
cryptographic technique called ad-hoc threshold multi-signature (ATMS) for cross-chain certification,
addressing security concerns such as the “goldfinger" attack in PoS blockchains. RootStock [137] is
an example of a federated two-way peg sidechain for Bitcoin, which supports Ethereum-compatible
smart contracts and uses a federation for asset management. Zendoo [8] offers a flexible protocol
using zk-SNARKS for secure communication between the mainchain and sidechains.

Notary schemes involve trusted entities, known as notaries, to validate transactions across
blockchains. They can be centralized or decentralized, with the latter involving a group of
notaries. [4] introduces a decentralized notary scheme for secure cryptocurrency trading, reducing
dependence on a single trusted entity. ReviewChain [138] uses smart contracts and notaries for
verifying cross-chain review data. Notary Group [139] presents a model using a group-based notary
scheme for asset exchange, increasing reliability and reducing the risk of failure. RenVM [140]
combines Byzantine fault-tolerant (BFT) consensus with secure multi-party computation (MPC) for
trustless asset transfers. Bifrost [141] employs a notary scheme for sharing data across different
blockchains.

HTLC enable trustless atomic swaps of cryptocurrencies, ensuring that transactions are either
completed or rejected for all parties involved. TierNolan [142] is credited with the original atomic
swap protocol based on HTLCs. Herlihy [143] extends this to support atomic swaps in complex

scenarios involving multiple parties and blockchains. Burn-to-Claim [144] uses HTLCs for secure
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asset transfers between blockchains, involving burning assets on the source blockchain and recreating
them on the destination blockchain.

Relays act as bridges for communication between different blockchain networks. BTCRe-
lay [145] connects Bitcoin and Ethereum, allowing Ethereum users to verify Bitcoin transactions.
XCLAIM [146] uses relays for trustless swaps between Bitcoin and Ethereum, employing a vault
system for asset management. Verilay [147] is designed for Proof-of-Stake (PoS) blockchains,
enabling validation of PoS protocols. Tesseract [148] uses Trusted Execution Environments (TEE)
as trusted relays for secure cross-chain trades.

Blockchain-agnostic protocols provide a unified layer for interoperability across various
blockchain networks. Interledger Protocol (ILP) v4 [149] supports secure and efficient asset
transfers between different blockchains. Perun [150] enhances scalability by moving transactions
off-chain into state channels. [151] propose a protocol for trusted data transfer across blockchain
networks. Gravity [152] facilitates inter-blockchain communication and data exchange with an
oracle consensus mechanism. Susy [152] builds on Gravity for cross-chain asset transfers, using

oracle consensus for trust.

4.1.2 Motivation and Contributions

The above schemes have various drawbacks, which motivate us to propose our smart contract-
enabled Polar-coded interoperable DAG chain (SPID-Chain). In particular, sidechains and notary
schemes, while pioneering in enabling blockchain interoperability, grapple with significant scalability
and security challenges. Sidechains, for instance, rely heavily on the underlying security of the
primary blockchain and often struggle to manage increased load, leading to bottlenecks [153].
Notary schemes, whether centralized or decentralized, introduce external validators which can
become potential points of failure and centralization, thus compromising the decentralized ethos
of blockchain technologies [154]. Our SPID-Chain’s introduction of a DAG ledger addresses
these scalability concerns by allowing parallel processing of transactions, significantly enhancing

throughput without compromising security. Moreover, our approach mitigates centralization risks
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associated with notary schemes by employing a bifurcated node architecture that ensures distributed
validation without relying on a centralized group of validators [11].

HTLC and relay methods offer solutions for trustless asset swaps and communication between
blockchains but often introduce high latency and operational complexity. These methods require
locking assets into specific contracts with time-bound conditions, which can delay transaction
completions and increase the complexity of multi-party transactions [155]. In contrast, our SPID-
Chain utilizes an EDSC model that significantly reduces latency by responding to events rather
than waiting for block confirmations. This model streamlines operations and enhances the user
experience by facilitating quicker and more efficient interactions across blockchain networks [10].

Blockchain-agnostic protocols aim to create a unified layer for interoperability but often face
challenges in maintaining efficiency and trust across diverse blockchain architectures. These
protocols typically do not address the inherent differences in governance, consensus mechanisms,
and transaction verification across chains, leading to inefficiencies and potential security vulnerabili-
ties [156]. Our SPID-Chain’s use of Polar codes for the polarization of computations presents a novel
approach to addressing these inefficiencies. By optimizing the distribution of computational tasks,
SPID-Chain enhances fault tolerance and overall network efficiency, ensuring robust cross-chain
interactions that are both secure and scalable [157], [158].

We summarize the deficiencies of the existing methods and our SPID-Chain’s solutions in Table.

4.1. The main contributions of this chapter are as follows:

1. We introduce a novel interoperability consensus for Web3, leveraging a bifurcated node
architecture and a unique combination of a DAG ledger for inter-consensus and smart
contracts for intra-consensus. This approach optimizes governance, validation processes,
and computational workload distribution, enhancing both security and performance in a

decentralized digital realm.

2. Our SPID-Chain features several innovative mechanisms, including the polarization of
computations using Polar codes to address the straggler problem and improve fault tolerance,

and an event-driven smart contract (EDSC) model that surpasses traditional transaction-driven
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Table 4.1: Challenges and SPID-Chain solutions for blockchain interoperability.

Interoperability Approach Challenges

SPID-Chain Solutions

Sidechains

Notary Schemes

Scalability bottlenecks due to
dependency on the main chain’s
security

Security dependency on the main
chain

Centralization risks
Potential single points of failure

DAG ledger allows parallel processing,
improving scalability and throughput
Independent security with bifurcated
node architecture

Distributed validation reduces
centralization and enhances security

* Improves fault tolerance with
innovative node architecture

HTLC and Relays * High latency » Event-driven smart contracts reduce
* QOperational complexity in multi-party latency by processing transactions
transactions based on events
» Simplifies cross-chain interactions,
reducing dependency on sequential
confirmations
l]frlgffcc;a;m-Agnosnc * Efficiency issues across diverse » Utilizes Polar codes for efficient
networks computational task distribution
 Trust and verification concerns » Enhances fault tolerance and security

with distributed coded computing

models in scalability, latency, and security.

3. Through extensive simulations, our comprehensive scheme for cryptocurrency Web3 networks
demonstrates excellent performances in terms of throughput, scalability, decentralization,
security, and latency, showcasing its potential to facilitate seamless interactions and transactions

across disparate blockchain networks.

The remainder of the chapter is organized as follows: Section 4.2 outlines the SPID-Chain
architecture, discussing the consensus mechanisms and detailing cross-chain interactions via the
DAG ledger. Section 4.3 examines the intra-consensus mechanism in SPID-Chain, focusing on
event-driven smart contracts and their interactions with various network components. Section 4.4

presents the application of SPID-Chain in cryptocurrency Web3 networks. In Section 4.5, we
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provide simulation results to evaluate the scheme’s performance on metrics such as throughput,

scalability, decentralization, and security. Section 4.6 provides the conclusion of the chapter.

4.2 SPID-Chain

In this section, we first provide an overview of our proposed SPID-Chain and its consensus

mechanisms. Then we describe cross-chain interactions through the DAG ledger.

4.2.1 System Overview

We consider a Web3 network consisting of N interconnected blockchains. We categorize nodes
in each blockchain into two groups: committee nodes and worker nodes. Committee nodes are
key players in the governance and validation processes within the chain, responsible for overseeing
transactions and ensuring the integrity of the blockchain’s operations. Worker nodes, on the other
hand, are tasked with executing computational work regarding processing the transactions. This
bifurcation of roles allows for a more efficient and organized approach to managing blockchain
operations, ensuring both security and performance.

SPID-Chain’s consensus mechanism comprises two key components: intra-consensus and
inter-consensus. The intra-consensus component facilitates interactions among nodes within each
blockchain, whereas the inter-consensus component is essential for achieving consensus across the
blockchains, particularly for processing cross-chain transactions. Consequently, all interactions
related to the intra-consensus of each chain are stored on its respective ledger. In contrast, data
pertaining to cross-chain transactions and interactions among the blockchains are recorded on a
DAG ledger. Therefore, while each blockchain maintains its individual ledger, the DAG ledger is
collectively stored and managed by all blockchains.

Hence, within each chain committee nodes are cherry-picked from the ensemble of full nodes.
Each full node possesses a complete copy of the blockchain’s ledger. Specifically, the ledger for
each chain j maintained by full nodes is composed of two distinct parts. The first part includes

data specific to chain j, such as events related to the activation of smart contracts or information
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pertinent to committee selection (detailed in Section III). The second part comprises data common
to all N chains, which includes the information contained in the blocks existing on the DAG. On the
other hand, worker nodes, categorized as light nodes, retain only a fraction of the chain’s ledger in a
coded format. Note that light nodes overwrite old data with new data, thereby sustaining a constant
data storage requirement.

Table 4.2: Consensus mechanisms in SPID-Chain.

Consensus Type Consensus Level Mechanism/Tool | Purpose/Function
Facilitates harmonious cross-chain
Blockchain- transaction processing and data shar-
. DAG Ledger . . .

Inter-Consensus Blockchain & ing across diverse blockchains, enhanc-

ing network interoperability.
) Oversees the decision-making process

Committee- o . X
Intra-Consensus Smart Contracts | within committee nodes, crucial for the

Committee Member trustworthy creation of new blocks.
Enables efficient task execution and

Coded
Committee-Worker . workload distribution, strengthenin
Intra-Consensus Distributed i gthening
Member C . the cooperation between committee
omputing

and worker nodes.

Our SPID-Chain, employs distinct mechanisms for managing both intra-consensus and inter-
consensus processes, as outlined in Table 4.2. The DAG ledger is adeptly chosen for the blockchain-
blockchain consensus due to its ability to handle a high volume of transactions efficiently. In
contrast to traditional blockchains, where a linear sequence of blocks can slow down processing
time, the DAG structure allows each node to add transactions independently without the need for
synchronization across the entire network. This decentralized approach significantly enhances
the scalability and speed of transaction processing. Moreover, the DAG ledger’s architecture is
particularly suited for Web3 environments where multiple blockchains operate concurrently and
asynchronously. By allowing each blockchain to contribute independently while maintaining a
coherent global state, the DAG ledger ensures a smooth and efficient interoperability, which is
critical for the robustness and reliability of a Web3 ecosystem.

Also, in the proposed interoperability consensus, smart contracts serve as a crucial component
enhancing both automation and security. Their primary function is to automate the decision-

making processes, ensuring a fair and secure method for orchestration of the tasks in the network.
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Additionally, the integration of event logging within smart contracts is a significant advancement.
This feature allows for the verification of function execution through logs, rather than requiring
other committee nodes to re-execute the function. This approach is efficient in terms of resource
utilization and time management. It also enhances security by providing a consistent and verifiable
record of executions, thereby reducing the risk of discrepancies.

Moreover, coded distributed computing is strategically employed in the committee-worker
member consensus to manage and optimize computational tasks. This is particularly vital in
handling large-scale data inherent to Web3 environments. Coded distributed computing not only
aids in mitigating the impact of stragglers and enhancing fault tolerance but also plays a pivotal role
in reaching consensus. The latter is achieved by treating the computations performed by worker
nodes as a form of “voting” for consensus. The final consensus value of the network is derived from
these computational results, thereby ensuring that consensus is reached not only efficiently but also

with the inherent benefits of fault tolerance and straggler mitigation.

4.2.2 SPID-Chain Inter-consensus

In this subsection we first address inter-consensus interaction detailing how blockchains contribute
to the DAG ledger in defined epochs. This is followed by discussing the consensus used for blocks
on the DAG.

Inter-Consensus Interaction

Time is divided into epochs, and in each epoch ¢, every blockchain j has a primary objective:
to generate and contribute a block, referred to as Zf (1), to the DAG ledger. This proposed block
comprises transactions initiated within blockchain j and represents its contribution to that epoch.
Z f (7) then undergoes a consensus process (details in Section II-B-2) after being appended to the
DAG ledger. If successful, it transitions from a proposed to a confirmed state, denoted as ch(t),
thereby finalizing the transactions it contains.

In each epoch ¢, blockchain j follows a specific process to generate its proposed block Zf (7).
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Initially, it compiles all incoming transactions into a block, denoted as X jl.) (1). To validate these
transactions and formulate the proposed block, it references its cumulative history of confirmed
blocks, denoted as Y; (), comprising all confirmed super-blocks YJC(Z’) added to blockchain j’s
ledger from the genesis block up to the conclusion of the previous epoch 7 — 1,i.e., 1 <¢ <r—1.
Each of these super-blocks YJC(t’) contains a set of confirmed blocks Zl.C(t”) on the DAG, i.e, the
proposed block of chain i in epoch #” that is confirmed in epoch " — 1. To create the corresponding
block YJC(t’) for each epoch #’, chain j selects one confirmed block from each of the N chains,
provided that each chain has at least one confirmed block during epoch ¢#’. If a chain has more than
one confirmed block, chain j randomly chooses one of these blocks to include in YJC(t’). If a chain
does not have any confirmed blocks, it is not included in YJC(t’). Thus by using Y;(¢) as a reference
for validation, chain j ensures that the transactions in the proposed block Z ;D () are legitimate and
align with the most recent blockchain history. Chain j then integrates the validated transactions in

X ;’ (t) into Z;.) (t) and submits it to the DAG ledger as its contribution to that epoch.

DAG Ledger in Detail

By using a modified IOTA Coordicide [95] consensus mechanism as described next, our
SPID-Chain employs a DAG ledger to facilitate cross-chain interactions and enhance interoperability
in consensus mechanisms.

To submit the contributed block Zf (7) for epoch ¢ to the DAG, chain j generates a super-block
ZJT.(t) comprising K randomly selected tip blocks for validation, resulting in Z}/(t) the subset of
valid blocks in Z () using the information in the ledger Y; (1) = . YJC(t’). It then integrates
Z f (7) into the DAG by selecting the blocks in Z}/(t) as its predecessors, thereby establishing directed
edges from the vertex of Z}D (¢) to each block in Z}./(t). As a result of above actions performed by all
chains, the aggregated weight (AW) of the blocks on the DAG changes. This leads to a change in the
validity status of some blocks on the DAG. Specifically, certain proposed blocks, such as Zl.P (7)), are
confirmed, and their status are updated to Zl.C(t’). Next, we explain how the AW of each block on

the DAG is altered and how the transition from a proposed to a confirmed status occurs.
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Fig. 5.1 illustrates a DAG ledger for two consecutive epochs ¢t — 1 and ¢. In epoch 7 — 1, each
vertex represents a proposed block Z]’.j (t;) by blockchain j;, fori =1,...,4,atepocht; <t —1. A
direct edge from one vertex to another, for example, from ij; (1) to Z].‘D1 (71), signifies that j, verifies
block Zﬁ (t1). Fig. 5.1 also displays the status evolution of the blocks after one epoch. A block is
labeled as a tip if it lacks incoming validation edges. Therefore, in this figure, for epochs # — 1 and ¢,
the blocks {ij;(tz), ij; (13), Z;: (t4)} and {Z}: (5), Z;:’(tﬁ)} are tip blocks, respectively.

Moreover, a block that is neither a tip nor confirmed is referred to as an unconfirmed block.
Hence, while blocks {Zj}; (1), Zj}; (13), Zj.: (t4)} are tips in epoch ¢ — 1, block Zj}; (t3) is classified as
unconfirmed in epoch ¢, while {Zj[; (12), Zﬂ (t4)} remain as tips. Observe that the status of Zfl (1),
transitions from proposed to confirmed, which is denoted by ch1 (t1). Specifically, a block achieves
confirmed status when its AW surpasses a predefined threshold . The AW is intricately linked to a
weight vector that reflects the relative influence of the N blockchains.

The weight w; of each blockchain j with w; > 0, ij: y wj = 11is determined by the number of
tokens it has staked, and this weight is assumed to remain constant over different epochs. However,
if blockchain j acts maliciously, w; will be adjusted accordingly, as some of the staked tokens will
be burnt. Essentially, the greater the number of tokens a blockchain stakes, the more significance
the network assigns to its validations.

The AW of a block Zﬁ (;) is calculated as w; + ), Z8 ()R (28 (1) wj, , where ¥ (Zf: (¢;)) denotes
the future cone of Zf: (#;), encompassing all blocks that it validates, either directly or through a
series of validations. For example, in Fig. 5.1 and in epoch ¢, blocks {Z ]’.)l (h),Z Z (t4)} are in the
future cone of block Zj}; (t6), as block Zﬁ (t4) is validated by it directly, while block ZJ.P6 (t6) validates
block Zfl (t1) indirectly. Therefore, Fig. 5.1 illustrates the AW for the corresponding DAG ledgers,
indicating, for example, how the AW of block Zfl (t1) surpasses n and its status evolves from an
unconfirmed block to confirmed after the addition of the weights of blocks Z j‘: (t5) and ZJ.P6 (t6) since

block Zfl (t1) is in the future cone of blocks ZJ.P5 (t5) and Zj}; (6).
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Figure 4.1: Evolution of a DAG ledger over two consecutive epochs. Nodes are color-coded to
indicate their status: yellow for unconfirmed, green for confirmed, and red for tips. The blue text
represents the AW associated with each node.

4.3 Intra-Consensus in SPID-Chain

In this section, we present the intra-consensus mechanism in SPID-Chain, focusing on the
utilization of Event-Driven Smart Contracts (EDSC) and their interaction with oracles, committee
nodes, and worker nodes. We discuss the role of smart contracts in various stages of consensus and
outline the process for committee member selection and event validation to ensure network integrity

and security.

4.3.1 EDSC in SPID-Chain
Background on EDSC

Our SPID-Chain makes use of EDSC, which diverges from conventional smart contracts by
leveraging three pivotal concepts: event definition, event subscription, and event publishing. These
elements collectively enable a dynamic and responsive blockchain network.

Event definition involves delineating the characteristics of an event within the blockchain, such
as changes in data values or the execution of specific actions. Once defined, these events are
immutably recorded, ensuring security and permanence. Event subscription then follows, where
smart contracts express interest in specific events. This phase involves integrating additional logic

within the subscribing contracts, allowing for a tailored response when the event occurs. The
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process culminates with event publishing, where the occurrence of an event is broadcast across the
blockchain. This update triggers the subscribed smart contracts to autonomously execute predefined
actions, based on their subscription logic.

These three stages form the backbone of the EDSC framework, enhancing the functionality
and specificity of smart contracts within the blockchain ecosystem. The adoption of EDSC brings
forth several advantages [159]. Firstly, it addresses scalability challenges by utilizing an event-
driven model, allowing for more efficient processing and reduced network strain. This leads to
improved performance and scalability. Secondly, the asynchronous nature of event handling in
EDSC contributes to reduced latency in smart contract execution, enhancing system responsiveness.
Additionally, EDSC’s architecture inherently offers enhanced security features, mitigating the risk of
certain attacks and ensuring that the execution of one contract does not directly impact others. Finally,
the framework is well-suited for integrating external data through oracles, enabling more dynamic
and responsive smart contract applications. Overall, EDSC represents a significant advancement
in the realm of smart contracts, offering a more scalable, secure, and efficient framework for the

blockchain ecosystem.

Oracle, Committee Nodes, and Worker Nodes

As we discussed, during each epoch ¢, the goal of each blockchain j is to contribute a block
Zf (¢) through an intra-consensus mechanism. This mechanism relies on EDSC, which orchestrates

6
consensus stages using a set of six blocks {C ]k} each containing a smart contract for specific

intra-consensus tasks, and an oracle that publishes events to trigger these smart contracts. Moreover,
in each epoch ¢, nodes in each blockchain j are split into committee members (C;(¢)) and workers
(‘W (¢)) for intra-consensus.

The oracle acts as a bridge between external data sources and the blockchain, generating events
based on information provided by committee nodes or results from worker nodes. These events are
then published to the network, where they await validation.

Committee nodes, responsible for maintaining the integrity and security of the network, validate
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the events published by the oracle. They ensure that the events meet predefined criteria and are
legitimate triggers for the smart contracts. Additionally, the highest-ranked committee node has
the crucial role of feeding the oracle with information necessary for event generation, including
transaction details, network conditions, or other relevant data.

Worker nodes come into play when a smart contract for processing is activated by a validated
event. They are responsible for executing assigned tasks, such as processing data or performing
computations. Upon completing their tasks, worker nodes submit the results to the oracle, potentially

leading to the generation of new events.

4.3.2 Smart Contracts and Consensus on Events
Smart Contracts in SPID-Chain

In our proposed scheme, each blockchain operates based on a sequence of stages in each epoch,
with smart contracts playing a crucial role in ensuring compliance with these stages. We define
smart contracts in six blocks, denoted as {C;‘ }2:1’ each designed to listen for specific events and
activate at the appropriate times.

The events that trigger these smart contracts are predefined and can be published by various
occurrences within the network. These occurrences include, but are not limited to, changes in data
values and the execution of specific actions. The events are generated based on information provided
by the network’s nodes and are crucial for the realization of different stages within each epoch.

The first smart contract, C Jl., is subscribed to the event published by the oracle pertaining to the
formation of the transaction block X }D (¢) initiated by accounts in chain j through committee nodes.
This contract delegates the necessary computations to worker nodes for processing block X ;D (7).
Consequently, the objective of this block is to assist committee nodes in first reaching consensus on
X ]1.) (1), and second, on delineating the set of tasks to be assigned to worker nodes for processing
X JP (1).

The second smart contract, CJZ., is subscribed to the event published by the oracle, which includes

the computation results from worker nodes assigned by C}. It generates ZJI.) (1), the proposed block

103



in epoch ¢ by chain j, contingent on the committee nodes’ consensus on the validity of the published
event. Thus, this contract aids in the consensus between worker and committee nodes for the
creation of Zf (t). The computation results from the workers effectively act as votes on the validity
of transactions in X f (1), leading to the selection of valid transactions and the generation of Zf (1).
Additionally, as discussed later in Section III-B-2, the event that triggers CJ2. is verified by committee
nodes and only activates CJZ. if there is consensus on its validity, further underscoring this contract’s
role in facilitating committee-worker consensus.

The third smart contract, C]3., is subscribed to the event published by the oracle regarding the
formation of the super-block ZJT.(t) for processing the tip blocks on the DAG by committee nodes.
Analogous to le., the purpose of C;.’ is to aid committee nodes in reaching consensus on both Z]T.(t)
and the set of tasks to be assigned to worker nodes for processing ZJT.(t).

The fourth smart contract, C;.‘, is subscribed to the event published by the oracle concerning the
reception of computation results from worker nodes assigned by CJ3.. The goal of this contract is to
identify the super-block Z}./(t), which consists of valid blocks in ZJT.(t). Similar to C 12 the purpose
of C;.‘ is to facilitate consensus between worker and committee nodes for the creation of super-block
Z}’(t).

The fifth smart contract, C 15 1s subscribed to the event published by the oracle regarding the
discovery and formation of Z}/(t) by committee nodes. The role of this contract is to submit the
proposed block Z}D (7) to the DAG, update the AW of current blocks on the DAG, and, if eligible,
change their status to confirmed. Hence, C 15 assists committee nodes in reaching consensus on the
compliance of submitting block Zf (7) to the DAG as per the prescribed protocol.

The sixth and final smart contract, Cj6., is subscribed to the event published by the oracle
concerning the formation of the super-block YJC(t), which consists of confirmed blocks on the DAG
by the committee nodes. The purpose of this contract is to update the ledger Y;(¢). Similar to C 15,
this contract aids committee nodes in reaching consensus on the accuracy of Y]C.(t), the super-block
added to the ledger in epoch ¢.

In summary, the smart contracts C Jl., CJB.’, C ]5 , and C]6. primarily facilitate consensus among
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committee nodes, while C J2 and Cj.‘ aim to enable consensus between committee and worker nodes.

Committee Member Selection and Event Validation

The selection of committee members is based on a probability proportional to their stakes or
reputations. Specifically, each node within a blockchain engenders a Verifiable Random Function
(VRF) output utilizing their private key and a shared random seed, contingent on the current epoch
time ¢. The VRF outputs are then used to determine the selection probability, with nodes boasting
larger stakes or elevated reputations standing a higher chance of being elected as committee members.
This mechanism not only earmarks the committee members but also ensures a fair and secure
selection process vital for the network’s integrity.

For smart contracts C}, Cj.‘, Cf, and C?’ committee nodes follow the following protocol to
validate the published events by the oracle and handle the interactions with those smart contracts.
The highest-ranked committee node feeds the relevant information to the oracle. The oracle publishes
an event corresponding to the fed information. The published event acts as a proposed event, which
is then validated by other committee members. This validation involves ensuring that the event
proposal adheres to the agreed-upon criteria and rules, similar to how transaction validation works.
The proposed event is subject to a vote by the committee members. If the majority approves the
event, it becomes an active event. Now this active event triggers the corresponding smart contract
that is subscribed to it. If the proposed event does not receive majority approval, it is discarded, and
the next highest-ranked node gets the opportunity to propose an event by submitting the information
to the oracle, leading the publication of a proposed event which in case of consensus on its validity
will be an active event that will trigger the smart contract subscribed to it. This process continues
until an event proposal gains the required majority consensus and executes its predefined logic based
on the event data.

The protocol for activating the smart contracts CJZ. and C;.t shares a similar structure with that of
C} , C;, C ]5, and CJ(.’, with a focus on facilitating consensus between committee and worker nodes.

In this process, the oracle publishes a proposed event containing computation results from worker
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nodes. Committee nodes validate this event, and if it receives majority approval, it triggers the
corresponding smart contract.

The approach of utilizing decentralized control in the execution of smart contracts offers several
advantages. Firstly, it ensures that no single node possesses unilateral control over the triggering
of smart contracts. This is because the activation of these contracts is subject to the approval of
a committee, preventing any one entity from having excessive power. Additionally, this method
significantly enhances security and integrity. The rank-based consensus required for event triggers
means that only events that have been thoroughly vetted and approved can activate the smart contracts,
thereby ensuring a higher level of trustworthiness and reliability in their execution. Furthermore,
this approach retains the flexibility and efficiency inherent in EDSC. Smart contracts continue to
be triggered by events, yet they benefit from an added layer of security through the decentralized
consensus mechanism. This combination of decentralized control, enhanced security, and maintained
efficiency makes this approach particularly effective in the management and execution of smart

contracts in SPID-Chain.

4.4 SPID-Chain for Cryptocurrency Web3 Networks

4.4.1 Balance Checking

We consider a fundamental Web3 cryptocurrency framework designed to monitor balance
transfers between accounts. We assume that each blockchain is linked to M accounts or addresses.
The matrix X ¢ (1) € RM*M aggregates M transactions within epoch . Specifically, a transaction
within this block that involves account m on chain ¢ transferring s tokens to account m’ on chain ¢’
is expressed as Xy ¢ () [m, m’] = s. Accounts that do not participate in sending tokens have their
corresponding matrix entries set to zero.

To verify blocks for each chain j in each epoch ¢, represented as X JP (1) = {X; (1) }?’: |» We denote
by P;.(X ]1.3 (1),Y;(1) = ZJI.J (t) the operation that takes the formed block X ]1.3 (t) in epoch ¢ and the
data Y;(t) in the ledger updated up to epoch ¢ and returns the proposed block Z;D (r)y={Z j,g(l)}gl: .

of chain j for epoch ¢ to attach to the DAG. To do so, for blocks {X; /(¢) }?’: | it is essential to
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confirm that all sending accounts possess sufficient unspent funds from preceding transactions. Let
{Ye(r) }?’: , Tepresent the blocks confirmed from ledger Y;(#) that detail transactions spending
tokens from accounts on chain j in epoch r. Similarly, {Y ; (r)}?’: , refers to the blocks containing

transactions that deposit tokens into accounts on chain j over the same epoch. We further define

N
Ai(r)= > Y,
(=1,0+#]
N

Bi(n= > Yi(r), r=1...1, (4.1)

(=1,0#]

N
Ci(= ) X

(=1,0#]

Here A () captures the total tokens received by chain j from all other chains in epoch r; B;(r)
accounts for the total tokens dispatched from chain j to all other chains during the same epoch, and
C,(r) denotes the tokens spent by chain j across all other chains in a given epoch .

Remark 1: It is important to distinguish between X; ((¢), Z; ¢(¢), and Y, ¢(¢) in terms of their
roles within the transaction validation process. The block X, ¢(¢) represents initial transactions
initiated by chain j targeting chain ¢ within epoch ¢. Following intra-consensus validation, utilizing
Eq.(4.3), this block becomes verified and is subsequently referred to as Z; ¢(¢). Once Z; (1) is
submitted to the DAG and successfully passes inter-consensus verification, it is recorded as Y ¢().

Remark 2: Concerning the ledger Y; () = ﬁ,_:ll ch(t’) as introduced in Section II-B-2, note
that this collection comprises not only the confirmed transaction blocks {Y j,g(t’)}?’: , from chain j
but also includes analogous blocks from other chains, specifically {Y ; ¢(¢') }2’: , forany j” # j. This
aggregation ensures a comprehensive record of cross-chain transactions, facilitating a more robust
and secure verification process across the network.

Next we define the cumulative matrices W;” (1) and W?’” () as:

W) =" Aj(r), WI(1) = ) B;(r) +C;(1), (4.2)
r=1 r=1
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where Wj—"(t) represents the total inflow of tokens to chain j from other chains through epoch t,
while W?'” (1) summarizes the total outflow from chain j to other chains by epoch ¢. It should be
noted that for r = ¢, B; () represents the confirmed spending transactions for epoch ¢, whereas
C,(¢) does not include confirmed transactions. Instead, C;(#) consists of proposed transactions that
accounts on chain j intend to execute during epoch z.

A transaction involving account m in chain j during epoch ¢ is deemed valid if the following

condition is satisfied:

M
W, (1)[m Z W (1) [/, m]

(4.3)
- Z W2 (6) [m,m'] 20, m=1,....M,

where, W (¢) [m] represents the net balance of account m at epoch ¢.

Then to compute the valid blocks Z; ¢(¢) from each transaction block X ((¢), and consequently to
obtain Zj’.)(t) ={Z; (1)}}_,, for each account m in chain j that W, (1) [m] > OwesetZ; ;(1)[m,m’] =
X, ¢(t)[m,m’], and otherwise it is set to zero.

Remark 3: In SPID-Chain, in addition to X ]I.D (1), each chain j validates a subset of tip blocks
during each epoch . Specifically, it processes a set of K tip blocks, ZJT.(t), using the operation
Vjt. (ZJT.(I), Y; (t)) = Z}./(t) to produce the validated blocks Z}/(t). Each super-block ZJT.(t) includes
blocks Zf (#;) proposed by different chains i # j at epoch ¢; < ¢, with a restriction of including no
more than one block from each chain.

For each block ZI.P (;) = {Zi,g(ti)}t],vz | Within ZJT.(t), corresponding to (4.1) we denote:

N
Ar)= > Yo,

{=1,0+i
N
Bi(r)= > Yiulr), r=1,...1 (4.4)
=10+
N
Ci(t) Z zf(lz .
=1,t+i
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Then chain j validates the K blocks Zl.P (#;) in ZJT.(t) to obtain Z}./(t) by following the similar

process for validating X]’.)(t) = {Xj,[(l‘)}];:l as described by (4.2) and (4.3).

4.4.2 Coded Verfication
Polar Encoding

We assume each chain j has n workers, and the probabilities {py}}_, of worker k being a
straggler are given. Define A = % %~1 Pk- Then the rate of the Polar code is R = 1 — A. Moreover,
to describe the encoding process, we first form the set of stragglers S consisting of worker nodes
corresponding to the |S| = An highest values among {p}}_,

First assume that 7 is power of 2. To encode the M x M matrix A;(r) in (4.1), its M rows are
first evenly partitioned into n(1 — A1) sets, and each resulting ﬁ X M submatrix is assigned to a
non-straggler worker. And for a straggler worker in S, a % X M all-zero matrix is assigned.

This way an expanded matrix

A =[ a0 a0 a0 5

is obtained where a]T k(r) has dimension ﬁ X M. If k € S then it is an all-zero matrix,
otherwise it is a submatrix of A;(r).
Next an n X n Hadamard transform is applied to the n X 1 block matrix in (4.5), resulting in the

Polar coded matrix )
H,{A;(r)} = |a] (r),....a]  (r),....&],(r)

> j.n

) ; (4.6)
A(r) e RT=T*M,

~T . M .

where each a; ((r)isa T-D X M non-zero matrix.

Next consider the case that n is not a power of 2. Then we can writen =np +np_1 +...+ny,
where n; > np_1 > ... > ny and each n, is a power of 2. For example, if n = 100, then L = 3, and

n3 = 64, ny = 32, and ny = 4.
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Let M, = "TKM, k=1,...,L. Then M = M; + ...+ M;. We divide the n worker nodes into L
groups, with the «x-th group consist of n, worker nodes, and the corresponding straggler set S, with
Skl = nyA.

The «-th group encodes M, rows of the M X M matrix A;(r) by first forming the corresponding
expanded matrix Al;(r) e RTM similar to (4.5), with n, row-blocks, and then applying an n, X n,
Hadamard transform, resulting in Polar coded matrix A’;(r) e RTPM gimilar to (4.6) with each

row-block @!, (r) of dimension (1 T X M.

J.k.k

Coded Computing

Note that the uncoded computation in (4.2) can be written recursively as

W7 (1) = W7 (t = 1)+ A; (1), (4.72)

W (1) = W (1 = 1) + B; (1) + AC; (1), (4.7b)

where AC;(t) = C;(t) — C;(z — 1). Correspondingly the coded versions of these updates are given

by:

w] (1) =W (r 1) +A;(), (4.82)

) =W (1= 1) + B (1) + AC, (1). (4.8b)

In the SPID-Chain, committee nodes, i.e., full nodes, are responsible for storing blocks in raw
format. Worker nodes, on the other hand, manage coded data. In particular, assuming that  is a

power of 2, each worker node k stores coded matrices:

W) = > Al (), W) = Z b, (r) +AET (1), (4.9)
r=1

which correspond to the k-th row-block of the coded matrices in (4.8).

Then to compute (4.8a) and (4.8b) at each epoch ¢, SPID-Chain commences with full nodes
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encoding the current matrices A;(¢), B;(z), and AC;(¢) to obtain the encoded matrices A (1),
B_i(t), and AC (1) according to (4.6). Then with the help of some smart contracts committee nodes
distribute the data é; £ (1), 5; (1), and Aé; « (1) to designated worker nodes. Upon receipt, each

worker node updates its stored coded matrices by incorporating the new encoded data:

W () =W (1= 1) +a] (1), (4.10a)

W) =W (1) + bJ (1) +AE; (D). (4.10b)

out

Finally, worker nodes return the updated W (1) and w ¢ (¢) to the committee nodes for decoding and

obtaining (4.8a) and (4.8b), respectively, facilitated by a smart contract and an oracle. Specifically,
committee nodes assess whether the results received from worker nodes are decodable[160], i.e., if
Wj-” (t) and W?'” (1) can be reconstructed based on the received results from the worker nodes. Once
confirmed as decodable, the committee nodes implement a recursive decoding algorithm [160],
[161]. For detailes on the recursive decoding algorithm see Algorithms 1 and 2 in [160].

Remark 4: When n is not a power of 2, coded computing is carried out independently in L groups.

In particular, within each group «, the expressions in (4.7) now involve Wi” (1), WD), AS(),

out

B’; (1), AC’(t), while those in (4.8) involveW (1), W HON-Y (1), B’ (1), and AC’ ;(1). Then, each

worker node k in group  stores coded matrices corresponding to (4.9), denoted as W', () and

J.k,x

Oul

Wik (1) which the procedure for updating these matrices are similar to (4.10) and are formed by

the row-blocks @} , (1), b (t),and A€, (1), i.e., the k-th row-block of the encoded matrices

J.k.x Jk.k J.k.x

A;(t), B’;(t), and AC j(t), respectively.

Moreover, the decoding process is also performed independently, in each group. Specifically,
each worker node k in group « sends back the intermediate values v"v".”k (t) and v~v0.”k‘ K(t). Then,
committee nodes decode these results to obtain the matrices W’” (1) and W(’”’(t) Once results are
obtained for all L groups, the final Wi-"(t) and W?”t(t) are formed.

Remark 5-motivation for coded computing: In case of uncoded computation each worker k stores

an % portion of matrices A;(¢), Bj(¢), and AC;(z) as ajT (D), aJT (1), and AaJT . (1), respectively,
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and computes Wj’,’k(t) =, aj, (r) and W/ (z) = b () + Ac7 (). Then during block
verification, to obtain W;” (r) and ij'” (1), as the system must wait for results from all workers, and
therefore the slowest worker is the bottleneck. On the other hand, with coded computation, W’]” (1)
and Wj”k’ (¢) are linear combinations of a; (D), b]T’ (1), and Acl , (¢) and such inherent redundancy
ensures timely completion of the computation W;"(t) and W?'”(t), even in the presence of slowest
workers. Once the fastest workers complete their tasks, they send results back to the committee
nodes, which then decode them without the need to wait for the slow workers.

Remark 6-motivation of Polar codes: Polar codes maintain a consistent error rate even as block
lengths expand, ensuring efficient handling of both large and small computational tasks [162]. This
consistent performance is crucial in Web3 scenarios, where tasks frequently involve managing varying
amounts of data across multiple nodes, providing needed reliability and stability. Additionally, the
encoding and decoding processes of Polar codes are less complex compared to other well-known
codes like Reed-Muller or random linear codes [162]. This is particularly advantageous in Web3

networks, where quick data processing enhances system efficiency and resource optimization. Next

we detail the structure of the smart contracts for token transferring.

4.4.3 Structure of the Smart Contracts for Token Transferring

6
For verifying token transfer transactions, we delineate the six blocks {C ;‘} maintained by the

committee nodes and their respective roles in each epoch 7. The input, output, and state of each

6
smart contract are denoted by {I ]k (1), 0;‘. (1),S f (1) } oy’ respectively.

Encoding and Decoding Processing Blocks

The initial two blocks, C} and Cjz., are allocated for encoding and decoding the processing
block, respectively. To compute P;. (X ]P (1), yj(t)) = Z;D (1), the smart contracts in these blocks are
associated with the defined major events of forming X f (1) and computing the results of the worker

to ascertain Z f (1), respectively.
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Encoding Processing Block C Jl is subscribed to the event published by the oracle resulting

from the formation of block X J’.J (t) by the committee nodes. Specifically, matrices A;(z), B;(?),

and AC;(¢) from (4.1) are formed by the committee nodes and provided to the oracle along with

additional information such as the number of the worker nodes n and their public keys. Upon

reception of such information, the oracle publishes an event, and upon its validation by committee

nodes, it triggers C Jl

. I]]. (¢): Upon triggering, the input for C} serves as the encoder for the Polar code discussed
in Section IV-B. This encoder initially forms the corresponding matrices A (1), B (), and
AC () = o (1) — ¢ j(t — 1) using the information in the event published by the oracle as the
result of the data provided by the committee nodes and then generates encoded matrices A (1),
B, (1), and AC; (7).

. 0]1.(t): The output for le. comprises the set of computation tasks é; (1), BJT (1), and Af:]T-’ (1)
that are dispatched to each worker k.

. SJI. (7): After assigning the computation tasks to workers, the state of C Jl transitions to complete,

and it utilizes an external entity to dispatch the assigned tasks to the workers.

Decoding Processing Block CJZ. is subscribed to the event published by the oracle as a consequence
of receiving sufficient computation tasks from worker nodes. Thus, this smart contract corresponds
to the defined major event of acquiring adequate computation results from worker nodes. Specifically,
as delineated in Section IV-B, upon receiving enough decodable results from worker nodes, the
oracle publishes an event and forwards this event to the committee nodes for verification and
achieving consensus on its validity. Upon validation of the published event, it triggers CJZ.. Each
worker node k initially updates the stored encoded matrices Wi?fk(t) and W;’”kt (¢) from (4.10) and
transmits them back to the oracle in order to obtain (4.8a) and (4.8b), respectively.
° I %(t): The input for this smart contract leverages the computation results from workers and, firstly,
utilizing the decoder embedded in CJ2. obtains W;"(t) and W?’” (t) in (4.7) and then verifies the

transactions in X JP (t) from (4.3).
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. 0§(t): With the verified transactions in X JI.J (1), the output for CJZ. is Zf (1), the proposed block for
epoch 7.

. S?(t): Upon successfully determining Zf (1), the state of C]z transitions to complete.

Encoding and Decoding Validation Blocks

Blocks C? and C; in the SPID-Chain function similarly to the initial encoding and decoding

blocks, C Jl and Cjz., but are specifically designed to handle multiple tip blocks on the DAG.

Encoding Validation Block C]3., the encoding validation block, parallels the operations of le. but
is triggered for each Z (¢;) in Z?(t), for #; < t at the tip of the DAG, repeating the process for each
block, up to a total of K blocks. C;’ processes input similarly to C}., but it applies the encoding
operations to multiple blocks from different chains, each represented once among the tip blocks to

obtain A,-(t), B[(t) and Aé,-(t), refer to (4.4) for each block ZZ.P (¢;) in ZJT.(t).

Decoding Validation Block Similarly, Cj.‘, the decoding validation block, mirrors CJZ.’s functionality
but extends it to handle multiple blocks at the DAG’s tip. It is triggered upon receiving result of
the computation tasks \Tvi"k (t) and \Tvz%’ () for each of these blocks, ensuring that the decoding and
validation processes are executed repetitively for up to K blocks.

Upon successfully determining valid transaction in Zf (;) for all blocks in ZJT.(t), block Z}./(t) is

determined.

Submission Block

Block C 15 is designated as the submission block. The smart contract within this block is utilized
in SPID-Chain to submit the block Z}D (¢) to the DAG. As discussed in Section III-B-1, the smart
contract in this block corresponds to the defined major event of forming Z}’(t). Specifically, Cf is
subscribed to the event published by the oracle resulting from the formation of block Z}/(t) by the
committee nodes. When block Z}./(t) is formulated by the committee nodes and provided to the

oracle, it publishes an event that, upon validation, triggers C; .
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o ] ;(t): Upon triggering, the input / 15.(t) for C ]5 it identifies the valid blocks within Z}./(t) on the
DAG. Considering that the vertices corresponding to blocks in Z}./(t) serve as the parents for
Zf (1), the function embedded in C]"f updates the AW of the vertices on the DAG.

. 0§(t): Consequently, the output of C JS alters the status of those blocks in the DAG whose AW
exceeds a predetermined threshold from proposed to confirmed.

e S ; (7): After successfully obtaining the output of C ]5., the state of C ]5 releases the proposed block
Z ;’ (¢) for epoch ¢ into the DAG by creating a new vertex. This vertex establishes directed edges to

vertices representing the parent blocks in Z}’(t), which contain the valid blocks.

Updating Block

Cjﬁ. is designated as the updating block. The smart contract within this block is utilized in
SPID-Chain to form ch(t + 1) and consequently update the ledger to ascertain Y;(t + 1). As
discussed in Section III-B-1, the smart contract in this block corresponds to the defined major event
of forming super-block Y]C(t + 1). Specifically, C]6. is subscribed to the event published by the
oracle resulting from the formation of block YJC(t + 1) by the committee nodes. To form Y]C(t +1)
committee nodes in chain j take only one block from those chains that have at least one block. Then,
upon providing the block YJC (t + 1) to the oracle, it publishes an event that, upon validation, triggers
9.

. 116.(t): Upon triggering, the input for C? incorporates the transaction into Y;(¢ + 1) using the
information in the event, which essentially comprises the confirmed transactions in Y]C.(t +1).

. O?(t): As a consequence of the input, the output of C? yields the ledger Y, (¢ + 1), which is
maintained by the committee nodes and is utilized for the subsequent epoch.

. S?(t): After successfully determining Y, (¢ + 1), the state of CJ6. transitions to complete.

Table. 5.1 summarizes the structure of the smart contracts for token transferring.
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Table 4.3: Summary of Smart Contracts for Token Transferring

Block Major Defined Input Output State
Event Subscription
C ]1 Formation of X f (r)  Encoder using Set of computation Complete after
rPatrices f-\ (1), tasks é]T.’ (D), BJT L (D), dispatching tasks to
B; (1), AC;(z) Ac]T.,k(z) the workers.
C ]2 Receiving enough Leveraging Proposed block for Complete after
computation results computation results ~ epoch ¢, Z JI.D (1) finding Zf (1).
from workers to
decode and verify
transactions
CJ3. Formation of ZJT.(I) Encoder using Set of computation Complete after
matrices A; (1), B;(7), tasks for worker dispatching tasks to
AC; (1) nodes the workers.
C? Receiving enough Utilizing Validated Complete after
computation results computation results transactions in finding Z}’(t).
from workers to Zl.P (t)
decode and verify
blocks
C J5 Formation of Z}/(t) Identifying valid Updating AW and Releases the
blocks in Z}/(t) on changing status of proposed block
the DAG blocks in DAG from Z}D (¢) into the DAG.
proposed to
confirmed
c* Formation of Adding transactions ~ Ledger Y, (r + 1) Complete after

Y]C(t+ 1)

to Y;(t+1)

updating the ledger.

4.4.4 Stages of SPID-Chain

For each set of six smart contracts, {Cj. }?:1, triggered by a confirmed even, i.e., an event that

has been validated through consensus by the committee nodes—we denote the confirmed event as

X }(t). This event triggers the corresponding smart contracts {Cj.}?:l in epoch 7. Furthermore, we

denote by 7; a temporary pool consisting of events X j’ (¢). This pool is populated at the start of each

epoch ¢ and is emptied at the epoch’s end, following the completion of all stages in the SPID-Chain’s

protocol, and its contents are recorded in a block denoted by D, (¢) which is the ¢-th block in the

side event ledger O;. Therefore, the operation of SPID-Chain network is driven by a sequence of

stages, executed by each chain j in every epoch 7. These stages are:
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Stage 1: Proposed Block Generation:

Step 1: Computation tasks for computing Pj. are assigned to the workers: Following committee-
committee consensus block X f (¢) is formed and submitted to the oracle. As a result, an event is
published consisting of block X f (), which is validated by nodes in C;(t). After reaching consensus
for a valid event X} (1), itis added to pool 7;. As a result, the smart contract in encoding processing
block le. is activated, assigning computation tasks to their corresponding worker nodes.

Step 2: Worker nodes perform the computations and send the results to the oracle: Each worker
node k performs the computations and submits the results to the oracle.

Step 3: Decoding the computation results and obtaining the proposed block: Upon receiving the
computation results from the worker nodes, the oracle publishes an event that includes these results.
Subsequently, the nodes within C; () utilize committee-committee consensus to agree on a valid
event, denoted as X]?(t). This event triggers the smart contract in the decoding processing block
CJZ.. The event ij(t) is then added to the pool 7;. The addition of X f(t) to 7; activates the smart
contract in Cjz., leading to the generation of the proposed block Zf (1), which is subsequently added
to the oracle.

Stage 2: Validation of Tip Blocks on DAG:

Step 1: Computation tasks regarding validating tip blocks on the DAG are assigned to the
workers: Nodes in C;(t) first create a super-block Z]T.(t) from the tip blocks on the DAG and submit
this to the oracle. Subsequently, an event containing the super-block Z]T.(t) is published. The nodes
then reach a consensus on a valid event, labeled as X;’ (1), which triggers the smart contract in the
encoding validation block Cj3. upon its addition to the pool 7;. Following this, the computation tasks
assigned are dispatched to their respective worker nodes.

Step 2: Worker nodes perform the computations and send the results to the oracle: Each worker
node k performs the computations and submits the results to the oracle.

Step 3: Decoding the computation results and obtaining the valid super-block: The oracle
collects the computation results from the worker nodes and publishes an event encapsulating these

results. Utilizing the committee-committee consensus, nodes in C;(¢) reach consensus on an event,
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denoted as XJ‘.‘(I). This event activates the smart contract in the decoding validation block Cj' when
is added to pool 7;. As aresult, a validated super-block Z}/(t), comprising the set of valid blocks
within ZJT.(t), is obtained and subsequently added to the oracle.

Stage 3: Proposed Block Submission and AW Updating:

Step 1: Submission of the proposed block: With Zf () as the proposed block from Stage 1 and
Z}/(t) as the valid super-block from Stage 2, the oracle publishes an event. This event is validated
by nodes in C;(¢) following the committee-committee consensus. The consensus-validated event,
denoted as X 15 (1), is added to the pool 7}, triggering the smart contract in the submission block Cj5..
Subsequently, the proposed block Z f () is submitted to the DAG, creating a new vertex. This vertex
establishes directed edges to vertices representing parent blocks in Z}./(t), encompassing the valid
blocks.

Step 2: Adding the received proposed blocks from other blockchains to the DAG: The oracle
monitors and publishes an event about the latest blocks added to the DAG by other blockchains. The
committee nodes validate this event. Upon validation, triggering the smart contract it adds Z}D, (1),
the proposed blocks from other blockchains j’, to the DAG copy for D).

Step 3: Updating the AW of blocks on DAG: Following the committee-committee consensus,
nodes in C; () agree on a valid event, Xf(t), published by the oracle. This event concerns the update
of the AW of blocks on the DAG. The event XJ.G(t) is added to 7;. It activates the smart contract CJS.,
facilitating the update of the AW of the blocks on the DAG and their corresponding status.

Stage 4: Updating the ledger:

Step 1: Updating chain Y;(t): Nodes in C;(t) create the super-block ch(t + 1) from the
confirmed blocks on the DAG and then submitted it to the oracle. Following this submission, an
event is published. The nodes then reach a consensus on a valid event, denoted as X}(t), which
triggers the smart contract in the updating block C? upon its addition to the pool 7;. Then confirmed
super-block Y]C.(t + 1) is added to chain Y}, resulting in the updated chain Y; (¢ + 1) which is stored
by the committee nodes.

Step 2: Updating event chain D ;: Committee nodes store the ledger YJC.(t + 1) and remove the
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pool of temporary events in 7;. The set of these removed events is then added to the side event

ledger O, as the block D;(t).

4.5 Simulations

This section provides a thorough simulation study of our proposed SPID-Chain system to
showcase its excellent performance in terms of throughput and scalability, decentralization, latency

and DAG expansion rate, and resistance to double-spending attack.

4.5.1 Simulation Setup

To simulate our SPID-Chain system, we employed Substrate [163], a modular framework for
building blockchains, to define individual blockchains with distinct consensus mechanisms. These
blockchains operate independently while being capable of intercommunication through custom
bridging solutions which in our scheme is the DAG ledger. For the DAG structure, we utilized
Docker [112] to create a controlled virtual environment, deploying multiple GoShimmer [113] node
instances as our blockchains using Docker Compose. This setup allowed us to simulate a network
with behavior closely resembling real-world conditions, with the flexibility to adjust parameters
as needed. The integration between the Substrate-defined blockchains and the DAG was achieved
through a custom-built bridge module, implemented in Rust [164], the primary programming
language used for Substrate development. This module utilized Substrate’s extensible architecture to
facilitate communication between the blockchains and the DAG. Additionally, the Go programming
language was employed to interface with the GoShimmer nodes of the DAG, leveraging Go’s robust
networking capabilities. The bridge module acted as a translator, converting the data formats and
consensus signals between the Substrate blockchains and the IOTA-based DAG. This allowed for
seamless interoperability, ensuring that transactions could be validated and processed across the
different systems without compatibility issues.

In each blockchain we set the number of the committee nodes as where 7 is the number of

n
10°

worker nodes in each blockchain. Specifically, we employed the libsodium [165] cryptographic
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library to implement the verifiable random function (VRF) within our Substrate-based blockchains.
Each committee node generates a VRF output using its private key and a shared random seed,
synchronized across the network using the network time protocol (NTP) to ensure consistent epoch
times. The seed is distributed securely to all nodes at the start of each epoch through a decentralized
broadcast protocol.

In the simulations, honest blockchains adhere to both intra- and inter-consensus protocols. In
particular, during Stage 3, they follow established guidelines for selecting parent blocks and issuing
valid blocks. We denote the per-minute block issuance rate by honest blockchains during this
stage as y;,. On the other hand, adversarial blockchains follow the intra-consensus protocol but
deviate during Stage 3 by consistently issuing invalid blocks. Moreover, in selecting parent blocks,
adversarial blockchains adopt the orphanage attack strategy that involves choosing a parent with the
oldest possible generation age and, when feasible, prioritizing their own blocks at the DAG’s tip.
We denote the per-minute block issuance rate by adversarial blockchains during Stage 3 as y,.

Consequently, the total block issuance rate per minute of the DAG is given by v = y, + yp, and
the spamming rate of the adversarial blockchains is defined as u = 77“ The critical spamming rate is
defined as ucris = KT_I, where K is the number of blocks selected for processing in Stage 3 of the
protocol. If u > pcri then the tip pool size grows rapidly with u, as demonstrated in [109] for the
IOTA-type DAG ledger.

Each simulation runs for a duration of 5 minutes, during which 500 blocks are generated at a
rate of v = 100 blocks per minute. These blocks are subsequently attached to the DAG.

Additionally, for a given value A, we randomly select An worker nodes to form the set of stragglers
S. A straggler never returns any results while If a node is not a straggler, it always returns the
computation results correctly and on time.

We utilized the BigQuery [166] public Ethereum dataset to obtain samples of real-world
blockchain transactions. To generate invalid blocks, we modified the account balances in a subset of
transactions so that they exceed the maximum allowable balance. These altered transactions were

then grouped with unmodified, valid transactions to form invalid blocks. In our simulation, while
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a valid block contains just valid transactions, each invalid block contains a mixture of valid and
invalid transactions. We set the number of accounts in each blockchain to M = 1000. Moreover, for
each simulation, 20% of the blockchains are designated as adversarial with varying spamming rate.

Finally, each result is the average of 10 runs. We set both the task completion timeout for workers
and voting timeout for committee nodes to 500 milliseconds, with a round stage occurring when
all tasks are completed. The epoch transition happens when nodes in a blockchain have processed
the entire task list. We also set the bandwidth to 20 Mbps and imposed a latency of 100 ms on all

communication links in all simulations.

4.5.2 Results
Throughput and Scalability

In this section, we will investigate the throughput and scalability of our proposed scheme,
focusing on two distinct aspects: intra-consensus and inter-consensus. Throughput is a critical
metric that assesses the speed and accuracy with which blocks are processed within a system.
Scalability, on the other hand, is an essential factor in determining a system’s capacity to manage
growing workloads while maintaining efficient performance.

Intra-consensus throughput: Intra-consensus throughput is defined as the average number of
blocks processed by a scheme per minute. The intra-consensus throughput focuses on the processing
speed and accuracy of blocks within each individual blockchain. To measure intra-consensus
throughput, we calculate the average number of blocks correctly generated by honest blockchains
within the network per minute. Notably, the intra-consensus throughput remains unaffected by the
spamming rate of adversarial blockchains, as blocks from these sources are deemed invalid and
thus excluded from the calculations. Furthermore, since blocks generated by honest blockchains are
always considered valid, there is no need to assess the accuracy of these blocks.

In our throughput simulations, we define a block as processed once its AW exceeds 67% and it’s
confirmed. We set up N = 10 blockchains, each with n = 100 worker nodes, varying the percentage

of stragglers 4 € {10%, 30%} and the rate of incoming blocks. Our findings, illustrated in Fig.
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4.2, show that blockchains using the SPID-Chain scheme process transactions up to 11 blocks per
minute before the slope of the throughput begins slightly to decline, particularly at a higher straggler
rate of 30%. In contrast, networks without encoding experience a steady decline in throughput.
Moreover, intra-consensus throughput is generally lower in networks without encoding. The
use of Polar encoding in SPID-Chain helps distribute computations across nodes, mitigating the
negative impact of stragglers by offloading tasks to faster workers. This efficiency, however, comes

at the cost of increased data transmission bandwidth between committee and worker nodes.

15}
—— A =10%

—-— A =30%
12 -e- uncoded, A =10%
- m- uncoded, 4 = 30% s

Avg. intra-consensus throughput

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Incoming block rate (block/min)

Figure 4.2: Intra-consensus throughput with N = 10, n = 100, and for varying straggler worker
percentages A and incoming block rates.

Intra-consensus scalability: Intra-consensus scalability refers to a blockchain system’s ability
to increase the number of nodes within each blockchain and it is illustrated in terms of the intra-
consensus versus the number of nodes in each blockchain. By setting incoming block rates at
12 blocks per minute with 4 = 10%, and varying the number of blockchains N € {5, 15}, the
system demonstrates how scalability is affected by node count. Fig. 4.3 shows the intra-consensus
scalability. Systems using the Polar encoding scheme successfully manage the addition of the
worker nodes, by improving work distribution among the worker nodes. In contrast, systems lacking

encoding experience a decrease in throughput as more nodes lead to slower computations and
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Figure 4.3: Intra-consensus scalability with 4 = 10%, 12 blocks per minute for rate of incoming
blocks, and for varying numbers of nodes within each blockchain and different numbers of
blockchains N.

extended protocol stages.

Inter-consensus throughput: The inter-consensus throughput measures the rate at which
blocks are processed on the DAG ledger. For evaluating the inter-consensus throughput, it is crucial
to consider both the accuracy, which indicates the correctness of decisions made during block
processing on the DAG, and the time required for processing blocks. Therefore, we count the number
of the correctly confirmed blocks on the DAG per minute.

Figure 4.4 illustrates the inter-consensus throughput with settings of 4 = 10%, K = 2, resulting
in a critical spamming rate gy = 50%, and varying spamming rates u € {10%, 55%}. Throughput
improves as the rate of incoming blocks increases, leveraging the DAG structure where new
blocks increase the AW of existing ones, thereby facilitating faster confirmation. This mechanism
underscores the strength of DAG-based ledgers in scaling confirmation and processing speeds.
Notably, at a low spamming rate of u = 10%, throughput significantly rises as the block rate exceeds
8 per minute. On the other hand, at 4 = 55%, despite still experiencing an increase, throughput

growth is less pronounced due to adversarial actions that modify the DAG’s structure, leading
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to fewer correct block confirmations. Nonetheless, even under higher spamming conditions of
55% = pu > perit, SPID-Chain shows an overall throughput increase.

Similarly, for the systems using dashed lines where encoding is absent, we observe the same
trend of increased throughput with a rising rate of incoming blocks. However, this effect is much less
pronounced compared to systems with Polar encoding, to the extent that it diminishes the advantages
of using a DAG ledger. Specifically, the use of Polar encoding enables honest blockchains to process
blocks more efficiently by distributing the workload, which helps them counteract the spamming
tactics of adversarial nodes. Specifically, in Stages 1 and 2 of the SPID-Chain, the implementation
of distributed coding accelerates the processing of each honest blockchain’s proposed block and
the tip blocks on the DAG. This acceleration is evident in Stage 3, where it significantly enhances
the inter-consensus throughput. The faster selection and processing of the proposed block and its
parents from Stages 1 and 2 allow for quicker submissions to the DAG in Stage 3, thereby increasing
the inter-consensus throughput.

In contrast, without encoding, it takes longer to process blocks and attach them to the DAG,
allowing adversarial blockchains to attach their blocks more strategically, leading to the confirmation

of more invalid blocks and, therefore, lowering the accuracy.
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Figure 4.4: Inter-consensus throughput with A = 10%, N = 10, K = 2, it = 50%, and for varying
rates of incoming blocks and spamming rates.

Inter-consensus scalability: Inter-consensus scalability pertains the ability of a system to
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handle an increased number of interconnected blockchains within a DAG structure, crucial for
managing more blocks across multiple blockchains. We maintained a constant block arrival rate of
10 blocks per minute with specific parameters u = 20%, A4 = 10%, K = 2, peit = 50%, n = 67%
and varied both the number of blockchains N and the worker nodes per blockchain n € {100, 200}.

Figure 4.5 illustrates the inter-consensus scalability of the SPID-Chain. As depicted, the system’s
performance improves with the addition of more blockchains, marked by increased inter-consensus
throughput. This enhancement is due to the faster accumulation of blocks within the DAG and
the accelerated AW of these blocks, which expedites the confirmation process a key feature of
DAG-based ledgers. However, for the solid lines represent the SPID-Chain model utilizing Polar
encoding it is observed that as the number of nodes within each blockchain rises, so does the system’s
throughput. This improvement is largely because Polar encoding streamlines the block processing
and distribution of computational tasks among nodes, making the system more efficient. On the other
hand, the dashed lines represent systems without encoding. Here, although throughput increases
with more blockchains, the rise is less marked. This suggests that networks lacking encoding fail to
fully leverage the inherent scalability benefits of DAG ledgers. The longer processing times result in
fewer blocks being attached to the DAG, compromising the ledger’s scalability advantage. Moreover,
in systems without encoding, increasing the number of worker nodes does not enhance throughput
but instead decreases it, due to longer times required to compile results, complete computations,

achieve consensus, and process blocks.

Decentralization

In the context of blockchain interoperability and DAG-based ledger systems, decentralization is a
crucial aspect that extends beyond mere block throughput. It is essential to consider the distribution
of confirmed blocks across the DAG, as a system with high throughput but concentrated block
confirmations among a subset of blockchains may not truly embody the decentralized ethos of
blockchain technology. A scheme that ensures a more uniform distribution of confirmed blocks

across participating blockchains fosters a more resilient and decentralized network, reducing the
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Figure 4.5: Inter-consensus scalability for varying numbers of blockchains N and worker nodes
within each blockchain n € {100, 200} with fixed incoming block rate 10 blocks per min, u = 20%,
A =10%, K =2, and perir = 50%.
risk of centralization and the potential for collusion among a few dominant blockchains.

We employ the Gini coeflicient [55] as a measure of the decentralization of our network. The

Gini coefficient is defined as:

,1'\;1 Z;V:l |¢l(t) - ¢J(t)|
INTL (0

1(t) = @.11)

Here, ¢;(t) represents the number of blocks confirmed by chain j at epoch ¢. Smaller variations
among ¢;(¢) result in a lower Gini coefficient, indicating better decentralization, as it implies a
more even distribution of block confirmations across the network. As measured in [55], the Gini
coefficients for the Bitcoin and Ethereum networks average 0.8 and 0.5, respectively. These two
blockchains, known as dominant and widely recognized benchmarks, can serve as standards for
evaluating the decentralization performance of various schemes.

We simulate our scheme for different values of K and varying the spamming rate p of the
adversarial. For all cases, we set N = 10, n = 100, and A = 10%. Fig. 4.6 shows the decentralization
of SPID-Chain. As we see for all the different cases and scenarios the proposed scheme shows
good decentralization comparing to the Gini coefficients of Bitcoin and Ethereum. Moreover, as

the parameter K increases, there is a corresponding decrease in the maximum Gini coefficient
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across the bins in each subplot, suggesting an enhancement in the decentralization of the network.
Specifically, for each value of K, when the spamming rate u surpasses the critical threshold (i),
decentralization begins to deteriorate as evidenced by an increasing Gini coefficient. However, as K
increases, this degradation becomes progressively less pronounced.

The reason is the system’s ability to validate more blocks through honest blockchains, which in
turn select a greater number of parents for the blocks they add to the DAG K, effectively counters
the orphanage strategy employed by adversarial blockchains. This strategy typically involves
adversarial blockchains preferentially attaching their blocks to previous blocks of their own making.
Our simulations demonstrate that increased K values mitigate this behavior, leading to a more
decentralized and secure network that upholds the integrity of the ledger against such adversarial

tactics.

Security

Latency and DAG expansion rate: In the domain of blockchain interoperability, the two primary
metrics of importance are the inter-chain block finality time and the DAG expansion rate, which
basically is the evolution of the tip pool size over the time.

Inter-chain block finality time is critical for assessing the latency in cross-chain transactions,
indicating the time it takes for a block to be irreversibly recorded on the DAG ledger. A shorter
finality time suggests a faster system, which is crucial for user experience and the swift settlement of
transactions.

The DAG expansion rate provides insights into the network’s structural growth by measuring
how quickly the DAG’s tip pool size increases with contributions from various blockchains. This
rate is key to understanding the network’s activity level and its ability to scale efficiently. Proper
management of the tip pool size is vital to avoid congestion and maintain transaction processing
efficiency, which in turn ensures the network’s security.

For an effective DAG ledger, the size of the tip pool should remain relatively stable and small over
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Figure 4.6: Network decentralization measured by Gini coefficient for different K and pj; values
and spamming rates (u), with N = 10, n = 100, and 4 = 10%.
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time, showing less sensitivity to the spamming rates imposed by adversarial blockchains. An increase
in the tip pool size reduces the likelihood of blocks at the tip being selected for validation, thereby
extending the time to finality. In scenarios where the tip pool size grows exponentially—referred
to as over-inflation—it leads to a higher probability of blocks becoming orphaned, as discussed
in [167].

To assess the latency and DAG expansion rate, i.e., tip pool size, in our system, as well as to
explore the impact of the critical point, we simulated a network consisting of N = 10 blockchains,
each with n = 100 worker nodes. Among these nodes, 4 = 10% were identified as stragglers. We
set 7 = 67% and tested two settings: K = 2 with y € {35%, 55%} and K = 4 with u € {60%, 80%}.
This span covers both below and above the critical spamming rates of uqj = 0.5 for K = 2 and
Uerit = 0.75 for K = 4.

For each u value, the network operated for 12 minutes, during which we monitored the
confirmation status of blocks on the DAG. Fig. 4.7 illustrates the tip pool size and provides a scatter
plot of the inter-chain block finality times. Results show that higher u values lead to an increased
tip pool size and longer confirmation times for blocks. Notably, with both K = 2 and K = 4, the
tip pool size and inter-chain block finality times exhibit increased vulnerability when p > pcyit, as
evidenced by an expansion in the tip pool size and extended finality times for the blocks. However,
as shown in Fig. 4.7 for K = 4, the adverse effects on the tip pool size and finality times are less
severe when u exceeds p.rjt. Therefore, it is recommended that for enhanced DAG ledger health and
reduced finality times, larger values of K should be considered.

Double Spend Resistant Analysis: In blockchain systems, a double spend attack refers to a
scenario where an attacker successfully spends the same digital currency or asset twice. This type
of attack exploits vulnerabilities in the network’s consensus mechanism or propagation delays to
manipulate transaction records.

To simulate double-spend scenarios within our SPID-Chain framework, we devised a specific
method for creating double-spend blocks. Each double-spend block was constructed to contain

transactions that are valid in isolation—meaning the sender possesses adequate tokens for the
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Figure 4.7: Impact of varying spamming rate (1) on DAG ledger health, demonstrated by tip pool
size and inter-chain block finality time. Simulation parameters: N = 10 blockchains, n = 100 worker
nodes with A = 10%, n = 67%, K = 2, et = 50% and u € {35%, 55%}, K = 4, ucrit = 75% and
u € {60%, 80%}.

transaction, thus each transaction adheres to standard validation protocols. However, the double-
spend characteristic was introduced by replicating the same transaction, with identical signatures and
identifiers, across two different blocks. Specifically, among the 100 double-spend blocks prepared
for the simulation, we organized these into 50 pairs, with each pair containing one replicated
transaction while maintaining unique non-duplicate transactions in the remainder of the blocks.
To integrate these double-spend blocks into our network simulation, we attached 100 double-
spend blocks at random points within the DAG, in addition to the 300 regular blocks. This
approach created a diverse tip pool that included both double-spend and regular transaction blocks.
The detection mechanism within the SPID-Chain was tasked with identifying and labeling the
double-spend transactions based on discrepancies observed in the transaction records across the
DAG by the committee nodes. Specifically, In Stage 2, committee nodes while assembling the
super-block Z]T.(t) during an epoch ¢, exclude any double-spend blocks detected. Upon submitting
their proposed block Zf (7) to the DAG in Stage 3, they label any double-spend blocks within ZJT.(t).

A double-spend block is considered detected once the block Z f (t) is confirmed as Z].C(t).
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Figure 4.8: Performance of SPID-Chain in detecting double-spend blocks with N = 10, A = 10%,
and n = 67%.

We set N = 10, A = 10%, n = 67%, and varied the spamming rate of adversaries, u, and the
number of blocks selected for processing from the tip pool, K. The probability of false alarm,
Py, is defined as the percentage of regular blocks mistakenly identified as double-spend blocks.
Conversely, the probability of detection, P, refers to the percentage of correctly identifying actual
double-spend blocks. We also measured the speed of identification as the delay where we measure
after all the 400 blocks are processed.

The results, displayed in Fig. 4.8, demonstrate that the SPID-Chain effectively identifies
double-spend blocks across all K values with a low P,. Larger K values slightly increase P, and
reduce identification delays, which aligns with expectations as processing more blocks per chain
increases detection chances and speed.

It is crucial to note the simulation also accounted for adversaries operating above the critical
spamming rate, significantly challenging the DAG’s topology and the process of invalidating
double-spend attacks. Despite this, SPID-Chain effectively resisted the attacks. For instance, at
K =2 and u = 55%, despite the longer detection time compared to the critical spamming rate of

1 = 50%, the system still managed to detect double-spend blocks efficiently with acceptable delays.
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4.6 Conclusion

The proposed SPID-Chain framework offers a new approach to achieving interoperability
within Web3 ecosystems. By structuring a DAG of blockchains, SPID-Chain uses this DAG for
inter-consensus processes while incorporating EDSC and Polar codes for intra-consensus operations.
This design effectively tackles the scalability, security, and decentralization issues that are common
in existing blockchain interoperability solutions. Our extensive simulations confirm that SPID-Chain
performs robustly, demonstrating its potential for enabling secure and seamless interactions across

multiple blockchains.
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Chapter 5: ZK-HybridFL: Zero-Knowledge Proof-Enhanced Hybrid Ledger

for Federated Learning

5.1 Introduction

Federated Learning (FL) has emerged as a promising paradigm for collaboratively training
models across distributed data silos while preserving privacy [168]. However, traditional FL
architectures typically rely on centralized coordinators, potentially creating single points of failure
and trust bottlenecks [169]. To overcome these limitations, decentralized FL frameworks have been
proposed that leverage distributed ledger technologies (DLTs) for trustless coordination [170].

A variety of blockchain-based approaches illustrate the potential of decentralizing FL. For
instance, BlockFL [171] optimizes secure model exchanges and rewards by adjusting the block
generation rate, while PIRATE [172] implements a sharding-based design to achieve Byzantine
resilience through secure gradient aggregation. Other notable efforts include adaptive FLL methods
that reduce communication overhead by up to 50% [173], incentive mechanisms grounded in
reputation systems [174], PoS-based resource-saving algorithms [175], Topy compression for
limiting communication costs [176], and blockchain-empowered frameworks for 5G-enabled
UAVs [177]. Further studies have analyzed energy consumption in blockchain networks [178],
latency optimization [171], and integration with mobile edge computing [179], while foundational
research has established theoretical bounds for resource-constrained FL settings [180] and proposed
reputation-oriented incentive schemes for preserving IoT data privacy [181].

Despite these advances, significant obstacles remain. Current frameworks often struggle to
balance scalability, security, and privacy when operating at large scale or in diverse, adversarial
environments [182]. Synchronous systems (e.g., those relying on Proof of Work or Practical

Byzantine Fault Tolerance) can become bottlenecks under straggler nodes, while solutions that rely
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on public datasets for validation risk data exposure and fail to accommodate the heterogeneity of
real-world data [183]. Moreover, advanced gradient inversion techniques [184], label inference
attacks [185], and dis-aggregation methods [186] highlight the difficulty of protecting participant
information purely through naive data-sharing defenses. Although differential privacy [187] can
mitigate certain risks, it does not resolve the fundamental challenge of publicly verifying the integrity

of local model updates at scale [188].

5.1.1 State-of-the-art and Challenges

Blade-FL [15] removes the need for a centralized server by integrating blockchain directly into
the FL. workflow. In each epoch, nodes train their local models on mini-batches, then sign and
broadcast the updates as blockchain transactions. These updates are verified against a public dataset
based on a loss threshold and are aggregated—by averaging the validated updates—into a global
model. Subsequently, nodes compete to mine a new block via Proof of Work (PoW), which records
both the verified transactions and the aggregated model. Once the block is validated network-wide,
the updated global model is adopted for the next training round. This cycle repeats until convergence.

ChainFL [16] adopts a hierarchical blockchain structure of node, subchain, and mainchain layers
to facilitate FL without a central server. A task is initiated via a smart contract on a Directed Acyclic
Graph (DAG) ledger, broadcasting the request across shards. Within each shard, the Subchain Leader
Node (SLN) distributes the current global model to participating nodes, collects their locally trained
updates, and aggregates them—weighted by dataset sizes—using the Raft consensus mechanism
before committing the aggregated result to that shard’s blockchain. The SLN then submits this
shard-level model to the DAG, where top models from different shards are evaluated on a public
dataset to form the next global model. This iterative process of local training, aggregation, and
cross-shard validation continues until the smart contract conditions signal completion of the FL task.

Both Blade-FL and ChainFL introduce valuable decentralization strategies but face critical
limitations in practice. Blade-FL’s reliance on PoW leads to heavy computational overhead and high

energy consumption, while the use of a public validation dataset raises privacy concerns and risks
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adversarial manipulation. ChainFL’s hierarchical, sharded structure, though beneficial for scaling,
still depends on centralized public dataset evaluations and suffers from cross-shard synchronization
overhead that can allow stale or malicious updates to proliferate. Motivated by these shortcomings,
our work proposes a novel framework that integrates a DAG-based ledger with sidechains and
employs Zero-Knowledge Proofs (ZKPs) for privacy-preserving, on-device model validation. This
approach not only eliminates the need for public datasets but also boosts efficiency and scalability
by ensuring only genuine, high-quality updates are accepted into the global model.

At a broader level, existing solutions also highlight the unmet need for robust and efficient
methods of verifying local model updates without compromising user data. Conventional methods
often resort to public datasets for legitimacy checks [183], [189], exposing privacy vulnerabilities and
undermining real-world representativeness. Advanced cryptographic protocols, such as ZKPs [190],
can address privacy and correctness simultaneously, but current implementations often support only
specific model types (e.g., linear regression [191]) or suffer from high computational overheads [192].
These drawbacks underscore the need for a more scalable, generalizable solution that keeps participant
data private while enabling secure, public verification of model contributions.

In this chapter, we introduce ZK-HybridFL a novel decentralized FL architecture that addresses
these gaps through an innovative ledger design and cryptographic validation pipeline. Our framework
combines a DAG for high-throughput storage of model updates with sidechains dedicated to event-
driven smart contracts (EDSCs). By embedding ZKPs in the sidechain-based contracts, we
create a method for verifying training correctness without disclosing sensitive information, thereby

eliminating the overhead and security pitfalls of traditional solutions.

5.1.2 Contributions

Our primary contributions are as follows:

1. Hybrid Ledger System: We propose a DAG-based ledger for scalable storage of model
updates, augmented by sidechains running EDSCs to manage consensus and validation tasks.

This structure alleviates bottlenecks inherent in purely PoW- or DAG-based systems.
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2. ZKP-Driven Secure Validation: By integrating ZKPs into EDSCs, our framework enables
public verification of inference correctness without exposing private test data or imposing

prohibitive computational costs.

3. Experimental Validation: Through extensive simulations, we demonstrate that our approach
outperforms Blade-FL [15] and ChainFL [16] in accuracy, convergence speed, and resilience,

even in the presence of adversarial or lazy nodes.

The remainder of the chapter is organized as follows. Sec. 5.2 introduces the ZKP-based
consensus mechanism and DAG ledger for decentralized FL. Sec. 5.3 describes the event-driven
smart contracts and oracle-assisted sidechain. Sec. 5.4 outlines the ZK-HybridFL workflow and
analysis. Sec. 5.5 presents simulation results and comparisons with existing schemes, and Sec. 5.6

concludes the chapter with future research directions.

5.2 ZKP-based Consensus Mechanism of ZK-HybridFL

In this section, we first present the use of ZKPs for privacy-preserving model validation. Next,
we explain the DAG ledger, which manages scalable and decentralized model updates. Finally,
we discuss the challenge mechanism for verifying blocks and resolving conflicts to ensure system

integrity.

52.1 ZKP
Motivation of using private data for model validation

When selecting between a public test dataset and private test datasets secured via ZKP in
decentralized federated learning (FL), opting for private test datasets offers significant advantages in
both privacy and model quality. Utilizing a public test dataset simplifies evaluation by providing
a uniform benchmark for all nodes, which facilitates straightforward comparisons. However, the
public and static nature of such datasets may result in models being validated on a limited variety of

unseen data, potentially restricting their robustness and adaptability [187]. Additionally, as nodes
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continuously refine their local models to perform well on the public test set, the evolving patterns in
their loss or accuracy can inadvertently expose information about their private training data through
techniques like membership inference or model inversion [193], [194]. In contrast, employing
private test datasets with ZKPs ensures that each local model is assessed using diverse and private
test samples. This approach enhances exposure to a broader data distribution, thereby improving the

global model’s quality and generalizability while simultaneously protecting data privacy.

The ZKP process

A ZKP is a cryptographic technique that enables one party (the prover) to convince another
party (the verifier) of the validity of a statement without revealing any information beyond the fact
that the statement is valid. In computation-related applications, the prover and verifier agree on
a specific algorithm or function. The goal is for the prover to demonstrate to the verifier that the
output of the algorithm or function is indeed the result of a particular input, without disclosing any
additional details about the input or process.

In ZK-HybridFL, ZKPs enable a node j (prover) to demonstrate to other nodes j” (verifiers) that
its inference output MJ " at time step ¢ is correctly derived by applying its publicly available model
W;., trained during epoch z, to its private test batch Z);.’test using the inference algorithm 7 without
revealing any details about Z);.’test or internal computations. Recall that each node j maintains a local
dataset D, and a training mini-batch D}’“ai“ is used to obtain the model W’.. The test mini-batch
Z);.’teSt is drawn from the remaining data, i.e., Z);.’mt C Z);. \ Z);.’train.

To achieve ZKP, a predefined, immutable program called the circuit, is created based on the
given inference algorithm 7. Once compiled, this circuit executes a sequence of unforgeable
operations that generate both the predicted output y] "and its associated loss value L(Z);.’te“, J/J N,
which measures the quality of model W}. In the process, it produces explicitly defined, immutable
intermediate results, referred to as witnesses and denoted by U ]’ To ensure the integrity of this
computation, a verifier must check the consistency of the inputs D;’teSt and Wj., the intermediate

results U J’., and the outputs Y; Fand L (D; et M]’) In particular, the prover node j and the verifier

137



node j’ follow the sequence of actions outlined below:

1. Commit. Atthe beginning of epoch ¢ the trainer binds both its freshly-trained weight tensor W;
and its private test batch D’}te“ by posting polynomial commitments C’/?m(’del = Commit(W?)

and C ’jfteSt = Commit(D’]’.teSt) to the side-chain.!

2. Key availability. A one-time Powers-of-Tau ceremony (run off-chain by the oracle committee)
produces a circuit-specific proving key pk and a public verification key VK. Because the

inference circuit is fixed for the entire task, pk and vk are reused by every node and for every

1, test

epoch; only the private witness (WS., D ) changes.

3. Proof generation. Using the proving key pk and its private witness (W;, D’]’.t“t), node j eval-
uates the circuit to obtain U J’ (the full witness) and the public outputs yjt , L;.. It then computes
the non-interactive Groth16 proof H;. = Prove(pk, U ]t) where all Fiat—Shamir challenges

are derived deterministically from H(blockHash || C’JZmOdel I C’theSt), so no live randomness

exchange is needed. Finally, trainer j broadcasts Z;. = (H;., Y ! L;, Ctjmedel, Clj?teSt).

4. Verification. Any verifier j’ fetches the verification key VK from the side-chain and checks
Verify (vk, Htj ,C ’]Zm(’del, C t]?teSt, yjt , L;) = 1. A result of 1 certifies that the public outputs
3/; , L; were produced exactly by the committed model and test data; otherwise the update is
rejected. Once verification succeeds, a ProofOK event is emitted, letting the contribution

enter the DAG.

The keys pk and vk thus remain constant across nodes and epochs, while each proof H,j is
unique to its witness. Security guarantees for completeness, soundness, and zero-knowledge follow
directly from the Groth16 construction and are summarised in Sec. 5.2.1.

Remark 1: ZKPs are generally categorized into two main types: SNARKSs (Succinct Non-
Interactive Arguments of Knowledge) and STARKS (Scalable Transparent Arguments of Knowledge).

In our scheme, we utilize ZK-SNARKSs due to their succinct proofs, efficient verification, and

A simple hash is sufficient at this stage; Sec. 5.2.1 gives the concrete KZG instantiation and its 35 k-gas verification
cost.
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compatibility with blockchain-based systems. SNARKSs, such as Groth16 [195] and Pinocchio [196],
rely on elliptic curve cryptography and a trusted setup, which is effectively managed in our scheme by
an oracle. While STARKSs offer advantages such as transparency (no trusted setup) and post-quantum
security, their larger proof sizes and higher computational costs make them less practical in our
context. For a detailed discussion on these ZKP methods, see [197], [198].

Remark 2: To prevent proof-generation latency from inflating overall training time, ZK-HybridFL
employs a predict-then-prove workflow. Immediately after completing a local training step, each
node (i) broadcasts its model update together with its hash, and then (ii) proceeds with the next
SGD iteration without waiting for the zero-knowledge proof to be produced. Proofs are generated
asynchronously in the background and thus are effectively amortized over subsequent training
steps. A two-epoch (configurable) grace period is provided before any proof failures trigger the
challenge mechanism, ensuring that transient delays do not stall the protocol under normal hardware

conditions.

Cryptographic Instantiation

The generic workflow above abstracts away the precise commitment scheme and the algebraic

details of the SNARK. We now spell out the concrete instantiation used in our implementation.

Polynomial commitments. Let W; € F), be the trainer’s weight tensor at round ¢, flattened into
the length-n vector

W= (W, W

4
.1 W',n—l)’

J

where each W]t. ; € Fp, 1s one scalar model parameter. Similarly, let the test-batch tensor Dtj’.teSt S
be flattened as

ttest __ t,test t,test t,test
Dt = (DHEY, DY, L, DY),

with each Dtj’.t?St € F,, denoting one scalar feature or label value in the batch.

We then interpret these as evaluation vectors of degree-(n — 1) and degree-(m — 1) polynomials
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inF,[x]:
n—1 m—1
fW(x) = Z W]t',,' xl’ fD(x) = Z Dt]’f?Stxl, fw,fl) € Fp [x]
i=0 i=0

Under the KZG setup (secret 7 € F),), we commit by

Ctjzmodel _ ngW(T)’ CtjftGSt _ ng(T).

Each commitment is a single 48-byte point in G and is stored on the side-chain together with a

Lamport timestamp (See Sec. 5.3.2).

Trusted setup. A single Powers-of-Tau ceremony produces (i) the universal structured reference
string (gfk)],ifg and (ii) the circuit-specific proving key pk and verification key VK for the Groth16
SNARK. The ceremony is executed once at task deployment; afterwards pK is distributed off-chain

to trainers, whereas VK is pinned on-chain.

Non-interactive proof. As described in Sec. I1I-A-2, using pk, trainer j computes a Groth16
proof H;. based on public inputs. Since the Fiat—Shamir heuristic is applied to derive challenges

deterministically, no additional interaction or exchange of randomness is required.

Verification Contract. The side-chain validator performs:

(1) Two KZG opening checks (two pairings + one multi-exp; cost ~ 34.2k gas and 144 B of

storage for the two 48 B commitments),

(ii) One Groth16 verification call on (C{™!, Ci***, y!, £1, TI) (cost 20-27k gas; see Ta-
ble 5.5).

Even with 30 trainers, this, plus the additional 144 B of on-chain storage, remains under 1% of a
2 M gas block, keeping overhead negligible. If all checks succeed, a ProofOK event is emitted.

Otherwise, the update is rejected and node j’s stake becomes challengeable.

140



Asynchronous epochs. Immediately after publishing their commitments (C ’j?mOdel, Ctjfte“), each
trainer resumes the next SGD epoch while proof generation runs concurrently (the “predict-then-
prove” schedule). We allow a two-epoch grace window, which is sufficient even for a 76 s GPU
proof for MobileNetV2-0.5 on MNIST (each epoch itself takes 24-30 s). Commitments and proofs

carry Lamport timestamps to totally order side-chain events, so late proofs simply land in the next

round without any global pause (See Sec. 5.3.2).

Security Guarantees

The combination of KZG commitments and Groth16 delivers the usual completeness, soundness,
and zero-knowledge properties. Below we make those guarantees explicit for the concrete operations

performed in ZK-HybridFL.

Model or data substitution. Let C’]Zm"de1 and C’j?test be the commitments posted in step (i) of
Sec. 5.2.1, and let IT = H;. be the proof broadcast in step (iii). Suppose the prover attempts to
convince the verifier with an altered model W # W; or test batch D # Dt]’.teSt. Because KZG is
binding, the pair of polynomials (fi, f7) cannot both satisfy

fW(T) — Ct;model

5(7) _ Ct,test
1 R

and g,

so at least one KZG-opening check fails and verification returns 0.

Fabricating outputs or loss. Suppose instead the prover keeps the committed witness (W;, DtJiteSt)
but replaces the public outputs by E M/.’ or £ # £}. The algebraic relations embedded in the
Groth16 circuit bind the full witness U ]’ to the declared outputs, so any mismatch violates a circuit

constraint and forces the SNARK verifier to return 0.

Lazy-node detection. Each bundle Z/ includes the hash H(Y/) alongside C’]?mOdel and CtjiteSt.

Because both KZG and H are collision-resistant, two bundles that replay an identical prediction
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vector must derive from the same (W, D) witness (and thus the same loss). Smart-contract S'
cross-checks these hashes across the DAG: any node that replays an old model to avoid fresh training
is flagged and its update excluded from the parent-selection ranking (cf. Sec. 5.3.1), mitigating

“lazy-node” attacks.

Consistency across forks. KZG commitments and the hash H(Y) are stored in the immutable
part of the side-chain; therefore every honest replica of the DAG sees exactly the same triplet
(Ctmodel " crtest ' H()). This global consistency enables (i) deterministic parent selection and (ii)
unambiguous fork resolution, even under short-lived network forks.

Taken together, these properties ensure that only genuinely trained, fully verified updates influence
the global model, while any adversarial attempt, whether by parameter substitution, fabricated

outputs, or stale replay is detected and rejected except with negligible probability.

5.2.2 DAG

By using a modified IOTA Coordicide [95] consensus mechanism as described next, our proposed
scheme employs a DAG ledger to facilitate interactions among trainers nodes while keeping the
overall network scalable and secure.

The basic DAG operations used in ZK-HybridFL, such as tip-based parent selection, weight
accumulation for confirmation, and graph reachability checks that support the challenge process, are
adopted almost verbatim from the Coordicide design of IOTA ledger.

Our contributions lie in how these established primitives are repurposed for FL. First, every
block must include a zero-knowledge proof that is verified on-chain before the block can gain any
weight. This guarantees that only correctly trained updates can influence the ledger. Second, the
loss-aware aggregation policy (Sec. III-A) admits only the most recent confirmed blocks and ranks
candidate parents by their validated loss. As a result, low-quality or adversarial updates accrue
insufficient weight and are naturally pruned from the ledger. To the best of our knowledge, no prior

DAG-based blockchain combines proof-gated admission with loss-aware parent selection in the
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context of a decentralized parameter server. This dual gating mechanism is the core algorithmic
contribution of ZK-HybridFL’s DAG layer.

In our proposed scheme, each node j submits a block D (t) = [W;., Z;.] to the DAG ledger
during epoch #, where W; is the updated local model and Z; is the ZKP bundle described in
Sec. 5.2.1. Blocks D(t) within the DAG can exist in one of three states: confirmed, tip, or
unconfirmed. Confirmed blocks (D]C(t)) have an Aggregated Weight (AW) exceeding a predefined
threshold, making them validated and integrated into the stable, immutable part of the DAG. Tip
blocks (DJT.(I)) are the most recent blocks at the DAG’s frontier, ready to be extended by incoming
blocks. Unconfirmed blocks (D;j (7)) are those added to the DAG but still in a pending state, awaiting
sufficient AW to reach confirmation.

During each epoch ¢, the global model VNV; is obtained through local model aggregation using
the model updates from the most recently confirmed blocks (see Sec. 5.3.1). Next, we provide a
detailed explanation of the consensus mechanism for the DAG component and the computation of
the AW used for block confirmation within the DAG.

To submit its contributed block D ;(¢) for epoch ¢ to the DAG, node j begins by randomly selecting
K7 tip blocks. These chosen blocks form a set Z)]T(t) of potential parents with |DJT(I)| = Ky. For
each block Df (¢’) in this set, where ¢’ < ¢, node j verifies its ZKP and extracts its associated loss.
As aresult, node j identifies Ky blocks with valid ZKPs that have the lowest loss values to form the
parent block set Z)j‘./(t) for D(t), with |Z)J‘./(t)| = Ky. Then D (1) is labeled as a tip block D]T.(t),
and all tip blocks D;/, € Z)j‘./(t) are changed to unconfirmed status, i.e., Dﬁ.], (¢’). Finally, D]T.(t) is
integrated into the DAG by selecting the blocks in Z)}/(t) as its predecessors. As a result of above
actions performed by all nodes, the AW values of the blocks on the DAG will change, which leads to
a change in the validity status of some blocks on the DAG. Specifically, certain blocks Dy (¢”) for
1" <t < t, become confirmed, i.e., they are updated to D]C,, (¢”). Next, we explain how the AW of
each block on the DAG is altered and how the transition from a tip to a confirmed status occurs.

Fig. 5.1 illustrates a DAG ledger for two consecutive epochs # — 1 and ¢. In epoch ¢ — 1, each

vertex represents a block Dji (t;) by node j;, fori =1,...,4,atepocht; <t — 1. A direct edge from
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one vertex to another, for example, from DJT.2 (t2) to D;fl (t1), signifies that j, verifies block D% (11).
Fig. 5.1 also displays the status evolution of the blocks after one epoch. A block is labeled as a tip
if it lacks incoming validation edges. Therefore, in this figure, for epochs ¢ — 1 and ¢, the blocks
{DJT.2 (t2), DJT.3 (13), DJT.4 (t4)} and {Df.5 (1s), DJT.6(I6)} are tip blocks, respectively.

Moreover, a block that is neither a tip nor confirmed is referred to as an unconfirmed block.
Hence, while blocks {D]T.2 (12), DJT.3 (13), DJT.4 (t4)} are tips in epoch ¢ — 1, block D% (13) is classified
as unconfirmed in epoch ¢, while {DJT.2 (1), D]T.4(t4)} remain as tips. Observe that the status of
D% (1), transitions from uncofirmed to confirmed, which is denoted by chl (t1). Specifically, a
block achieves confirmed status when its AW surpasses a predefined threshold . The AW is
intricately linked to a weight vector that reflects the relative influence of the nodes.

The weight w; of each node j with w; > 0, 2; w; = 1, is determined by the number of tokens it
has staked. In DAG ledgers, staking refers to the process by which nodes lock their tokens to gain
voting power in validating transactions and appending new blocks to the ledger. The more tokens a
node stakes, the higher its associated validation weight, influencing the cumulative weight of the
blocks it approves. This weight is assumed to remain constant over different epochs, but can be
dynamically adjusted based on node behavior. Specifically, if a node incorrectly disputes the validity
of a block as discussed in the challenge mechanism outlined in Sec. 5.2.3, then a portion of its staked
tokens is slashed as a penalty, directly reducing its weight w ;. This incentivizes honest participation
by making malicious behavior costly. To establish the network’s initial trust and ensure a secure
starting point, a set of genesis blocks with confirmed status are proposed by oracle (as discussed in
Sec. IV-B2) as trusted and correct blocks, providing a foundation for subsequent validations.

The AW of a block Dji(ti) is calculated as w; + ZD” (1)eF (D, (1)) Wi where T(D_,-i(li))
denotes the future cone of Dji(tl-), encompassing all blocks that it validates, either directly or
through a series of validations. For example, in Fig. 5.1 and in epoch 7, blocks {Dﬁfl (11), Zjli(t4)}
are in the future cone of block D]T.6(t6), as block DZ (t4) is validated by it directly, while block
DJT.6 (t6) validates block DJCl (71) indirectly. Moreover, Fig. 5.1 illustrates that the AW of block Z i (11)

surpasses 7 after the addition of the weights of blocks DJT.5 (t5) and DJT.G(té) and its status transits
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from an unconfirmed block to confirmed

Epocht -1 Epoch ¢
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Figure 5.1: Evolution of a DAG ledger over two consecutive epochs. Nodes are color-coded to
indicate their status: red for tips, yellow for unconfirmed, and green for confirmed. The blue text
represents the AW associated with each node.

5.2.3 Challenge Mechanism

In DAG ledgers, each block submission requires selecting parent blocks from the current set
of tip blocks. Under normal circumstances, this process ensures that new blocks are seamlessly
integrated into the network by referencing recent, valid blocks. However, a critical vulnerability
known as the orphanage attack [109] exploits this mechanism. In an orphanage attack, malicious
nodes intentionally select their own invalid blocks, or those of their colluding partners, as parents
when submitting new blocks. By continuously referencing their own invalid blocks, these dishonest
nodes effectively remove such blocks from the tip pool. Consequently, other honest nodes are unable
to examine the validity of these blocks while selecting parents, allowing the invalidity of these
strategically added blocks to go unnoticed. As a result, these invalid blocks remain hidden within
the DAG despite being removed from the tip set. Later on, as the DAG grows, valid blocks may
indirectly reference these previously isolated invalid blocks, causing them to accumulate weight
over time. Ultimately, this process can lead to the confirmation of invalid blocks. The confirmation
of such blocks not only compromises the quality of the global model derived from confirmed blocks
but also alters the topology of the network, disrupting the integrity of the ledger.

The challenge mechanism is motivated by the need to counter this type of attack and restore
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transparency and fairness to the block selection process. This mechanism empowers honest nodes to
flag and contest blocks that remain in an unconfirmed status within the DAG. The process begins with
the detection of blocks impacted by an orphanage attack. At the core of this detection mechanism is
the Graph Reachability Analysis (GRA) [199]-[201], a structural algorithm designed to identify
blocks that have caused other blocks to become isolated within the DAG. The key principle behind
GRA is that any valid block should be reachable from at least one tip block through a path in the
DAG graph. If a block is found to be disconnected from all active tips, it indicates a potential issue:
either the block was unintentionally abandoned due to network delays, or it was strategically isolated
as part of an orphanage attack.

For each suspicious block identified through GRA, the corresponding ZKP is verified. By
definition, blocks involved in an orphanage attack are invalid, and their associated ZKPs will fail
verification. Once such blocks are detected, the detecting node broadcasts a challenge to all trusted
oracles within the network. Upon receiving a challenge, the oracles compile a list of disputed blocks
and independently verify their validity based on the provided ZKPs.

Following verification, the oracles participate in a supermajority voting process: If more than
2/3 of the oracles agree that a block is invalid, it is formally revoked from the DAG. Block revocation
means that the invalid block is excluded from future parent selections, and the AW of affected blocks
is updated accordingly to neutralize the impact of the revoked block on the network. Conversely,
if a supermajority of oracles determine that the disputed block is valid, the network penalizes the
challenging node j by slashing a fraction of its tokens. This penalty reduces the challenger’s w;,
thereby decreasing its influence and voting power within the DAG for future block submissions.

Remark 3: While a wrong dispute results in penalizing the disputer node, ZK-HybridFL does not
penalize the submitter of an invalid block. This design choice reflects a balance between encouraging
participation and acknowledging that honest mistakes or network delays can lead to inadvertent
errors. Penalizing such actions could stifle honest contributions, especially when no malicious intent
is involved. In contrast, initiating a challenge, especially one that incorrectly disputes a valid block,

incurs significant costs by triggering a consensus process among oracles resulting in computational
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overhead.

5.2.4 Extended ZKP Defenses
Broader Threat Model

While the core workflow of Sec. II-A ensures that blatantly bogus updates (e.g., completely
untrained models, fabricated outputs, or exact replays) are caught with overwhelming probability,
a realistic threat model must also consider subtler strategies that deliberately skirt these checks.
Below, we sketch three attack avenues that slip through the ZKP workflow in Sec. II-A.

First, a node skips training altogether and re-posts an older weight tensor W;.‘A with a microscopic
perturbation. This changes the hash of the predictions, so replay detection in Sec. I1I-A does not
trigger, but the global model sees no genuine progress.

Second, instead of performing full local SGD, the node applies a single gradient step 6W and
then scales it by a tiny factor . The resulting update W;.‘ '+ @5W meets the norm bound and earns
the block reward, yet makes negligible impact on the model’s decision surface.

Third, since the test batch D;’te“ is chosen privately, a malicious trainer can cherry-pick samples
on which W; already performs well, or even craft an easy synthetic set, then prove the accuracy
honestly. The ZKP verifies, but the reported loss overstates the model’s real-world quality.

To address these security gaps, next we introduce lightweight extensions that detect and penalize

the three strategies above, without reshaping the Groth16-based core.

Extended ZKP Bundle

In each training epoch ¢, we extend the original “ZKP-bundle” from Sec. II-A with two lightweight,
non-interactive proofs to ensure that every submitted update both moves the weights by a meaningful
amount and alters the model’s internal representations. The efficiency of these methods has been
demonstrated in [202], [203]. We defer a detailed security analysis of these extended ZKPs to
Sec. 5.5.7.

Specifically, in epoch ¢, each client j is given the public thresholds [L;, B;] and Tpyax. See

147



Sec. III-C for how these thresholds are computed and how consensus is reached across the network
through interactions with the oracle committee, sidechain, and smart contracts.

With these parameters in hand, each node j proceeds as follows in epoch ¢:

1. Constructs the original Z-bundle.
The node first performs standard local training and generates a Groth16 proof Hj. verifying
inference correctness. It then commits the model and test data and assembles the initial
Z-bundle:
r _ t t t t,model 1,test
Zj = (Hj’ Y, Ly, €7 G )

2. Proves the norm of the update with Bulletproofs.
To ensure that the weight change is non-trivial, the node computes the update AW; = W]’. - WJI._1

and produces a range-proof, i.e., Bulletproof:
Zj. = BPProve(AW’, L,, B;)

to link the norm constraint to the

This proof references the existing commitment C ;.’mOdel

committed model.

3. Attests to semantic change using embedding-cosine SNARK.

The node computes layer-£ activations over a public probe set:

1 -1
Zold = TH—— $e (W™, x),
probe X€D probe
1 t
Znew = |D | ¢£’(W"x)’
probe xeD probe

and generates a SNARK proving cos(Zold, Znew) < Tmax:

F} = SNARKProve (COS(Zolda Znew) < Tmax Cprobe)
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4. Assembles the extended bundle.
The node merges the original bundle with the two additional proofs:

fext _ ot t t
Z; =7z 1% 1T

_ t t t t t t,model t,test
= (1, =, T, Y, L, i, o)

5. Submiits for peer or on-chain verification.

A verifier node j’ or the chain checks all parts in order:

(a) VerifyGroth16(vk, IT}, C;,model’ cHe, i, o)
(b) VerifyBulletproof(x’; C;_,model)

(©) VerifyCosineZKP(F;; Corobe)
The update is accepted into the DAG only if all verifications succeed.

AISO, note that Z; must reference ij model

so that the norm bound applies to the committed
weights, and F} refers to the fixed public probe-set commitment Cprobe. No additional commitments
are required.

Moreover, in addition to the two KZG openings (approximately 34.2k gas) and the Groth16
verification (20-27 k gas), each update in the extended scheme carries:

* A Bulletproof Z;. for the £>-bound (proof size = 8.1 kB off-chain), which costs = 38 k gas to verify.
* An embedding-cosine SNARK F;. (proof size ~ 200 B), which costs ~ 25 k gas to verify.

Taken together, the two new verifications add roughly 63 k gas, under 3.2% of a 2 M-gas block,
on top of the original = 61k, keeping total overhead below 5% of block capacity. See Table 5.6 for
a full breakdown.

Remark 4: Although we have extended the original Z-bundle, the underlying DAG ledger and its
consensus rules (Sec. II-B) remain unchanged. Likewise, the challenge mechanism of Sec. II-C
applies verbatim to each extended bundle: any node may still issue and resolve challenges against

Z;.’e’“ under the same stake-based rules.
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5.3 EDSC Mechanism of ZK-HybridFL

Our proposed ZK-HybridFL system employs Event-Driven Smart Contracts (EDSCs) to automate
predefined actions in response to specific network events. By routing every off-chain emission
through a single EventAdmission contract (backed by the OracleRegistry), we avoid constant
polling and heavyweight sidechain consensus, while ensuring that only vetted, canonical events can
trigger on-chain logic. Sec. IV.A details the main EDSCs used in ZK-HybridFL, and Sec. 5.3.2
describes the Oracle Committee’s verification and event-publication process.

In ZK-HybridFL, all EDSCs are deployed on a dedicated sidechain that isolates contract execution
from the main ledger. This design boosts throughput and scalability by handling high-frequency
interactions off-chain, without burdening the primary network. Sec. 5.3.2 presents the sidechain

architecture and its integration within the broader protocol.

5.3.1 Smart Contracts in ZK-HybridFL

Each node j in the ZK-HybridFL process deploys five EDSCs {Sf. 2=1 on the sidechain, which
are independently triggered by validated events by the oracle. Next we delineate the function and

process of each of these five EDSCs.

Validation Smart Contract SJI.

S jl validates the ZK bundles of the blocks in Z)]T (7). It subscribes to the EventApproved log emit-
ted by the EventAdmission contract (cf. Section 5.3.2), which the Oracle Committee emits once it
has vetted node j’s DAG-published bundle Z ; For each block DJT., (') e Z)jT (1), S Jl retrieves from the
side-chain the commitments C ’Jf,’mOdel, C tJf,’teSt, and the global verification key VK. It then fetches Hj.', ,
yj’,' , and L;’, from the bundle Z;, on the DAG, invokes Verify (VK, H;f,, Ct]f,’m(’del, C’]f,’te“, y]f, , L;.',),
and retains the block only if the call returns 1. After processing all candidates, S‘} ranks the verified
blocks by their loss values Ltj/l and selects the top Ky with the lowest loss to form Z)J‘./(t). This

finalizes the contract’s state, enabling node j to adopt these blocks as parents in the next stage of
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ZXK-HybridFL.

Submission Smart Contract S?

S? facilitates the submission of node j’s new block D () to the DAG and updates the AW of
existing blocks. It subscribes to the EventApproved log emitted by the EventAdmission contract
(cf. Section 5.3.2), which is triggered once the Oracle Committee has vetted and approved the
validated set Z)]‘./(t). The event communicates that node j has determined the parent blocks from
Z);./(t) for its new block D (t); it includes necessary information on these parent blocks alongside
the model update W; and corresponding ZKP Z;. contained in D;(¢). It then updates the AW
values associated with the vertices corresponding to these blocks within Z)]‘./(t) on the DAG and
their ancestors, acknowledging their role as parents of the new block. Following this update, S?
labels D (t) as a new tip of the DAG (denoted DJT.(I)), while altering the status of each parent block
DJT, (') € Z)}/(t) from tip to unconfirmed (denoted D;’, (')). If the updated AW of any block exceeds
a predetermined threshold, S? marks such blocks as confirmed. In its final step, S? transitions its
state to complete by embedding DJT.(t) into the DAG as a new vertex. This vertex is connected via
directed edges to the vertices corresponding to the parent blocks in Z);./(t), effectively updating the

DAG structure to reflect the addition of node j’s block and the revised parent relationships.

Challenge Smart Contract S;

S; manages the dispute mechanism for potentially invalid blocks within the ZK-HybridFL
framework. It subscribes to the EventApproved log emitted by the EventAdmission contract
(cf. Section 5.3.2), which the Oracle Committee emits once it has vetted node j’s off-chain GRA
detection of a suspicious block D /(¢"). Upon triggering, S;f receives the GRA detection results as
inputs comprising the identifiers of the suspicious blocks {D ;/(t')}, the identity of the node j” that
created them, relevant ZKPs or metadata supporting the suspicion, and a fraction of node j’s tokens

staked as collateral.

Following receipt of these inputs, S; notifies trusted oracles of the questionable blocks by
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emitting an event containing details of the suspicious blocks, GRA findings, and supporting evidence.
Simultaneously, the contract holds the staked tokens in escrow. This notification prompts the oracles
to validate the challenge: they assess the evidence to determine the validity of the suspicious blocks.
The output of S; thus involves alerting the oracles and securely holding the stake while awaiting their
consensus. Depending on the oracles’ decision, S; then updates its state accordingly. If the oracles
confirm that the challenged blocks are invalid, S; marks these blocks as revoked within the DAG
ledger, ensuring the integrity of the ledger by potentially reconnecting or adjusting references as
needed, and releases the staked tokens back to node j. Conversely, if the oracles find the challenge
unfounded, S; imposes a penalty by slashing the staked tokens, reducing node j’s future influence,
and maintains the status of the challenged blocks. This final state transition solidifies the resolution

of the dispute, either by cleansing the DAG of invalid blocks or by penalizing incorrect challenges.

Model Aggregator Smart Contract S?

S? is assigned to compute the global model W ]’ for node j. It subscribes to the EventApproved
log emitted by the EventAdmission contract (cf. Section 5.3.2), which the Oracle Committee emits
once node j has signaled availability for epoch ¢ + 1 and the dispute resolution in Sj? has concluded.
This event carries the latest AW of DAG blocks along with their updated validity status. Upon
receiving that log, S;? determines the set th of all nodes j” that produced at least one new confirmed
block in epoch ¢. For each j’, it identifies the most recent epoch tj., such that D;’,’ became confirmed
in epoch 7, and retrieves the corresponding model update th{ ". The contract then computes the

global model via weighted aggregation:

a)j/

=~ t*,
Wj = Wj{, (5.1

jeqt Zkejj’ Wi
J

ensuring that only the latest confirmed update from each node contributes and that weights are
normalized over Jj’ . Once aggregation completes, S? transitions to the complete state and returns

W ; to node j, enabling it to commence the next training epoch.
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Reward distribution Smart Contract Sf.

S; is allocated for dispensing rewards to trainer node j upon successful submission of its
contributed block D]T.(t). It subscribes to the EventApproved log emitted by the EventAdmission
contract (cf. Section 5.3.2), which the Oracle Committee emits once the submission process in
S? has concluded. This event provides information regarding the contributed block D]T(t), its
corresponding model W;., and the verification details confirming successful integration into the
DAG. Specifically, once triggered, Si-. verifies the final status of block D]T.(t) and the correctness of
WS., as endorsed by the oracle. It then calculates the reward amount based on established criteria
such as model accuracy and the number of valid blocks that node j has successfully introduced into
the system. After finalizing the reward, S; transitions its state to complete by creating a transaction
on the sidechain to credit the trainer node j’s account with the calculated sum.

Table 5.1 summarizes the structure of the smart contracts for ZK-HybridFL where the input,

output, and state variables of these EDSCs in epoch ¢ are denoted as {/ j‘ (1), 0;‘. (1), Pj? (t)}izl.

Table 5.1: Summary of EDSCs for ZK-HybridFL.

SC | Major Defined Event Subscription Input Output State
Triggers validation of Validation results of ZKPs Transition to
S]‘. Generation of ZKP Z;. proofs Z, in blocks and performance evaluations, complete after sending
Dj., (1) forming set D‘f/(t) results to node j
Identifies and verifies Updates DAG by labeling .
. . . e . Releases contributed block
2 v v ) T
Sj. Formation of set Z)j. (1) valid blocks within Z)j. (1) block D (t) as tip D/. (1), D (1) into the DAG
on the DAG changes status of parent blocks J
Receives GRA detection results Notifies oracles of suspicious blocks Updates DAG by marking
. . and token stake : . . .
3 Detection of potentially . . . and stakes tokens in escrow; invalid blocks and slashing tokens
S . . , from node j, including . o . .
J invalid block D (") , oracles verify challenge validity if the challenge fails;
flagged blocks {D(¢')} and . . .
) and determine slashing or refund returns tokens if challenge succeeds
relevant ZKPs
X I Aggregates model updates Generates global model
5t Announcement of trainer availability W from confirmed blocks W for epoch £ + 1 Senglst global mgdel
7 for next epoch 7 + 1 / C i L ; W' to node j
D%(1') via aggregation rule J
Verifies completion and integration Determines reward amount Releases calculated ard
$5 Formation of block D7 (1) of model update D7 (r) and based on predefined criteria _ Releases calculated rewar .
J 7 7 I, . to trainer node j via blockchain transaction
model Wj. (e.g., accuracy, contribution quality)

5.3.2 Oracle-assisted Sidechain

Oracle Committee: Event-Admission Layer

ZK-HybridFL introduces a lightweight, fault-tolerant Oracle Committee that serves as an

event-admission layer between the DAG and the Event-Driven Smart Contracts (EDSCs). Rather
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than allowing nodes to invoke contracts directly, which means risking malformed or out-of-context
messages, the committee observes each raw DAG emission, applies a suite of structural and
contextual checks, and only publishes a succinct, threshold-signed EventApproved log on-chain.
By decoupling schema and consistency validation from on-chain business logic, we ensure that
EDSCs can react immediately and safely, without incurring bulky consensus or verification costs.

Membership in the Oracle Committee aligns with the same Byzantine-fault threshold as the
underlying DAG. We require M > 3f + 1 full nodes to register as oracles, where f is the maximum
number of Byzantine failures tolerated. Each candidate deposits collateral and publishes a BLS
public key in an on-chain OracleRegistry; only active, staked nodes participate in validation.
Should a member prove adversarial or offline for too many consecutive events, an EDSC-driven
slashing mechanism automatically revokes its status and redistributes its stake. This registry not
only governs entrance and exit but also encodes the threshold f + 1 necessary for event publication.

Once the committee is formed, each oracle runs an off-chain watcher that listens to the DAG
for new raw events e = {type, payload, meta}. Upon observing e, the node verifies conformity
to the expected schema, cross-references any referenced block hashes or commitments against
the DAG’s current state, checks stake requirements or performance metrics, and ensures that
Lamport timestamps advance monotonically. If all checks succeed, the node computes a BLS
partial signature o; on the hash & = H(e) and gossips (e, 0;) to its peers. This approach leverages
off-chain computation, which is two orders of magnitude faster than on-chain proof verification,
while preserving auditability.

When any oracle collects f + 1 valid partial signatures on 4, it combines them into a single BLS
threshold signature X and submits one compact transaction to the EventAdmission contract. That

transaction does nothing more than emit the standardized log

/!l EventAdmission. sol
event EventApproved(bytes32 indexed hash, bytes payload);

This Solidity snippet represents the canonical interface for approved event emission.?

2The Solidity snippets in this section serve as protocol-level specifications of contract interfaces and behaviors. In
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where hash = hand payload encodes the original event’s essential fields. By limiting on-chain
work to a single BLS-verify and log emission, we keep gas costs and block congestion to a minimum:
the entire approval process amounts to a few dozen thousand gas, reimbursed from the network’s fee
pool. Crucially, any light client or side-chain participant can independently re-compute 7 = H(e)
and run a local BLS verification against the committee’s public key to confirm both the integrity of
the event and the quorum that approved it.

Once the EventApproved log appears in the side-chain, all Event-Driven Smart Contracts that
have been coded to “subscribe” to this signature automatically wake up. In Solidity this takes the

form of a handler such as

function onEventApproved(bytes32 hash, bytes calldata payload) external {
require (msg.sender == address (EventAdmission));

// decode and enforce domain rules, e.g. stake thresholds , performance

Each contract thus carries its own domain-specific checks whether labeling a new DAG tip,
disbursing rewards, slashing misbehaving participants, or aggregating model updates confident
that malformed or replayed messages cannot slip through. The separation of concerns ensures that
off-chain vetting remains focused on message consistency, while on-chain logic governs economic
and security policies without redundant validation overhead.

To support evolving network conditions and to guard against long-term stagnation or collusion,
committee membership is fully updatable. Prospective nodes stake collateral and call join() on
the OracleRegistry, while existing members can be slashed via dedicated dispute contracts for
misbehavior or liveness failures. When a membership rotation is desired, a new registry is deployed,
and during a hand-off period both old and new sets co-sign events for k epochs, ensuring no gap in

approval coverage. By encoding the registry’s address in each EDSC (via an updatable pointer),

our simulation setup, these contracts are implemented as WebAssembly modules using Substrate’s ink! smart contract
framework. The logic, event signatures, and access controls are preserved identically.
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committees can be refreshed without redeploying business-logic contracts, preserving continuity
and decentralization over the network’s lifetime.

On commodity hardware the only on-chain work performed by the EventAdmission contract
is a single BLS verification and log emission. Empirical micro-benchmarks show that aggregating
and verifying a threshold BLS signature for f + 1 parties requires approximately 1.4 ms of CPU
time, while publishing the transaction consumes roughly 35 k gas and carries a payload under 512
bytes. Even in a worst-case training scenario with 32 approved events per epoch, total off-chain
CPU overhead remains below 0.1 s and network bandwidth under 35 kB, and the on-chain gas cost

accounts for less than 1% of a 2 M-gas block.

Table 5.2: Oracle Committee micro-benchmarks (per approved event).

Operation Latency Gas / Data
Threshold BLS verify (f+1) 1.4 ms 96 B signature
publishApprovedEvent TX - 35 k gas, 512 B payload

That said, the Oracle Committee functions purely as a Consistency Gate, isolating structural
and contextual checks from the contracts themselves. By emitting a single, threshold-signed
EventApproved log, it guarantees that downstream EDSCs only ever process canonical, well-
formed events. All substantive business logic including tip selection, reward distribution, slashing,
model aggregation, remains inside the smart contracts, which trust but verify the committee’s work.
This design preserves the DAG’s security assumptions, enables seamless committee rotation, and

minimizes both on-chain and off-chain overhead.

Sidechain

The ZK-HybridFL sidechain serves as a specialized ledger for storing and executing EDSCs,
ensuring that high-frequency interactions do not overload the DAG. Its block structure is designed
to encapsulate the data elements essential for the protocol’s operation and network logistics. In
the initial blocks, the sidechain records identifiers for the members of the Oracle Committee (as

registered in the OracleRegistry), along with stake-related metadata determining each node’s
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weight w;. During the network’s one-time deployment phase, EDSCs are deployed on the sidechain.
Once live, subsequent sidechain blocks record only approved events, i.e., the ‘EventApproved‘ logs
emitted by the EventAdmission contract pinning the universal SNARK keys pk, vk and capturing
dynamic data such as KZG commitments C tJTmOdel, C t]?teSt, reward distributions for successful model
submissions, and updates to participants’ staked tokens.

Unlike conventional blockchains that run full consensus (e.g. PoOW) on every block, the ZK-
HybridFL sidechain leverages its event-driven architecture in lieu of a separate consensus protocol.
Whenever ‘EventAdmission‘ emits an ‘EventApproved log, the sidechain simply attaches the
corresponding block with the timestamp of that transaction; blocks are ordered by their inclusion
time rather than by a consensus-based proposal process. This built-in ordering mechanism eliminates
the need for additional consensus overhead, simplifying transaction validation and ordering on the
sidechain.

Relying on physical clocks across a decentralized network introduces challenges like clock drift
and latency [204]. To avoid these, ZK-HybridFL uses Lamport logical clocks [205], carried in each
approved event’s metadata. Oracle Committee members increment local counters and propagate
logical timestamps alongside ‘EventApproved‘ logs, yielding a consistent causal ordering without a
trusted time authority. This ensures conflict-free execution of EDSCs and state reconciliation across
all nodes without traditional consensus protocols. For further details on Lamport-clock ordering in

decentralized systems, see [206].

5.3.3 Adaptations for Extended ZKP

In this subsection we describe the minimal extensions to our side-chain, Oracle Committee
workflow, and smart contract logic required to support the two new proofs (Z; and F}) in the extended
ZKP. We first explain how the committee computes and publishes the per-epoch thresholds [L;, B;]
and Tyax, then detail the single contract update needed to consume them, and finally summarize the

unchanged components.
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Threshold Computation and Dissemination

At the close of epoch ¢ — 1, each Oracle Committee member gathers the public inputs from
all confirmed bundles in the submitted blocks on DAG, specifically, the {,-norms ||AWkt‘l || and
cosine-similarity scores on the fixed probe set. By taking the median of the norms and scaling it via

committee-chosen factors r and p, they fix

B, =r- median{||AWkt'1||}, Li=pB;, O<p<lx<r.

Concurrently, the 95th percentile of the published similarity scores s ]E_l = COS(ZOld, Znew) on D probe

(a small public probe set of, e.g., 300-500 samples that could be periodically re-sampled every
several epochs by the committee) is chosen as 7iax. Because Dpope is fixed and public, these
embeddings cannot be tailored by clients, ensuring 7.« reflects genuine semantic shifts.

Finally, the committee emits threshold-signed events NormThresholdsPublished(epoch,t,L_t,B_t)
and CosineThresholdsPublished (epoch,t, _max ) via the existing EventAdmission contract. All
side-chain validators and Event-Driven Smart Contracts subscribe to these EventApproved logs and

cache [L;, By, Tmax] for use in subsequent proof verifications.

Extension of the Validation Contract Sjl.

The only smart contract that requires modification to accommodate the extended Z-bundle
is the per-node validation contract § Jl As before, Sjl. subscribes to the EventApproved logs
emitted by EventAdmission, but it now must also listen for the two threshold-publication events
(NormThresholdsPublished and CosineThresholdsPublished) at the start of each epoch. Upon
seeing those events, S}. caches the new values of L;, B;, and Ty 1n its local state, making them
available to all subsequent verification calls in epoch 7.

When a candidate bundle Z;.’,e’“ = (I, Z,T,...) arrives, S} now executes its validation logic in

three successive checks, all within the same transaction and using only on-chain precompiles:

1. A Groth16 verification of IT against the committed model and test commitments C;.’,mOdel and
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£,test . . .
CJ.’, . ensuring correct inference and loss computation.

2. A Bulletproof verification of X, using C;.’,mOdel

to guarantee that the weight update’s £>-norm lies

in [Lt’ Bt]

3. ASNARK verification of I", using the public probe commitment Cpope to enforce cos(Zold, Znew) <

Tmax-

If—and only if—all three checks succeed, Sjl. emits the usual ProofOK event and marks the
block as valid; any failure causes an immediate reject. Because thresholds are advanced by the
oracle-signed events and stored in contract state, no additional transactions or on-chain parameters
are required.

After collecting the ProofOK events for all tips DJT., (1) received in epoch ¢, S} retrieves their
associated loss values L;.,, ranks the valid blocks in ascending order of £, and selects the top Ky
lowest-loss blocks to form Z)]‘./(t). The parameter Ky is a protocol-level constant that determines
how many parent contributions each node adopts. Once Z)_}/(t) is finalized, node j proceeds to the
submission stage with those selected parents.

All other EDSCs (S? through S? ) and the EventAdmission/Oracle workflow remain unchanged.

5.4 The ZK-HybridFL Procedure and Analysis

5.4.1 Workflow of ZK-HybridFL

This subsection outlines the workflow of ZK-HybridFL from the viewpoint of node j at epoch z.
It describes how node j performs local training, commits its state, generates proofs, submits blocks,
and participates in the on-chain verification, challenge, and aggregation stages.® These four stages

repeat until the model converges.

3AIl on-chain triggers in Stages 2—4 result from threshold-signed EventApproved logs emitted by the
EventAdmission contract. These logs are produced only after off-chain validation by the Oracle Committee
(see Sec. 5.3.2). References to “approved events” in this workflow refer to those logs.
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Stage 1: Training and Proof Certification

a. Local training. Node j downloads the latest global model W Jt._l from the side-chain and runs
R SGD iterations on its private training batch Z);.’"ai“ (mini-batch size B), yielding updated

weights W;

b. Commit. It posts two KZG commitments
Mot = Commit(W), €' = Commit(D')

to the side-chain, together with a Lamport timestamp.

c. Proof generation (off-chain). Using the universal proving key pK, node j evaluates the

inference circuit on its private witness (W; D;.’teSt) and produces the non-interactive Groth16
proof I1/ . It then assembles the proof bundle Z/ = (Hi., Y/, L, Ctjfm(’del, CtjrteSt) and buffers

it locally until submission.
d. Block construction. Once II} is ready, node j forms the block D, (1) = [W/, zt] for
insertion into the DAG.
Stage 2: Block Submission

a. Fetch tips. Node j reads the latest approved events to reconstruct the current tip set Z)Jr(t),
and pulls each tip’s commitments C;:mOdel, CtJf,’teSt and the global verification key VK from the

side-chain.

b. Verification. Node j invokes the Validation Contract S Jl., which for each candidate block

performs

: t t’ ,model ' test t t
Verify (vk, IT},, ;" C'%, ), L))

and returns the top-Ky verified parents Z)J‘./(t).
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c. Publish block. With Z)J‘./(t) confirmed, node j calls S?, which (i) records the chosen parents,
(ii) embeds D ;(¢) into the DAG, and (iii) marks it as a new tip.
Stage 3: Consensus-Driven Confirmation & Challenge

a. Node j syncs with the sidechain, incorporating new blocks D j(t) whose approved events

have appeared on-chain.

b. Upon synchronization, S? advances to its second phase: it updates block statuses and records

which blocks transition from unconfirmed to confirmed in epoch .
c. Node j executes the GRA on the DAG.

d. Based on the GRA output, node j may trigger the Challenge Contract S; to dispute the validity

of certain blocks.
e. If triggered, S; stakes tokens from node j and notifies the oracles to adjudicate the dispute.

f. Depending on the oracles’ consensus (cf. Sec. 5.2.3), either the DAG is updated or node j’s

stake is slashed.

Stage 4: Global Model Aggregation

a. Node j calls the Aggregation Contract S‘} with the list of confirmed blocks from epoch 7.

b. Sj? retrieves the corresponding models from the DAG and computes the new global model

W §, storing it on the side-chain.

c. Finally, node j invokes the Reward Contract S ;, which disburses tokens to node j based on its

contributed loss L; (cf. Sec. 5.3.1).

At this point, node j holds the updated global model W ]’ and begins the next epoch’s local

training, returning to Stage 1.
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Remark 5: The four-stage protocol described in Sec. 5.4.1 remains intact; we simply augment
Stages 1 and 2 to consume the committee-published scalars [L;, B;] and Tpax. At the boundary
between epochs  — 1 and ¢, each node j retrieves the signed events NormThresholdsPublished
and CosineThresholdsPublished (Sec. 5.3.3) and caches the new bounds before beginning
Stage 1. After local training and KZG commitments, Stage 1 proof generation now emits three
non-interactive proofs H;. (Groth16 for correct inference and loss), Z;. (Bulletproof enforcing
L; < ||AWJ’- Il < B;), and F} (Groth16 sub-proof enforcing cos(zold, Znew) < Tmax On the fixed probe
set), which are concatenated into the extended bundle Z;.’e’“. Stage 2’s Validation Contract Sjl. then
runs the three-step verification (Groth16 I1, Bulletproof X, cosine I') as in Sec. 5.3.3 and returns the
top-Ky parents exactly as before. Stages 3 and 4 continue to react only to the usual ProofOK events
and require no modifications.

Remark 6: In ZK-HybridFL, the network can be effectively divided into two types of nodes—full
nodes and light nodes based on their resource capabilities. This division is motivated by the need to
accommodate diverse participant environments, optimize system performance, and ensure scalability.
Full nodes, with ample computational power and storage, maintain the complete global DAG ledger,
comprehensive sidechains, and carry out resource-intensive tasks, including oracle functions. These
nodes handle heavy operations such as ledger maintenance, smart contract execution, and dynamic
event validation, which are crucial for the integrity and reliability of the overall system.

In contrast, light nodes operate with lighter versions of the DAG and sidechain, focusing
on essential local training and basic participation in the FL process. By delegating complex,
resource-heavy tasks to full nodes, light nodes can efficiently contribute to model updates and
generate proofs without the burden of maintaining an entire global state. This stratification not
only leverages the strengths of more capable participants but also enables a wide range of devices
with limited resources to join the network. The oracle functionality, consistent across both node
types, serves as a trusted intermediary, validating events and bridging interactions between light
and full nodes. Fig. 5.2 illustrates the architectural division between full nodes and light nodes in

ZK-HybridFL. Also, the overall interaction between the trainers, the oracle committee, the sidechain
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smart contracts, and the DAG ledger is illustrated in Fig. 5.3, including both the main training and

challenge phases.

- E:?- LN ¥ by . — ¢l )—
(a) Full Node (b) Light Node

Figure 5.2: Full nodes (FNs) maintain a complete DAG (FN_DAG) and sidechain (FN_SC) while
handling oracle functions. In contrast, light nodes (LNs) use a trimmed DAG (LN_DAG) and
lightweight sidechain (LN_SC), with LN_M serving as LN’s core controlling module.

5.4.2 Comparison with ChainFLL

Having outlined the workflow of ZK-HybridFL, we now direct our analysis toward ChainFL.
While Blade-FL. employs blockchain to decentralize FL, ChainFL enhances this approach by
integrating a DAG with a sharded architecture. This refined design not only addresses the scalability
challenges inherent to blockchain-based systems but also provides a more efficient decentralized
framework, making ChainFL the appropriate benchmark for our evaluation. Both ZK-HybridFL and
ChainFL share similar guiding objectives: they eliminate the reliance on a central server, adopt
DAG-based structures to mitigate the linear block-generation bottlenecks of traditional blockchain
ledgers. These broad convergence reflect a shared desire to accommodate large-scale FL. among
edge or IoT devices, and deliver better security in adversarial or untrusted settings.

In this section, we analyze both schemes from two perspectives; first, the learning perspective,
focusing on model validation strategies, resilience against adversarial updates, and overall learning
efficiency; and the distributed ledger perspective, focusing on consensus mechanisms, block selection
strategies, and scalability. To ground our comparison, we first define two problematic node behaviors:
adversarial nodes and lazy nodes. Adversarial nodes inject subtle noise or degraded parameters into

their local model updates, ensuring they can pass superficial validation, i.e., in case of using a public
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dataset the model performs well on the public dataset, but gradually corrupt the global model.
Our threat model follows the “utility-preserving” model-poisoning adversary of [207]—[209].

Concretely, let (W, D ;) denote the classification accuracy of model W on the public validation set

D pup. We call node i adversarial at round 7 if its local update Wf simultaneously (1) attains nearly

the same public-set accuracy as an honest update, i.e. (W', D pyp) > (Wi

sy Ppub) — € for a small

slack £ (we use € = 0.01), and (ii) is chosen to pull the federated average Wi =3 jWj W; as far
as possible (in £>-norm) from the honest-only average W! 2w W i.e. to maximize

honest — Jj.honest’

the “drift” ||W’ — meestllz. Such updates “look good” on D, but still cumulatively degrade the
global model. a behavior quantified in Sec. 5.5.4.

Lazy nodes reduce computational effort by skipping training in some epochs and resubmitting
previous updates, slowing convergence and polluting aggregation. Inadequate validation allows
these behaviors to persist undetected, undermining the integrity and efficiency of the entire FL.
process.

The threat analysis in this section is intentionally framed for the baseline ZK-HybridFL pipeline
described, that is, the version employing the core Groth16 proof bundle without the additional
norm-range Bulletproof and embedding-cosine SNARK. This is the variant we compare against
Blade-FL and ChainFL in the main body of the chapter, since those schemes offer no counterpart to
the extended checks. The extended-ZKP variant, which augments every block with two additional

proofs, is analyzed in detail in Supplementary C, including attacks it prevents and formal proofs of

its security benefits.

Learning Perspective

From the learning standpoint, a fundamental difference arises in how ChainFL and ZK-HybridFLL
validate model updates and aggregate them into a global model. ChainFL partitions nodes into
shards, each governed by a SLN that uses Raft consensus to synchronize local training. Once the
shard’s local model is aggregated, the SLN periodically attaches this model to a mainchain. When

a shard needs to integrate models from others, it selects updates from the DAG’s tip set on the
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mainchain, relying on a public reference dataset to assess accuracy or loss. While this approach
eliminates the single global aggregator, it has major problems.

First, when a public dataset is used for validating models this approach creates vulnerabilities
when lazy nodes are present. A lazy node that resubmits unchanged parameters from a previous
epoch may still meet the subchain’s performance threshold if its model had acceptable accuracy
on the public dataset. Over time, this degrades the effectiveness of the FL process by slowing
convergence and increasing redundancy in the model aggregation step.

Second, due to the fact that ChainFL uses the tip models for aggregation as introduced in
Sec. 5.2.3, a malicious node can exploit this by performing an orphanage attack. Using the tip
models for global aggregation means nodes are obtaining the global models that network has not
reached consensus on its validity. Thus, in an orphanage attack, the attacker node deliberately
chooses some of their own previously submitted blocks as parents for new blocks, affecting how the
new global model is constructed, as this new global model becomes an amalgamation of both valid
models and compromised models. Then, the local updated model, trained on this amalgamated
global model, may still pass validation checks using a public dataset; however, its degraded quality
will gradually undermine the overall integrity and performance of the network. Over time, this cycle
prevents the network from converging toward a high-quality model and may cause it to settle at a
low-performance, locally optimal state from which it cannot recover (see Sec. V-C-1).

By contrast, ZK-HybridFL removes any reliance on a public reference dataset by enforcing an
inference—validation pipeline built on KZG commitments and non-interactive SNARKSs. Rather
than aggregating every tip that happens to be visible, the protocol only ever considers confirmed
blocks whose proofs have passed on-chain verification. In each epoch ¢, trainer j first publishes
the KZG commitments CtJimOdel = Commit(W?) and C’JZ““‘St = Commit(D;.’teSt), irrevocably binding
its flattened weight vector W; and private test batch D;.’teSt. It then generates a Groth16 proof H;.
attesting that the committed model achieves the stated loss on the committed data. Only after that
proof is verified on-chain and the block’s aggregated weight exceeds the network threshold does the

update influence the global model.
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Lazy-node defence. If a trainer attempts to re-submit its previous weights W; in epoch 7 + 1,
the new commitment Ct] Fl.model i1 be bit-for-bit identical to CtJZmOdel. The validation contract S]'.
detects the duplicate and discards the block before it can be ranked, so stale updates never propagate.

Adversarial accuracy spoofing. Two natural attack vectors are neutralized. First, if an attacker
proves with a degraded model W, the resulting high loss is visible in the proof bundle and the block
is filtered out during parent selection. Second, if an attacker runs inference with honest weights

W but publishes a commitment = Commit(W), the KZG opening contained in the proof

t,model
CJ'
cannot match that commitment. On-chain verification therefore fails and the block is rejected.
Because invalidated blocks carry no aggregated weight, only fresh, correctly computed updates ever

enter the global aggregation. This enforcements provides significantly stronger robustness than

ChainFL, as we empirically demonstrate in Sec. V-C-1.

Distributed Ledger Perspective

The ledger architecture and consensus mechanism are critical to system performance in terms
of latency, scalability, and throughput. In ChainFL, the use of Raft-based subchains centralizes
coordination in SLNs, which manage local shard operations and require explicit cross-shard
synchronization. This centralization introduces several drawbacks. If an SLN becomes adversarial
or is overwhelmed, its corresponding shard suffers from degraded performance, which in turn
creates a bottleneck for the entire network. Such centralization not only poses security risks—since
a malicious SLN can manipulate or delay the aggregation and propagation of updates—but also
increases latency because the coordinated, synchronous agreement required by Raft consensus limits
throughput and scalability.

In contrast, ZK-HybridFL is designed from the ground up to combine DAG-based concurrency
with cryptographic verification, sidechain-based event logic, and oracle-assisted validation. This
holistic co-design offers several advantages over ChainFL. First, by offloading resource-intensive
tasks such as ZKP verification to dedicated sidechains governed by event-driven smart contracts,

ZK-HybridFL executes its consensus effectively. Second, the decentralized validation distributed
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Aspect | ChainFL ZK-HybridFL
Learning Perspective

Validation & . ] )
Aggregation . P}lbhc dataset . e ZKPs ' i

» Tip-based selection » Aggregation from confirmed models
Handling Lazy Nodes . . .

¢ Unchanged model can pass if accuracy remains accept- | * Committed KZG checks prevent replay

able

Handling Adversarial . . . . L
Updates « Subtle noise can slip through * Inference-model mismatch triggers rejection

* Orphanage attacks exploit tip models

 Insufficient AW halts malicious updates

Distributed Ledger Perspective

Consensus Design

¢ Raft-based subchains with leader nodes
¢ Requires cross-shard sync

* DAG with sidechain event logic
* Oracles and EDSCs

Scalability &
Performance

¢ SLN is a bottleneck
* Centralized coordination increases latency

* Decentralized validation
* Lower latency, higher throughput

among multiple oracles and smart contracts avoids the large-scale coordination lags inherent to a
multi-layer, leader-based mechanism, thereby keeping the DAG agile and uncluttered. Then this
architecture not only reduces latency and improves throughput but also scales more efficiently with
network size. Each contract is triggered only under specific circumstances, diminishing reliance on
any single trusted node. Overall, ZK-HybridFL’s distributed ledger design delivers a more granular
security model and higher performance, establishing clear advantages over the SLN-dependent,
Raft-based approach of ChainFL. We will demonstrate the superior performance of ZK-HybridFL

over ChainFL in the context of distributed ledger through simulations provided in the supplementary

material.

Table 5.3 summarizes the analysis between ZK-HybridFL and ChainFL from learning and

Table 5.3: Comparison of ChainFL and ZK-HybridFL.

distributed ledger perspectives.

5.5 Simulation Results

In this section we first describe the simulation setup and then present our experimental results,

comparing our proposed ZK—HybridFL approach with Blade—FL and ChainFL.
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5.5.1 Simulation Setup

To simulate Blade-FL and ChainFL, we used their implementations from the respective GitHub
repositories [210] and [211], making necessary modifications to suit our simulation requirements.
For our proposed scheme the FL process is built using TensorFlow Federated (TFF) [212] to simulate
local model training across distributed nodes. Training with a mini-batche of size B consist of R
GSD iterations per FL epoch. This setup simulates varying computational loads on each node.

For decentralized coordination, the blockchain architecture integrates a DAG ledger, simu-
lated using the GoShimmer [112] framework, to manage parallelized model update submissions.
Additionally, a Substrate-based [163] sidechain is employed to handle the core smart contracts
responsible for verifying ZKPs, aggregating models, resolving challenges, and distributing rewards.
The use of WebAssembly (Wasm)-based [213] smart contracts ensures efficient and low-overhead
execution of decentralized logic, including ZKP verification and global model aggregation. The
integration between the DAG and the Substrate blockchain is achieved via gRPC [214], facilitating
fast and secure communication, with Apache Katka [215] serving as a message broker to manage
event-driven architecture. ZKPs are generated using EZKL [216], and zkML [217] proof systems.

We denote n as the total number of nodes, y as the percentage of lazy nodes, and u as the
percentage of adversarial nodes. The numbers of lazy and adversarial nodes are then [ny] and [nu],
respectively, where [-] is the rounding operation. Lazy nodes in all three schemes are participants
that avoid fresh local training and instead resubmit a model update from a previous epoch or multiple
past epochs. On the other hand, adversarial nodes are modeled as follows. In Blade-FL, adversarial
nodes collectively control 51% of the PoW computation, thereby dominating block creation and
ensuring that their noisy updates are predominantly used in the next global model aggregation. It is
important to note that this 51% refers to the total hashing power controlled by the adversarial nodes.
For example, if u is set to 20%, then although only 20% of the nodes behave adversarially, they
command 51% of the network’s total PoW hashing power, allowing them to exert influence on the
system. It is important to note that a smaller ¢ means fewer but more powerful adversarial nodes,

while a larger u distributes the 51% PoW among more adversarial nodes, increasing the diversity
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and number of attacks manifested in noisy models. A lower u allows honest nodes to retain some
influence, whereas a higher u accelerates model degradation.

In contrast, in both ChainFL and ZK-HybridFL, adversarial nodes implement a dual attack
strategy: (1) they add noise to their locally trained update and (ii) they perform an orphanage attack
by deliberately selecting their own (or colluding) previously submitted blocks as parent blocks when
appending a new block to the DAG ledger. This results in a higher aggregation weight for adversarial
blocks, thereby amplifying their influence on the formation of the subsequent global model.

Other system parameters are as follows: mini-batch size B = 50, number of local GSD iterations
R =5 with learning rate n = 0.01, and number of the selected parents K, = 4 for each submitted
block in ZK-HybridFL.

Moreover, to emulate real-world network conditions, the simulation includes nodes with varying
bandwidths (ranging from 10 Mbps to 50 Mbps) and latencies (ranging from 50 ms to 200 ms).
These parameters are intrinsic inputs required by the simulator. We set these values to realistic

ranges to reflect heterogeneity in actual networks.

5.5.2 Learning Tasks
Task 1: Image Classification

Task 1 focuses on classifying handwritten digits from the MNIST dataset, which comprises
70, 000 grayscale images of size 28 X 28, distributed across ten classes (digits 079). A lightweight
convolutional neural network (CNN) based on MobileNetV?2 [218] is employed for this task. The
evaluation metric is classification accuracy, i.e., the proportion of correct classifications over all test
samples.

For Task 1, we reserve 10,000 images as a public dataset used solely by Blade—FL and ChainFL
to validate updates. The remaining 60,000 images are evenly distributed among the n nodes, and
each node partitions its assigned images into 80% for local training and 20% for local testing. By
contrast, in ZK—HybridFL, there is no public dataset for validation; instead, all 70,000 images

are evenly split among the n nodes, each node again applying an 80%-to-20% split between local
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training and local testing, and designating 20% of its local test set as the private inference batch for
generating zero—knowledge proofs.

Throughout the experiments, when we report testing accuracy, we refer to performance evaluated
on each scheme’s local test sets (aggregated network-wide). In Blade—FL and ChainFL, the public
dataset does not serve for final accuracy metrics but purely for validating updates; similarly in
ZK-HybridFL, nodes rely on their private inference batches for zero—knowledge proof generation

only rather than for final accuracy evaluation.

Task 2: Text Sentiment Analysis

Task 2 involves predicting the next word in a sequence using a gated recurrent unit (GRU)-based
model trained on the Penn Treebank dataset that comprises 345,526 tokens. The dataset contains
diverse text sequences that capture linguistic dependencies, making it ideal for language modeling
tasks. The output is a probability distribution over the vocabulary for the next word.

The model’s performance is evaluated using perplexity, which measures its ability to predict the
correct next word. Perplexity is computed as e N I log(py;) | where p y; 18 the predicted probability
of the true next word y; at position 7, and N is the total number of predictions. Lower perplexity
indicates better predictions, as the model assigns higher probabilities to the correct next words.

For Task 2, we similarly set aside 45,526 tokens as the public dataset for Blade—FL and ChainFL,
distributing the remaining 300,000 tokens evenly among the n nodes. Each node uses 80% of its
tokens for local training and 20% for local testing, and in ZK—HybridFL, 20% of that local test set

is marked as a private inference batch.
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5.5.3 Results and Analysis
Learning Perspectives
FL training convergence

Fig. 5.4 presents the training loss curves for three schemes: Blade-FL, ChainFL, and our
proposed ZK-HybridFL, in a network consisting of n = 15 nodes. In this simulation, 20% of the
nodes behave adversarially, while 10% are lazy. Blade-FL demonstrates moderate performance
during the initial epochs; however, it ultimately fails to converge. This shortcoming is primarily
due to the adversaries, which eventually control approximately 51% of its POW consensus. With
this majority, adversarial nodes can dictate the block creation process, thereby contaminating the
global model aggregated at each epoch. Consequently, the model quality degrades over time, and
convergence to a low-loss, high-performance model is hindered.

ChainFL exhibits improved convergence compared to Blade-FL owing to its DAG-based archi-
tecture and sharded design. Nonetheless, its performance remains inferior to that of ZK-HybridFL.
As detailed in Sec. 5.4.2, ChainFL’s reliance on a public reference dataset for validation leaves it
vulnerable to lazy nodes that merely resubmit previous updates without proper retraining. Addition-
ally, adversarial nodes in ChainFL can exploit the tip-based model aggregation by manipulating the
selection of blocks, thereby injecting subtle corruptions into the global model resulting in system
being unable to converge to lower loss values.

In contrast, ZK-HybridFL benefits from an inference-validation pipeline that leveraging ZKPs.
These mechanisms ensure that only genuine and updated models contribute to the global aggregation
process. Even in the presence of lazy nodes and adversaries, our scheme systematically filters out
invalid or stale updates. This is reflected in the steady reduction of the training loss over successive

epochs, indicating continuous model improvement and robust convergence behavior.
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Invalid model detection

To gain further insights into the robustness of each scheme, Fig. 5.5 plots the number of detected
invalid models corresponding to the results shown in Figs. 5.4. We define a model as detected invalid
if it fails to meet the selection criteria for inclusion in the global aggregation process. Specifically, in
Blade—FL, an update is invalid if, after being broadcast with its digital signature, it is not ultimately
included in any newly mined block. In ChainFL, an update is invalid if it is not selected as a
parent block on the DAG within a predetermined staleness time since it will be ineligible for parent
selection in all subsequent epochs. Lastly, in ZK-HybridFL a model is invalid if it is revoked through
the challenge mechanism.

Fig. 5.5 includes a reference horizontal line representing an ideal system that detects all invalid
models. As expected, Blade-FL shows the poorest performance in invalid model detection, with a
high number of undetected or late-detected invalid updates. ChainFL performs better than Blade-FL;
however, its detection capability is still significantly lower compared to ZK-HybridFL.

Notably, our ZK-HybridFL scheme initially detects fewer invalid models than the other two
approaches. This is because our invalidation process requires the network to reach consensus
through a challenge mechanism before a model can be revoked. Consequently, while an invalid
model might be added in one epoch, it may only be formally invalidated several epochs later. Despite
this delayed detection, as training progresses, ZK-HybridFL effectively “catches up” in its detection
performance. The gradual but consistent removal of invalid models contributes directly to the
superior convergence behavior observed in Fig. 5.4.

The results in Fig. 5.4 and Fig. 5.5 corroborate our theoretical analysis in Sec. 5.4.2: by ensuring
that only valid, high-quality model updates influence the global model, ZK-HybridFL not only

accelerates convergence but also maintains model integrity in adversarial and lazy environments.

Model performance vs number of nodes

Fig. 5.6 presents the testing accuracy versus the number of nodes for the three schemes with

the adversarial and lazy ratios fixed at u = 15% and y = 15%, respectively. For Task 1, the
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proposed ZK—HybridFL scheme demonstrates a striking improvement as the number of nodes
increases. Starting at an accuracy of 0.80 with 5 nodes, its performance climbs steeply to 0.90 at
10 nodes, 0.95 at 15 nodes, and nearly saturates at 0.98—0.99 for networks of 20 nodes and more.
This behavior confirms that the robust inference—validation pipeline anchored by ZKP enables the
scheme to effectively harness the increasing pool of valid updates from a larger network, thereby
substantially mitigating the impact of both adversarial and lazy nodes. Importantly, the success of
the ZKP mechanism is not achieved in isolation; it is realized through the architectural choices of
ZK-HybridFL. The concurrent DAG structure facilitates decentralized and efficient propagation of
updates, while the sidechain-based event-driven logic offloads the computationally intensive tasks of
generating and verifying proofs. Together, these elements create a synergistic framework in which
the ZKP-based validation can operate effectively, ensuring that only high-quality, genuinely updated
models are aggregated.

In contrast, ChainFL’s accuracy increases gradually from 0.55 with 5 nodes to 0.70 with 30 nodes.
Although the DAG-based, sharded architecture helps dilute the effect of malicious contributions,
ChainFL’s reliance on a public validation dataset still leaves it somewhat susceptible to lazy behavior.
Consequently, its performance gains with more nodes are more subdued compared to the proposed
scheme.

Blade—FL, on the other hand, suffers significantly as the network grows. Its accuracy is low
from the outset—starting at 0.45 with 5 nodes—and further deteriorates to 0.33 at 30 nodes. This
decline highlights the vulnerability of the PoW—-based consensus mechanism in Blade-FL, where
even a fixed fraction of adversaries can increasingly compromise the global model as more nodes
participate.

For Task 2, the proposed ZK—HybridFL scheme achieves the lowest perplexity, i.e., the best
performance starting at 145.73 with 5 nodes and steadily decreasing to 117.67 with 30 nodes. This
improvement reflects its superior ability to aggregate high-quality updates and filter out unreliable
contributions, ensuring better language model convergence.

In contrast, ChainFL exhibits a more moderate decline in perplexity, starting at 218.59 with
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5 nodes and improving to 167.08 at 30 nodes. While the architecture helps alleviate the effects
of adversarial updates to some extent, its reliance on a public validation dataset leaves it more
susceptible to compromised updates.

Meanwhile, Blade—FL performs the worst, showing an increasing perplexity as more nodes are
added. Beginning at 284.17 with 5 nodes, its perplexity worsens to 406.89 at 30 nodes. This upward
trend highlights the detrimental effects of the PoW—based consensus mechanism, where even a fixed
proportion of adversaries can degrade model quality more significantly as the network expands.

Thus, Fig. 5.6 reinforces the earlier analysis: while ChainFL can partially mitigate adverse
behavior, only the proposed ZK-HybridFL scheme fully leverages an increasing number of nodes
to enhance model performance. By integrating a flexible DAG structure and sidechain-assisted

validation, it ensures that only high-quality updates contribute to model aggregation.

Model performance vs percentage of adversarial nodes

Fig. 5.7 illustrates the testing accuracy for Task 1 and perplexity for Task 2 of the three schemes
as the percentage of adversarial nodes increases from 5% to 30%, with the number of nodes n = 15
and the lazy node ratio y = 15%.

For Task 1, ChainFL’'s performance degrades gradually from an accuracy of 0.70 at 5%
adversaries down to 0.50 at 30%. This steady decline reflects its vulnerability stemming from the
reliance on a public reference dataset and tip—based update selection, which makes it susceptible to
both lazy nodes resubmitting outdated models and adversarial nodes injecting subtle degradations.
Blade—FL, on the other hand, starts with a lower baseline of 0.50 at 5% adversaries and drops
significantly to 0.30 at 30%. This marked deterioration is indicative of the inherent weakness of its
PoW-based consensus mechanism, which adversaries can exploit more easily as their proportion
increases.

In contrast, the proposed ZK—HybridFL scheme exhibits remarkable resilience, achieving near
perfect accuracy of 0.99 at low adversary levels of 5% and a slight reduction to 0.88 at 30%. This

robustness can be attributed to its inference—validation pipeline based on ZKP, which ensures that
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only genuinely updated models, confirmed through cryptographic verification and consensus on
their AW, are used in the global model. Such a mechanism effectively counters both lazy behavior
and adversarial attacks, preventing the subtle propagation of corrupted updates.

For Task 2, we observe a perplexity-based trend that mirrors the accuracy degradation seen in
Task 1. The proposed ZK-HybridFL scheme maintains the lowest perplexity, starting at 117.18 at
5% adversaries and only increasing slightly to 120.92 at 30%, demonstrating its ability to consistently
aggregate high-quality model updates despite adversarial interference.

ChainFL, however, shows a worsening perplexity, increasing from 174.87 at 5% adversaries to
218.59 at 30%. This increase highlights ChainFL’s limitations in filtering out degraded updates, as
adversaries introduce inconsistencies into the language model.

Meanwhile, Blade-FL exhibits the most severe performance degradation, with perplexity
worsening from 270.64 at 5% adversaries to 378.89 at 30%. This significant rise underscores the
fundamental weakness of Blade—FL's PoW-based consensus, which fails to prevent adversarial
nodes from injecting disruptive updates, leading to degraded model convergence.

These results underscore the critical advantage of ZK—HybridFL's dual-layer validation approach
over the strategies employed by ChainFL and Blade-FL. By forgoing a public dataset for validation
and avoiding reliance on tip—based model aggregation, ZK—HybridFL. minimizes the risk of

orphanage attacks and the inadvertent inclusion of stale or malicious updates.

Model performance vs percentage of lazy nodes

Fig. 5.8 presents the testing accuracy for Task 1 and perplexity for Task 2 as the ratio of lazy
nodes increases from 5% to 30%, with n = 15 nodes and a fixed adversary ratio of u = 15%.

Lazy nodes that simply resubmit previous model updates without retraining can significantly
hinder convergence by contaminating the aggregation process with stale information. For Task 1,
ChainFL’s accuracy drops from 0.73 to 0.60 and Blade-FL’s from 0.55 to 0.42 as lazy node
proportions increase. In contrast, ZK—-HybridFL filters out stale updates, maintaining high accuracy

that only slightly decreases from 0.99 to 0.94.
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For Task 2, since ChainFL validates updates using a public reference dataset, stale submissions
by lazy nodes may still pass the performance threshold, leading to a moderate increase in perplexity
from 169.65 at 5% lazy nodes to 199.42 at 30%. Similarly, Blade—FL, already burdened by its
susceptibility to adversarial influence, suffers an even sharper degradation, as perplexity rises from
241.85 to 307.21 as the proportion of lazy nodes increases.

In contrast, the proposed ZK-HybridFL scheme demonstrates resilience against lazy nodes.
Its committed hash comparisons to detect and dismiss duplicate or outdated model submissions
help identify stale models. This sidechain mechanism ensures that only freshly updated, valid
contributions are aggregated into the global model. As a result, ZK—HybridFL maintains a low
perplexity, increasing only slightly from 117.18 to 123.55 as the lazy node ratio rises.

These results highlight the effectiveness of ZK-HybridFL’s sidechain-based validation mech-
anism, which prevents stale updates from polluting the aggregation process, ensuring that only
genuinely updated models contribute to training.

Additional simulations and discussions on the distributed ledger perspectives, specifically
analyzing the latency, throughput, and scalability of ZK-HybridFL, are provided in the supplementary

material accompanying this chapter.

Zero-Knowledge Proof Cost and Scalability

A central concern for ZK-HybridFL is the overhead of generating SNARKSs for each node’s
private validation batch. While on-chain SNARK verification is efficient, proof generation, especially
for modern neural networks, can become a practical bottleneck. To provide a detailed, quantitative
picture, we benchmarked both proof and verification on the exact models used in our experiments,
using a 16-core Intel Xeon Gold 6338 (3.0 GHz, 64 GB RAM) for CPU runs and an NVIDIA A100
80 GB for GPU-accelerated proofs. In all cases, each node constructs a proof over a local test
mini-batch of size B = 10 samples, balancing statistical rigor against proof latency.

Table 5.4 summarizes the proof-generation time, GPU speedup, and proving-key memory

footprint for each model used in our benchmarks.
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Table 5.4: Proof-generation cost per node (batch size B = 10).

Model Params (x10%) FLOPs/sample (x10%) CPU prove (s) GPU prove (s) PK size (GB)
MLP-3k 3.6 3.5 3.2 0.51 0.16
CNN-20k 19.8 68 32 4.1 4.2
MobileNetV2-0.5 1,300 3x10° 665 76 31
GRU-256 29 950 360 44 4.3

Proof-generation time and memory footprint both scale roughly linearly with the per-inference
FLOPs of the circuit. A small MLP with ~ 3.6 x 10° parameters and 3.5 x 10°> FLOPs per sample
completes proof generation in only 3.2 s on CPU and 0.51 s on GPU, requiring just 0.16 GB of RAM
for the proof key. In contrast, a GRU-256 (approximately 2.9 x 10* parameters and 9.5 x 10> FLOPs)
takes 360 s on CPU or 44 s on GPU, with a 4.3 GB proof key. The largest circuit, MobileNetV2-0.5
(approximately 1.3 x 10 parameters and 3 x 108 FLOPs), demands 665 s on CPU or 76 s on GPU,
and a 31 GB proof key. We further observed linear scaling of GPU proof time with batch size: for
the GRU-256, tprove ~ 4.4 B +0.35s on GPU for B up to 40.

SNARK verification, by contrast, incurs only trivial overheads. Verification on CPU completes
in under 0.11 s for all models; serialized proof sizes range from 17 to 118 KB, and on-chain gas
costs lie between 19 and 24 thousand units on our Substrate test network. At a typical block gas
limit of 2 x 10° units, publishing proofs for all 30 participants consumes less than 1% of block
capacity, and storage fees amount to only ~ 5 x 107> token per proof, which is negligible relative to

our reward mechanism.

Table 5.5: Proof verification overhead.

Model Verify time (s) Proof size (KB) Gas (k units)
MLP-3k 0.021 21 19
CNN-20k 0.028 17 21
MobileNetV2-0.5 0.095 118 24
GRU-256 0.108 41 23

The two extra proofs introduced in Sec. 5.2.4 add only a modest cost on top of the base Groth16
check. Table 5.6 reports generation time, proof size, and on-chain gas for (i) the Bulletproof 25. that

enforces L, <||AW||; < B, and (ii) the embedding—cosine SNARK F}. Because Bulletproof proof
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Table 5.6: Incremental proofs: generation and verification cost (same hardware as Tables 5.4-5.5).

Proof CPU prove GPU prove Proofsize Verify gas Dep.onn
£>-BP, MLP-3k 0.07 s 0.008 s 1.6 kB 38k linear
£>-BP, CNN-20k 04s 0.05s 2.3kB 38k linear
{>-BP, GRU-256 0.6s 0.08 s 2.8 kB 38k linear
¢>-BP, MobileNetV2-0.5 26s 265 8.1 kB 38k linear
Cosine-SNARK (all models) 245 0.30s 0.2 kB 25k constant

time grows linearly with the number of model parameters n (and the proof itself only O(logn)), the
worst-case MobileNetV2-0.5 update still completes in ~26 s on CPU or 2.6 s on GPU. The cosine
check is model-agnostic; its tiny circuit produces a 0.2 kB Groth16 proof in 2.4 s (CPU) or 0.30 s
(GPU). Verification costs are fixed—38 k gas for X and 25 k gas for [ —bringing the total per-update
gas from ~ 61 k to ~ 124k, i.e., still 5 % of a standard 2 M-gas block for 30 simultaneous trainers.
Overall, the extended Z-bundle remains well within practical limits: proof generation overlaps with
training (“predict-then-prove”), while on-chain verification still occupies 5 Y% of block gas and adds
no measurable latency to consensus.

Models requiring more than 24 GB of GPU memory for their proof keys leverage tensorplonk’s
512 MiB paging to stream the key from CPU RAM (up to 64 GB) at a minor (< 5%) performance
penalty. As an alternative, recursive folding (i.e., Halo Infinite) partitions large circuits into
sub-proofs with sub-20 GB keys, recombining them on-chain with only ~ 20 ms of additional
verification time.

These results demonstrate that proof generation is the principal scaling challenge in ZK-
HybridFL, yet even million-FLOP models can be proved in under two minutes on modern GPUs.
SNARK verification and on-chain gas/storage remain negligible compared to consensus delays,
and the “predict-then-prove” strategy fully overlaps SNARK computation with training, preserving

ZK-HybridFL’s end-to-end epoch latencies (8-52 s as reported in Sec. V-A) without compromise.
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5.5.4 Additional Simulations
Analysis of Stake-Weighted Aggregation

To provide the quantitative evidence about benefits of the stake-weighted aggregation proposed
in ZK-HybridFL, we perform an ablation study comparing our on-chain stake-weighted aggregation
rule against a vanilla uniform average under the same node pool, data partitions, and fault rates
described in Sec. 6.5.3. Fig. 5.9 plots the loss, accuracy, and perplexity curves for both aggregation
rules on two canonical tasks, and reports fault tolerance under a mixed adversarial and lazy client
setting.

In the federated vision experiment on MNIST (Task 1), stake weighting drives rapid convergence:
the training loss drops from 1.41 to 0.12 within 100 epochs, whereas uniform averaging plateaus
near 0.30. This translates to a final accuracy of 97% under stake weighting, compared to 91%
with uniform averaging, which is a gap of 6.6 percentage points (Fig. 5.9a). Similarly, in the
language modelling experiment on Penn Treebank (Task 2), stake-weighted aggregation achieves a
test perplexity of around 118 at convergence, approximately 12 points lower than uniform averaging
(Fig. 5.9¢), indicating consistently stronger generalization.

To stress test robustness, we introduce a mixed-fault regime in which 30% of clients are faulty
(evenly split between Byzantine adversarial and lazy behaviors, y = u = 0.15). Under this setting,
uniform averaging suffers a sharp drop in test accuracy to around 72%, whereas stake weighting
retains around 88% final accuracy (Fig. 5.9d). This improvement stems from our dynamic slashing
mechanism: any client update failing its ZK proof is rejected and that client’s stake is halved
(4 = 0.5), while honest contributors accrue stake at rate n = 0.05 per accepted update before

normalization.

Extended-ZKP Threat Model and Simulation Setup

In Sections II-IV we introduced two lightweight ZKP checks: a Bulletproof enforcing that each

client’s update norm stays within a dynamic window [L;, B;], and an embedding-cosine SNARK
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ensuring the model change is sufficiently large in feature space. These are designed to catch subtle
“stealth” updates that pass the main Groth16 proof yet contribute almost no learning. In our original
simulations (Sec. V-C) we already exercised the exact-replay lazy attack, which is detected by a
hash collision at the Groth16 stage. Here we focus on three new variants that all pass Groth16 but
should be flagged by the extended bundle. When comparing against ChainFL and BladeFL, we
retain the same lazy and adversarial behaviors from Sec. V-A, effectively giving those protocols a
less stringent attack profile, since they do not implement ZKP-based replay, norm, or cosine checks.

First, we model a perturb-replay lazy node. It resubmits a previous weight tensor W ;‘A (with A
sampled uniformly from {1, 2, 3}) plus a tiny noise vector & ~ N'(0, 02I), where o = 107 ||W/|}5.
This ensures the update hash differs while ||g||, < L;, so it bypasses replay detection but should
violate the Bulletproof lower-bound check.

Next, in the minimal-norm stalling attack, a node runs one honest SGD step ¢W and then
rescales it by @ = L;/||6W]||2, so it exactly meets the £, bounds without meaningful progress.

Finally, the semantic-stalling attack performs full local training to produce Wyy,, cherry-picks
(or synthesizes) a “friendly” private test batch so that the inference proof passes, but tweaks its
update so the cosine similarity of public-probe embeddings remains above the threshold 7y,x, and
thus violating the embedding SNARK.

Table 5.7 summarizes which proof each variant triggers. All three pass Groth16, two are rejected

by the norm-range Bulletproof, and one is rejected by the cosine SNARK.

Table 5.7: Extended-ZKP attack variants.

Attack Rejected by extended checks Passes core Groth16?
Perturb-replay lazy Bulletproof lower-bound Yes
Minimal-norm stalling Bulletproof lower-bound Yes
Semantic stalling Cosine SNARK Yes

All other learning and network parameters mirror the original setup in Sec. V-A (batch size
B =50, local steps R = 5, SGD step-size nsgp = 0.01). For the extended checks, we compute the

upper norm bound as B; = r - median{ ||AW||} with r = 1.8, and set the lower bound L; = p B; with

180



p = 0.2. The cosine threshold 1,y s taken as the 95th percentile of pairwise embedding similarities
on the fixed public probe set (|Dprope| = 400), yielding 7iax = 0.98 for both tasks. Finally, we sweep
adversarial fraction y and lazy fraction u over {0,0.05,...,0.30} with n = 15 nodes, exactly as
before.

By contrasting these “extended” attack results against the “regular” Sec. V-C simulations, we
will clearly demonstrate how the additional ZKP checks close the stealth-stalling loopholes without
altering honest-node convergence.

All simulations run on the same cluster configuration used in Sec. V-A. For the extra range and
cosine tests we link bulletproofs 4.0 and an ark-gml7 circuit, respectively.

Fig. 5.10 shows that, with 30 % faulty clients (15 % lazy and 15 % adversarial), the extended
bundle pushes the MNIST loss down to 0.18 and lifts accuracy to 0.96 by epoch 100. Under the
same conditions ChainFL levels off at 0.43 loss and 0.82 accuracy, while Blade-FL stalls at 0.75
loss and 0.69 accuracy (panels 5.10a-5.10b). On the language task the bundle lowers perplexity
from 132.1 to 118.9 (panel 5.10c). The robustness sweep in panel 5.10d reveals a widening gap: at
30 % total faults the bundle still retains 0.88 accuracy, which is 18 percentage points higher than
Blade-FL.

Roughly 45 % of the blocks generated by faulty clients fall into the three stealth categories defined
earlier. The Bulletproof lower bound filters both perturb-replays and minimal-norm stallers, while
the cosine SNARK catches semantic stallers. Removing these updates reduces the second-moment
of the aggregated gradient, ]E[ ||W||2] , by about 37 Y%, leading to visibly faster convergence for honest
participants even though their local training code is unchanged.

Verifying the extra proofs adds at most 23 ms to the per-update latency on the same hardware
(baseline Groth16 verification already costs 40 ms), keeping end-to-end training throughput well
within the bounds reported in Sec. V-A.

Figure 5.11 a tracks how the extended bundle filters covert behaviour. Across 100 epochs the
five faulty nodes submit 500 candidate updates that are intended to look legitimate. The Bulletproof

window eliminates 385 of them, while the cosine SNARK removes a further 96, for a combined
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detection rate of 481/500 ~ 96.2 %. The residual 19 blocks, about 3.8 % of the total, have ¢, norms
within 3 % of the lower bound and embedding shifts just below the cosine threshold, making them
statistically indistinguishable from the slowest honest learners.

Panel 5.11b shows how this filters through to economic weight. Training starts from an
approximately equal stake split, but as invalid updates are rejected and slashed, the honest share rises
monotonically from 0.50 to 0.85, while the faulty share falls to 0.15. Because stake is re-normalised
after every reward or slash event, the two curves always sum to one. The progressive re-weighting
further dampens the impact of any stealth update that survives the proof checks, which explains the

widening performance gap already visible in Fig. 5.10.

Lazy-Only Robustness Analysis

In this subsection we isolate the effect of purely lazy clients, those that replay stale models
without any adversarial tampering, by setting v = 0 and varying the skip percentage u from 0O to 0.30.
This “lazy-only” sweep shows how ZK-HybridFL resist the impact of missing updates compared to
ChainFL and Blade-FL, providing a clear baseline for understanding the protocol’s robustness under
non-malicious service lapses.

When adversaries are disabled (y = 0), as Figure 5.12 illustrates, ZK-HybridFL's MNIST
accuracy declines smoothly from 0.992 at u = 0 to 0.949 at u = 0.30, and its perplexity rises from
117.32 to 124.02, an increase of 6.70 points. By contrast, ChainFL’s perplexity jumps from 117.32
to 191.39 (+74.07) and Blade-FL’s from 117.32 to 255.58 (+138.26). This finer-granularity view
shows that, although all protocols degrade under pure laziness, the stake-based re-weighting in

ZK-HybridFL dramatically limits the performance loss compared to equal-weight baselines.

Adversarial Utility on the Public Reference Set

We now make the “black-box” behavior of utility-preserving adversaries explicit. A model-
poisoning adversary is one whose local update achieves essentially the same utility on the public

validation set D, as an honest update—i. e. Acc(Wadversary, Dpup) > Acc(Whonests D pub) — & With
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£=0.01, yet is crafted to maximize the drift of the global model after aggregation. This is exactly
the threat captured in Sec. I'V-B but until now we had shown only the aggregate effect (Figs. 3-7).

Fig. 5.13 opens the box for ChainFL for y=0.10, u=0.20, n=20. The dashed line plots the
per-epoch performance of adversarial updates on D ,;; the dotted line shows honest updates; the
solid line is the global model on the full private test distribution. Although adversarial nodes sustain
>0.89 accuracy on MNIST and < 127.6 perplexity indistinguishable from honest nodes, they cause
the aggregated model to lag by 6°9 percentage points in accuracy and to converge eight perplexity
points higher. This directly substantiates the Sec. IV-B claim that such nodes “maintain good
performance on public datasets while gradually undermining the global model,” and explains why

schemes that rely on public-set admission (ChainFL, Blade-FL) remain vulnerable.

5.5.5 Simulations of Distributed Ledger Perspectives
Latency and Throughput

Latency is defined as the average time required to complete a single round of model update in
the network, encompassing both local computation and communication delays. In other words, it
measures the interval from the initiation of a local update until the update is integrated into the global
ledger. On the other hand, throughput is defined as the total number of successful model update
operations performed by the entire network per minute. Since these two metrics are reciprocal lower
latency leads to higher throughput.

In ZK-HybridFL, the principal sources of latency occur at several stages. In Stage 1d (Sec. 5.4.1),
nodes generate ZKP, which introduces computational overhead. However, the succinct nature of
ZK-SNARKSs allows for extremely fast verification in Stage 2b (typically executed in milliseconds
per tip model). To mitigate the delay from proof generation, Stages 2a—2¢ (Sec. 5.4.1) are optimized
for efficient coordination and rapid parent block validation, while Stages 4a—4b (Sec. 5.4.1) employ
streamlined, event—driven smart contracts to expedite global model aggregation. An additional
latency source arises in Stages 3c—3f (Sec. 5.4.1), where blocks removed from the tip due to

orphanage attacks are challenged. This delay is mitigated by penalizing false disputes and utilizing
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a decentralized network of oracles to resolve conflicts swiftly. These design choices not only reduce
overall latency but also enhance throughput by enabling faster update cycles.

For ChainFL, the latency is primarily due to the Raft consensus mechanism, which relies on
coordination between the shard leader and its nodes during model validation. In Blade-FL, the
dominant latency arises from that the time nodes spend on solving the PoW puzzle to determine the
nonce for each block.

Fig. 5.14 and Fig. 5.15 collectively illustrate the interplay between latency and throughput for
Task 1 and Task 2 as the network scales from 5 to 30 nodes under u = 20% adversaries and y = 10%
lazy nodes. For Task 1, ZK-HybridFL consistently achieves the lowest latency: with 5 nodes,
updates finish in roughly 7.69 seconds, compared to 8.2 seconds for ChainFL and 9.1 seconds for
Blade-FL. Even with 30 nodes, ZK-HybridFL'’s latency increases modestly to about 8.85 seconds,
while ChainFL and Blade—FL record 9.9 and 10.2 seconds, respectively. For Task 2, which involves
more complex text processing and thus exhibits longer latencies, ZK-HybridFL averages around
45.5 seconds with 5 nodes versus 51.44 seconds for ChainFL and 51.5 seconds for Blade-FL, and
approximately 46.25 seconds at 30 nodes compared to 52.29 and 52.78 seconds for the other two
methods.

These latency improvements directly translate into throughput gains. As depicted in Fig. 5.15,
ZK-HybridFL sustains the highest throughput for both tasks. For Task 1, the throughput advantage
of ZK—HybridFL becomes more pronounced as the network scales, indicating that the increased
overhead from Blade-FL’s PoW and ChainFL’s shard synchronization significantly hampers their
update rates. For Task 2, although overall throughput is lower due to the more demanding
computations, ZK—HybridFL retains its lead by offloading proof verifications to sidechains via
EDSCs and maintaining a less congested DAG ledger. Meanwhile, the need for cross-shard
coordination in ChainFL and the block-mining overhead in Blade—FL further limit their throughput
in larger networks.

Therefore, the design of ZK-HybridFL not only minimizes latency through efficient proof

generation and validation mechanisms but also leverages these improvements to sustain superior
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throughput, thereby addressing the reciprocal relationship between these two critical performance

metrics.

Scalability

Scalability is measured as the number of global epochs required for the model to converge. A
global epoch is defined as a complete cycle in which all nodes perform local training and propagate
their model updates throughout the network. Convergence is defined as the point at which the
relative improvement in the training loss remains below a predefined threshold over a fixed number
of consecutive epochs. Formally, let £’ denote the training loss at epoch 7. Convergence is achieved
if

| £t _ £l—1|
Lt—l

<e, (5.2)
over a specified number of consecutive epochs. In our experiments, we set € = 1073 and require that
this condition holds for five consecutive epochs. Fig. 5.16 then shows how many global epochs
each scheme requires to converge under the same settings. For both tasks ZK-HybridFL converges
with the fewest epochs while ChainFL is intermediate and Blade—FL needs the most. Larger node
counts compound the negative effect of adversaries and lazy updates in Blade—FL's PoW mechanism
and ChainFL’s tip-based selection. For Task 2, the epoch counts are higher, reflecting the inherent
difficulty of next—word prediction. ZK—HybridFL ultimately expends fewer “rework” cycles by

pruning tainted updates, whereas ChainFL and Blade—FL must repeatedly recover from corrupted or

stale models.

5.5.6 Zero-Knowledge GRU Inference with Recursive Folding

Unrolling a length-T recurrent network into one rank-1 constraint system (R1CS) makes the
circuit, proving key, and prover latency grow linearly with 7. For 7>32 this already exceeds practical
memory budgets. Recursive folding (Nova) compresses any sequence of identical R1CS instances
into a single relaxed instance whose proof size and verifier cost no longer depend on 7' [219]. We

implement a GRU-256 time-step as a Halo2 circuit and apply Nova folding, following the publicly
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documented 512-layer “Zator” prototype [220]. The entire GRU path is implemented from first

principles and does not rely on pre-existing recurrent-layer support in external zkML tool-chains.

Circuit construction and quantisation

Weights and activations are quantised to a (16+8)-bit fixed-point format. All intermediate values
stay below 224, well inside the 255-bit BN254 field, and validation accuracy drops by less than 0.3

pp. One GRU step processes (x;, h;—1) as

7 = O'(szt + U h—y + bz), (5.3)
re = o(Wex; + Uphy—y + b)), (5.4)
hy = tanh(Wy,x; + Uy (r;@hy_1) + by), (5.5)
hi=(1~-2)0h +2,0h1. (5.6)

Sigmoid and tanh are evaluated with degree-7 Remez polynomials (implemented as one Halo2
custom gate via zkFixedPointChip). With 128 input and 256 hidden dimensions the step circuit
contains 118062 constraints (two matrix-vector products 65 536, point-wise arithmetic 51 200,

non-linearities 1 326) and yields a 4.3 GB proving key.

Performance on the common hardware baseline

All timings were re-measured on the same platform used for Tables 5.4 and 5.5: a 16-core
Intel Xeon Gold 6338 (3.0 GHz, 64 GB RAM) plus one NVIDIA A100 (80 GB HBM). Witness
generation for one GRU step consumes 0.44 s on the GPU; the CPU fold adds 0.35 s, and key

initialisation costs 8.6 s. Prover latency therefore follows

torove(T) = 8.6 +0.797T s.

A T=10 sequence—matching the mini-batch size B=10 used in Table 5.4—is proved in 16.5 s, 4.4 x

faster than the 44 s flat Groth16 baseline. Folding still completes in 59 s at T=64 and about 210 s at
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T=256, confirming linear scaling.
The folded proof is 1.4 kB and verifies in 7.9 ms, much faster than the slowest entry in Table 5.5.
Nova adds fewer than 50 MB of transcript data, so peak memory remains the same 4.3 GB already

budgeted for the flat GRU.

Reference implementation

template GRUCell(d,h){
signal input x[d];
signal input h_prev[h];

signal output h_next[h];

component uz[h], ur[h], uh[h];
for (var i = 0; i < h; i++){
uz[i] = SigmoidGate();

uz[i].in <== dot(Wz[i], x) + dot(Uz[i], h_prev) + bz[i];

ur[i] = SigmoidGate();

ur[i].in <== dot(Wr[i], x) + dot(Ur[i], h_prev) + br[i];

uh[i] = TanhGate(Q);
uh[i].in <== dot(Wh[i], x)
+ dot(Uh[i], elemMul(ur([i].out, h_prev))

+ bh[i];

h_next[i] <== uz[i].out * h_prev[i]

+ (1 - uz[i].out) * uh[i].out;

The inner Halo2 circuit uses a universal 22°-point KZG SRS; the outer Nova proof is transparent.

Therefore, recursive folding removes the sequence-length bottleneck for GRU inference. On
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the standard Xeon 6338 + A100 node a folded GRU-256 proof for ten steps is produced in 16.5 s,
verifies in 7.9 ms, and fits in 1.4 kB. Longer sequences scale linearly yet remain cheaper than the
MobileNetV?2 proof, demonstrating that private validation of sequence models is practical inside the

overall ZK-HybridFL framework.

5.5.7 Extended Security Analysis

Let Accept, (D (1)) € {0, 1} be the side-chain predicate that a candidate block D () is eventually
confirmed and its model W; enters the global aggregation of epoch ¢ (cf. Secs. 5.2.1-5.3). An
adversarial trainer replaces the honest map 7 : (W;.‘1 , D}’trai“) — W; by 7 and tries to maximise

Pr[Accept,(D;(t)) = 1] while breaking at least one of

1. Freshness — the update should encode genuine computation;
2. Correctness — the loss/accuracy in Z; must be truthful;

3. Privacy — the attack must not leak information that enables model inversion or membership

inference.

Extended ZKP Attack Defenses

We formalise three subtle strategies and prove that, once the extended Z-bundle (I || £ || ') is

enabled, each is rejected with probability negl(1), where A =128 is the global security parameter.

Attack A,y (Perturb-Replay). The node skips training and publishes
Wi=W:tan g~ N0,07T),

with A>1 and |||, <« ||W;._A |l2, so the prediction hash changes but W; is semantically identical to

an old model.

188



Defence. 1f C ’]?mOdel equals the old commitment the replay filter of Sec. II-A fires. Otherwise
X! proves L, < [[W', - W;" ll.=1Inll2 < B;. By choosing o so that Pr[||5]|l» > L,] <27'?® the attack

succeeds only with negligible probability.

Attack Ay.qe (Minimal-Norm Stalling). Compute one honest gradient W and publish W; =
W;‘l +a W with @ = L, /||§WI|2, so X} passes but the semantic change is tiny.

Defence. Let z,(W) be the average layer-¢ activation on the fixed | D pobe|=400 public probe
samples. From [203] this map is «-Lipschitz: ||Z;(W + A) — Z,(W)||2 < «||Al|>. Hence

K>L?

cos(Ze(Wi1), 2((W) < 1 - ————— <
/ / 2112 (W H 113

Tmax»

whenever kL; > (1 — Tyax) (the inequality holds for our empirical choice « ~ 0.14, Ty,x = 0.98,

L;>1072). Thus the embedding-cosine SNARK F;. fails and Accept, = 0.

Attack Ay (Private-Test Cherry Pick). Keep W; honest but choose ﬁ;’tw to inflate the
reported accuracy.

Defence. (i) The block’s rank in the parent-selection list (Sec. 5.3.1) depends on Lj.. By
inflating accuracy (lower loss) the adversary increases the probability that its own block is selected;
this is not obviously harmful yet exposes the block to scrutiny. (ii) Before aggregation, any node
evaluates the public probe set; if the empirical loss differs by more than gpope = 0.01 from the
stated L;. it files a challenge (Sec. 5.2.3). The honest majority of oracles detects the mismatch with
constant probability pg.; > 1/2, so the expected stake loss per dishonest epoch is at least pe; * Smin,
where sy is the minimum slashing fraction. After 7" > (w(J). / Smin)/pde[ = O(A) epochs the attacker’s

weight drops below the confirmation threshold and its updates are ignored. Thus
PI'[ACCGptt = 1 A\ |.Eprobe - -El;l > 3probe] S negl(/l)‘

Thus, combining binding of KZG commitments, knowledge-soundness of Groth16/Bulletproof/SNARK
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proofs, and the economic penalty from the challenge mechanism yields

Pr[3t,j : Accept,(D;(t)) =1 A D;(t) is adversarial] = negl(1).

1.
Additional Privacy and Collusion Threats
Collusion-Induced Weight Inflation
Attack Aco. A coalition C C {1,...,n} with total stake Q¢ = X’ ;¢ w; tries to force an invalid

block B4 into the confirmed set by (i) cross-verifying each other’s proofs and (ii) recursively
selecting B,g, as an ancestor so that its AW eventually exceeds the confirmation threshold 7
(Sec. 5.2.2).

Let M be the oracle-committee size and assume M > 3 f + 1 with at most f Byzantine oracles

(>2/3 honest stake). If Q¢ < 1/3 then

Pr[ B,y confirmed | = negl(A).

Sketch. Every new block needs a threshold-signed EventApproved log. Because at least f + 1
honest oracles must co-sign, an invalid B4, can be published only if at least one honest oracle is
fooled by a forged SNARK; the soundness error of Groth16 is egyargx < 271, Subsequent children
add at most Q¢ weight each, so after k rounds the total AW on B, is bounded by Q¢ck < kn/3.
But at least k£ honest blocks appear in the same future cone, contributing k (1 — Q¢) > 2kn/3, so

Baay can never reach 7. A full proof follows standard PBFT stake-counting (IV-C). 0

Remark ZK-HybridFL is collusion-resistant as long as the adversary controls 77/3 stake and%

of the oracle committee, matching the usual BFT threshold.

Model-Inversion Attacks
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Threat. Given the public trajectory {W'},<r, an adversary solves an optimization
S : o) K- <) ||*
X = arg min Z“VWL(W ;z2) — VwL(W ,X)”2

to reconstruct a private training point x [184], [221].

Baseline mitigation. ZK-HybridFL never discloses gradients; only final weights are visible.
Empirically, inversion from weights is far noisier than from per-step gradients [187]. Nevertheless

the risk is not cryptographically closed.

Plug-in defences (future work). The pipeline is orthogonal to: (i) DP-SGD noise addition [187],
[222]; (i) secure aggregation of weights [223], [224]; or (iii) local representation perturbation [202],
[225]. All three add-ons preserve differentiability, so the Groth16 circuit and the Bulletproof/SNARK
range checks remain valid and only the public parameters L;, B;, Tmax need re-tuning. We leave an

optimal privacy—accuracy trade-off to future work.
Membership-Inference Attacks

Threat. Given black-box access to fyy:, decide whether a probe sample x* was in some honest

node’s training set [226], [227].

Baseline mitigation. Because every epoch publishes a fresh model, the standard attack surface

remains. ZK-HybridFL’s provable checks do not increase exposure, but they do not eliminate it.

Engineering add-ons. The following local defences are compatible with our ledger:
* Prediction clipping or Top—k smoothing before a node queries the global model [228].
* Adversarial regularisers that minimise empirical attack accuracy [229].

* Differential privacy (same machinery as for inversion).
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Because they act outside the ZKP boundary, no circuit change is needed; only the task sponsor
chooses which knobs to enable.

Therefore, collusion is provably bounded by Lemma 5.5.7. Model-inversion and membership-
inference are already harder than in gradient-sharing FL, yet not information-theoretically blocked.
Fortunately, the ledger, side-chain and ZK-workflow are agnostic to DP-SGD, secure aggregation
or output-clipping layers, so these defenses can be enabled as a straightforward future extension

without altering any consensus or proof path.

5.6 Conclusions

In this chapter, we introduced ZK-HybridFL, a secure decentralized FL framework that integrates
a DAG ledger, sidechain-based smart contracts, and ZKPs to ensure privacy-preserving and robust
model validation. Our experiments on image classification and text-based tasks indicate that
ZK-HybridFL significantly outperforms state-of-the-art schemes including Blade-FL and ChainFL.
Moreover, in terms of latency and throughput metrics, our approach exhibits significant gains
compared to systems reliant on PoW or leader—based consensus. Furthermore, the integrated
challenge mechanism efficiently pruned invalid updates, thereby accelerating convergence and
reducing the number of global epochs required. These results demonstrate that combining
DAG-based scalability, sidechain automation, and ZKP—driven validation can markedly enhance
the robustness, efficiency, and security of decentralized federated learning. Future work will focus
on optimizing cryptographic operations and exploring real-world deployments in edge computing

environments to further validate and extend our framework’s applicability.
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Chapter 6: Secure Decentralized Federated Learning via Gossip and Virtual

Voting

6.1 Introduction

Federated learning (FL) trains a global model across many devices while keeping raw data local
and exchanging only model updates, thereby reducing privacy risk and cross-device bandwidth
compared with centralized data pooling [230], [231]. In its canonical, hub-and-spoke form, a
server orchestrates rounds of federated averaging and may employ secure aggregation so the server
observes only encrypted sums [223], [232]. This architecture scales well but concentrates trust
and control on the server and can still leak information via gradients if the server is curious or
compromised [184], [222].

A natural way to remove the single point of trust is to eliminate the server and let peers exchange
updates directly. Classical results on randomized gossip show that repeated neighbor averaging
converges at a rate tied to the spectral gap of the communication graph [233]. Building on this
foundation, decentralized parallel stochastic gradient descent (D-PSGD) and its asynchronous push—
pull variants deliver competitive accuracy and better throughput under heterogeneous bandwidth
by avoiding the server bottleneck [234], [235]. Push-sum corrections stabilize training when
communication is one-way or the network links change over time [236], and compressed gossip
sustains convergence while reducing communication overhead [237]. However, these serverless
approaches typically assume honest peers and provide neither global provenance nor a mechanism
to finalize which updates should influence the model, complicating resilience to Byzantine behavior
and stealthy backdoors [208], [238].

Communication structure strongly affects both learning speed and fault containment in decen-

tralized training. Empirical and analytical studies link small-world shortcuts and expander-like
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networks to faster mixing, whereas sparse or poorly connected topologies slow agreement and
exacerbate stragglers [239]-[241].

A complementary line of work replaces the server with a distributed ledger that records and
finalizes updates through consensus. Early concepts and deployments—ranging from on-device
FL coordinated by smart contracts to consortium “Swarm Learning”—demonstrate how tamper-
evident logs can coordinate rounds and incentivize participation without a trusted server [171],
[242]. However, linear blockchains introduce confirmation latency and throughput ceilings that are
ill-matched to the cadence of FL [243], [244]. To improve throughput and flexibility, directed acyclic
graph (DAG) ledgers broaden the design space; for example, IOTA’s Tangle exploits concurrent

approvals to raise throughput [245].

6.1.1 Related Works

Gossip-style training underpins decentralized FLL without a central server. On the algorith-
mic side, D-PSGD attains centralized-like convergence while distributing communication across
peers [234]; AD-PSGD removes round barriers via asynchronous push—pull with bounded staleness
to improve wall-clock efficiency on heterogeneous clusters [235]; and compression-aware gossip
(e.g., Choco) reduces bandwidth without sacrificing convergence guarantees [237]. At the system
level, GossipFL [246] and FedDual [247] show that neighbor-to-neighbor exchanges can maintain
convergence and cut communication, with further applications such as edge workload forecast-
ing [248]. Hybrid semi-decentralized designs like PISCO [249] mix agent-to-agent exchanges with
server coordination for efficiency and robustness. Despite their benefits, these approaches typically
assume benign peers and provide neither auditability nor per-epoch finality about which updates
influence the model.

A separate line of work studies the threats and how to defend against them. Backdoor attacks
can implant targeted behavior while keeping overall test accuracy high, and tail/model-replacement
attacks show that simple anomaly checks can be evaded [208], [250]. As a result, a poisoned model

can pass such checks yet misclassify attacker-chosen inputs. Even when no raw data is shared,
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gradient inversion can reconstruct sensitive examples from gradients [184]. To mitigate these risks,
Byzantine-robust aggregation rules (e.g., Krum [238], trimmed or coordinate-wise medians [251],
and robust federated averaging [252]) limit the impact of bad updates when at most a limited fraction
of clients are malicious in a round. Sybil-aware methods down-weight groups of nearly identical
updates to curb one attacker using many identities [253]. After training, tools like Neural Cleanse
attempt to reverse-engineer potential triggers [254]; this post-hoc detector searches for the smallest
mask-and-pattern that induces each target class, with unusually small triggers flagging a likely
backdoor.

To make update history auditable and to decide which updates are final, recent systems replace the
server with a distributed ledger and consensus. Their validation logic typically evaluates submitted
updates on a shared public validation set and accepts only those meeting accuracy/loss thresholds
before inclusion or reward; the ledger then immutably records both the accepted updates and the
aggregation provenance.

Early designs use blockchains and smart contracts to orchestrate aggregation on devices and
across institutions, e.g., blockchained on-device FLL and Swarm Learning [171], [242], [255], [256].
BLADE-FL integrates a PoW chain where miners verify candidate updates (commonly by testing
them on a public validation set) and only then include them in blocks; on-chain transparency can
also deter plagiarism and lets one study behavior under lazy clients [244].

To raise throughput and reduce confirmation delay, DAG ledgers allow concurrent approvals and
asynchronous aggregation. ChainFL and DAG-EnseFL couple DAG-style ledgering with ensemble
workflows, with validation again typically performed on a public set before model admission [257],
[258]. DAG-FL proposes a two-layer DAG tailored for on-device FL, adding mechanisms for device
asynchrony alongside public-set screening [259]. DAG-BFL studies how learning quality couples
with ledger throughput in wireless settings via resource-aware scheduling [260]. Most recently,
IronForge’s coordinator-free DAG proposes a novel mechanism for controlling model acceptance
via VRF-elected settlement committees and proof-of-learning, while continuing to rely on public

validation [170].
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6.1.2 Motivation and Contributions

Prior work falls into two main camps. First, serverless gossip removes the server and achieves
efficient neighbor-to-neighbor learning, but typically assumes honest peers and lacks a principled
notion of provenance and finality for which updates should count in each epoch—complicating
resilience to Byzantine behavior, lazy replays, and system-wide auditability. Second, ledger-
assisted FL introduces a tamper-evident log and incentives; however, linear blockchains reintroduce
confirmation latency and global broadcast overhead that are ill-matched to FL's cadence [243],
[244].

DAG ledgers increase concurrency and relax strict serialization, and several FL systems exploit
this design. Yet the consensus protocols layered atop DAGs in current FL systems are architecturally
incompatible with DFL. The core problem is that these systems treat the DAG as a passive logbook
while running consensus separately from the model-exchange history. Nodes exchange model
updates and record them on the ledger, but the consensus mechanism ignores this communication
structure. To decide which updates are final for aggregation, a separate traditional consensus protocol
is invoked, typically requiring every node to maintain a complete global view of the ledger [170],
[257], [258]. This requirement fatally undermines DFL’s primary advantage, locality. Gossip-based
DFL derives its efficiency from nodes communicating with and processing information from only
a small neighborhood. By mandating network-wide awareness and participation in a separate
global-state protocol, these schemes bolt a heavyweight global consensus onto a lightweight local
one, negating the very efficiency they sought to achieve.

A preferable ledger-based DFL derives consensus directly from the communication graph: the
act of gossiping a model is the act of performing consensus. This preserves DFL’s locality—Ilight
nodes need only handle their own exchanges—while a system-wide decision emerges from the
history of these local interactions. Hashgraph’s gossip-about-gossip with virtual voting shows
that asynchronous BFT finality can be achieved without explicit vote messages [9], suggesting
an attractive path in which a lightweight gossip-native control plane determines which updates

are admitted while the data plane remains neighbor-to-neighbor exchanges. What is missing is a
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coherent architecture that realizes this separation without reverting to heavyweight, block-centric
global consensus protocols

To fill this gap, we propose gspDAG-FL, a gossip-native FL framework in which nodes continue
one-shot, neighbor-to-neighbor exchanges each epoch, while a lightweight DAG control plane
performs Hashgraph-style virtual voting to decide which updates are accepted for aggregation.

Specifically, our primary contributions are as follows:

1. We propose a novel DFL architecture, gspDAG-FL, that decouples model exchange from
consensus. It uniquely combines a gossip-based data plane for efficient peer-to-peer update
dissemination with a Hashgraph-inspired control plane that achieves asynchronous Byzantine
fault tolerance. This control plane operates on a compact Topology DAG reconstructed by full
nodes from lightweight cryptographic proofs, enabling finality through virtual voting without

the overhead of explicit vote messages or global block broadcasts.

2. We design and integrate a pluggable multi-layered defense pipeline that provides resilience
against a mixed population of lazy and Byzantine adversaries. This pipeline consists of
(i) real-time magnitude and directional filtering applied by nodes during gossip to reject
malformed updates immediately, and (ii) a novel post-consensus semantic audit where each
node uses a small, private validation set to detect and discard updates exhibiting anomalous

behavior, such as stealthy backdoors, prior to aggregation.

3. We evaluate gspDAG-FL on image classification and language modeling. It delivers accuracy
for Task 1 and perplexity for Task 2 comparable to leading ledger-based FL under mixed
adversarial and lazy participation, while improving core system metrics: lower latency
measured by shorter time per update exchange and consensus round; higher throughput
measured by more correctly validated honest updates included in each aggregation round; and
better scalability reflected in fewer consensus rounds to reach target accuracy or perplexity
as the network grows. These gains show that our gossip-native, DAG-driven gossip control

plane removes confirmation bottlenecks in ledger-based FL schemes and converts added time
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and participants into faster, more efficient learning.

The remainder of the chapter is organized as follows. Sec. 6.2 reviews FL protocols, covering
centralized, decentralized gossip-based, and ledger-backed variants. Sec. 6.3 presents gspDAG-FL
our DFL framework over a Hashgraph DAG, detailing the system model, node roles, and overall
workflow. Sec. 6.4 specifies the control plane and consensus mechanism in gspDAG-FL, including
virtual voting, finality, and validations prior to aggregation. Sec. 6.5 describes the experimental
setup and some baseline schemes, and reports results on learning and ledger metrics. Sec. 6.6

concludes and outlines future work.

6.2 Federated Learning Protocols

6.2.1 Conventional FL

Suppose that N nodes participate in FL. Each node i holds a local dataset 9; and defines a local
loss function £;(x; 8) where x € D; is a data sample and 6 represents the model parameter. The

goal is to find the optimal global parameter 6 that minimizes the average local loss:

1 N
min = > Eep, [Li(x:0)]. 6.1)
i=1

In conventional FL (e.g., [223], [230]), as shown in Fig.6.1(a) there is a central server and the
FL is enabled by two-way communication between the central server and the N nodes. In each
epoch ¢, every node i starts from the current global model 91’.’0 = 0"~ and performs K steps of local

stochastic gradient descent (SGD):

o = 0k v L (R 0r), k=01 K-, 6.2)

where 17 > 0 is the local learning rate and xf’k denotes a random mini-batch sampled from D;.

After K iterations, each node i sends its local model Hf’K to the central server, which aggregates
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them to form the global model

N N
0 = > wi6X, with w;>0 and > wi=1, (6.3)

i=1 i=1

that is then broadcast to all nodes. This iterative process continues until convergence.

6.2.2 Gossip-based Decentralized FL

Conventional FL, though effective, relies on a single server, making it vulnerable to tampering,
inversion, and denial-of-service attacks. Gossip-based DFL removes this central hub by enabling
peer-to-peer exchanges in which each node randomly shares and aggregates updates with a small
subset of neighbors. By distributing both aggregation and coordination, it eliminates the single point
of failure, shrinks the attack surface, and strengthens resilience against adversarial or malfunctioning
nodes.

In traditional gossip protocols [233], [236], nodes repeatedly execute push—pull exchanges of
some messages from a fixed set with their neighbors, aggregating at each iteration until every
participant converges to an identical set of messages. A naive approach to DFL is to implement
the gossip for each epoch at full scale, such that progress to the next epoch occurs only when
full diffusion has been achieved. A more efficient approach is to invoke a one-shot gossip per
epoch: after local updates, each node transmits its model parameters exactly once to its immediate
neighbors, simultaneously receives theirs, and computes a single weighted average. While this
solitary exchange does not enforce instantaneous consensus, iterating it over successive federated
epochs drives all local models toward agreement under standard connectivity conditions, thereby
obviating the need for an intra-epoch convergence loop [234], [235], [237].

Specifically, as shown in Fig. 6.1(b), in fully DFL, each node i communicates only with its
neighbor nodes, denoted by N;. At epoch ¢, each node i executes the following steps:

Step 1: Local Model Update: Each node i initializes with the aggregated model from the
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previous epoch 91’.’0 = 91?‘1 and performs K steps of local SGD:

R _
i gt =t - 4ot )|

k=0,....,K-1, (6.4)

where 1 > 0 is the local learning rate, xlt.’k is a mini-batch sampled from 9, gg-l is a dual variable
from the previous epoch, and A > 0 is a penalty parameter. The term, —g'~! + L(¢* — ¢!

in (6.4) stems from the augmented-Lagrangian’s consensus penalty: —g!

l‘l is the dual variable
enforcing agreement with the previous global anchor 01?_1 , while %(Gj’k - Gf._l) is the gradient of
the quadratic penalty i |6 — 95‘1 ||?, which acts as a proximal pull to limit drift away from the last
synchronized model. Together, these corrections inject global-consensus information and anchor
each inner-loop SGD update so that 6" remains close to 6/~

At the end of the iteration, node i obtains its updated model Hf’K . To promote consistency and

mitigate drift, it then updates its dual variable and computes an intermediate update:

st _ -1 _ 1 -
g=g -0 -7, (6.5)
g=0%-ag (6.6)

The intermediate update z} captures both the new model parameter and a corrective adjustment
based on prior discrepancies, and is the message to be sent to the neighbor nodes in N;.

Step 2: Local Message Exchange: Each node i simultaneously sends z; to all its neighbor
nodes in N;. Then each node i receives the intermediate updates zg. from all its neighbors j € N;.

Step 3: Local Model Aggregations: Each node i forms its aggregated local model 6! based on
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the messages received from its neighbors as:

0; = Z Wij th., with Wij > 0 and Z wij = 1. (67)
JEN; JEN;

6.2.3 FL over Blockchain

Blockchain integration provides a tamper-proof, consensus-driven ledger for recording the model
updates and built-in incentive mechanism for validating and rewarding nodes [243], [244]. In
this case, the underlying communication model is in the form of all-to-all broadcast, as shown
in Fig.6.1(c). Specifically, in each epoch, after training on mini-batches from (6.2), node i signs
and broadcasts its updated model Hl’.’K as a blockchain transaction to all other nodes. Every node
then verifies its received updated local models against a public dataset using a loss threshold and
aggregates the validated updates to form a global model. As a result, multiple versions of the global
model may emerge depending on the selected updated local models by different nodes. Nodes
subsequently compete to mine a new block using Proof of Work (PoW), where the block records
both the verified transactions and the aggregated model, ultimately determining which node’s global
model will be adopted for the next epoch. Once the block is validated network-wide, the winning
global model is adopted as &, and the cycle repeats until convergence.

While conventional FL requires a trusted central server and existing blockchain-based solutions
merely transplant the hub-and-spoke aggregation of conventional FL onto a distributed ledger,
gossip-based FL is inherently fully decentralized, where each node exchanges and averages updates
only with a select peer set. Although several works have explored conventional FL over blockchain,
to date there is no system that integrates the gossip-based DFL on-chain. By fusing true gossip-based
model updates with a distributed ledger backend for immutable recording and consensus, our
approach fills this critical gap and lays the groundwork for a resilient, secure, and scalable federated

learning framework.
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Figure 6.1: Communication protocols for different FL approaches.

6.3 Gossip-based FL. Over Hashgraph DAG (gspDAG-FL)

6.3.1 System Architecture

In Sec. 6.2.2 we showed how gossip-based DFL eliminates a central server by relying solely
on peer-to-peer exchanges. Motivated by the prior work that runs conventional FL on blockchains,
we ask whether one can likewise run fully DFL over a distributed ledger—a fusion that, to our
knowledge, has not been proposed. A naive integration of federated gossip with existing blockchain
or DAG platforms (e.g., standard PoW chains or IOTA’s Tangle) reintroduces all-to-all broadcasts,
leading to excessive overhead, and negating gossip’s efficiency.

To bridge these ideas, we now turn our attention to how the Hashgraph DAG structure [9] can be

leveraged to support gossip based DFL.

Hashgraph DAG

Each learning epoch  is divided into R, ripples—short micro-cycles in which data-plane model
exchanges and control-plane messages proceed in parallel, ensuring uninterrupted dissemination.
Inripple r € {1,..., R}, for each node i, if it receives a model in ripple r — 1, then it gossips the
received model to a randomly chosen neighbor in ;. The epoch ends and advances to ¢ + 1 once,
for each node i, a sufficient number of models are received and confirmed via consensus by all full

nodes, enabling node i to compute the aggregated model 6!.
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In Hashgraph DAG, vertices represent events created by nodes. For epoch ¢, each node i creates
event e}(r) in ripple . The genesis event e!(0) contains the model z! trained by node i in that epoch.
For r > 1, event e!(r) may contain a model received from a neighbor in A; or be empty. Specifically,
if node i receives model 7z} originally trained by node « in epoch ¢, from a node j € A; during ripple
r, then e!(r) contains z}; and if no node in AV; gossiped to node i in ripple r, then e} is empty. Note
that k = j for first-hand gossip. If node j forwards a model it received that is originally trained by
node j’ € N;, then k = j’; and if the model was originally trained by node j” € N and forwarded
by node j* € N, and j € N;, then x = j”, and so on through any number of hops.

In a Hashgraph DAG, nodes represent events and are on a rectangle grid, where the i-th column
represents events created by node 7, and the r-th row corresponds to events created at ripple . The
edges are between events in consecutive ripples. In particular, each non-empty event e}(r) for r > 1
has two edges: a dashed edge linking to its own predecessor e}(r — 1) in the same column i, and a
solid edge linking to its parent event P {e’(r)}, defined as the event es‘(r — 1) in column j, where
J € N is the neighbor that gossiped to node i in ripple 7. Here, be noted that an event e}(r) and its
parent P {e;(r)} carry the same model. Also, if event e!(r) is empty, then it has no parent.

Fig. 6.2 illustrates a Hashgraph DAG with N = 4, nodes with the underlying connectivity among
the four nodes also shown. For instance, event e (1) links to its parent P{e;(1)} = e3(0), which
means that in ripple r = 1, node 3, having trained model zg, gossiped its update z5, the payload of
e3(0), to node 1 and thereby created event e;(1). Node 1 then validates 1’3 and, upon finding it
valid, forwards it to node 2 in ripple 2, producing event e¢;(2). Thus, the edge from e3(0) to e (1)
represents a first-hand gossip, whereas the edge from e (1) to e(2) is a gossip-of-gossip.

Also, node 2’s model 7}, fails validation by node 4 in ripple 1. Consequently, node 4 rejects 2,
due to failed validity and does not transmit it to its neighbor in ripple 2; hence, there is no outgoing
edge from e4(1) to any of the events in ripple 2. Moreover, because node 3 receives no gossip in
ripple 2, it generates an empty event e3(2).

In gspDAG-FL, we distinguish between two node types: light nodes and full nodes. All nodes

perform the light-node duties described in Sec. II-B, while full nodes additionally handle the
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responsibilities outlined in Sec. II-C. To support these roles, all nodes communicate over a data
channel to exchange data with neighbors, while a control channel facilitates consensus-related

coordination among full nodes and between full and light nodes.

6.3.2 Light-node Duties
Storage

Each node i/ maintains only the portion of the Hashgraph DAG corresponding to its own sequence
of events in column i, along with the parent events of those it creates. Specifically, this subgraph
includes all events e/ created by node i, as well as their respective parents P (e}) = e;‘, where each
parent e; is an event created by a neighbor j € N;. Each stored event carries its full payload
including the model update Zf‘ , signature, and metadata. Node i uses this information for local

training, validation, and gossiping.

Communication

At each ripple r, every node communicates over two distinct channels: the data channel,
where full event payloads are exchanged among immediate neighbors, and the control channel,
which facilitates communication between full and light nodes for exchanging lightweight topology
information. The control channel is also used by full nodes for consensus coordination.

On the data channel, at the start of ripple r, if node i holds a model and a corresponding proof of
gossip received and locally validated during ripple r — 1. It selects a neighbor j € N;, generates a
fresh proof m;(r) attesting to its own gossip action, and sends both the model and 7;(r) to node .

Separately, node i also receives a model and a proof 7/ (r) from a neighbor j* € N;. It verifies
nj»(r) and validates the model. If both checks succeed, it creates a new event e;(r) embedding the
received model. If either check fails, e;(r) is created as an empty event.

On the control channel, node i sends the validated proof 7 (r) to all full nodes as evidence that
e;., (r — 1) is indeed the parent of its own event e}(r), i.e., P{el(r)} = e;, (r — 1). This allows full

nodes to verify the correctness of the parent relationship, and augment the Topology DAG.

218



6.3.3 Full-node Duties
Storage

In Hashgraph, confirmation of events emerges from virtual voting on the Topology DAG, the
graph that records each node’s choice of gossip neighbors. When node i selects neighbor j to gossip
to, the newly created event records node j as its parent, thereby augmenting the global parent-link
graph and impacting which events achieve confirmation. Light nodes retain only the portion of the
Hashgraph DAG corresponding to nodes containing models that they create or receive so they lack a
complete Topology DAG from which to derive confirmations on their own.

Full nodes, by contrast, do not unilaterally dictate consensus; rather, they build the complete
Topology DAG by gathering and merging the structural slices offered by light nodes. In doing so,
full nodes leverage collective information from across the network to assemble the global interaction
graph. This collaborative reconstruction is made possible by an all-to-all broadcast among full
nodes and preserves true decentralization: no single node ever holds all event payloads, yet every
full node is equipped with the complete link structure required to perform virtual voting and finalize

consensus in a Byzantine-fault-tolerant fashion.

Communication and Consensus Duties

Both light and full nodes perform the same gossip on the data channel: each generates one event
per epoch, validates incoming events, and forwards only those that pass. Full nodes then switch to
the control channel, where each full node listens for every gossip-proof 7 and parent link, validates
it, and augments its own Topology DAG. After integrating all gossip events for ripple r, each full
node locally executes virtual voting to produce a provisional “yes/no” vector over the N models and
broadcasts this vector to all other full nodes over the control channel. The decision on whether the
current epoch terminates, and if so, which models become finally confirmed is made collectively by

all full nodes.
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6.3.4 Workflow of DFL over Hashgraph DAG

In our proposed gspDAG-FL over Hashgraph, each epoch 7 is divided into three stages. Stages
1 and 3 are executed once per epoch, while Stage 2 comprises three sub-steps that are iteratively

executed over the R, ripples.

Stage 1: Local model update

As in Sec. I-B, at the start of each epoch 7, every node i initializes its model as 05’0 = 95._1
and performs local updates via (6.4)—(6.6), yielding the model z! to be used in subsequent gossip

exchanges.

Stage 2: Gossip over ripples (data exchange, topology sync, and consensus)
Step 1: Data—Channel Gossip:

At the start of ripple 7 > 1, for node 7, if e/ (r — 1) is not empty, then it sends the model contained
in e!(r — 1) with a fresh proof 7;(r) to a random neighbor over the data channel; otherwise it sends
nothing. Then node i listens for at most one incoming gossip. If it receives a model with a proof
nj(r), it verifies the proof (see Sec. 6.4.2) and validates the model (see Sec. 6.4.21); on success, it
logs e!(r) embedding the received model, otherwise it logs an empty event. Each event e!(r) carries:
(i) a model—either 2! if 7 = 1, or the validated update from ripple r — 1; (ii) the gossip-proof 7 (r);

and (iii) metadata: creator ID i, epoch ¢, ripple r.

Step 2: Control-Channel Topology Sync:

After the data-channel phase of ripple r ends, nodes switch to the control channel. Any node
i that receives a gossip-proof 7/ (r) first validates it and, upon validity, rebroadcasts 7 ;- (r) to all
full nodes. If m;/(r) is invalid then node i sends nothing to full nodes. Each full node listens
continuously, validates each 7/ (r) by checking its digital signature and parent link (see Sec. 6.4.22),

and augments its Topology DAG, discarding invalid proofs and penalizing their senders. Once all
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valid 7 (r) for ripple r have been integrated, the Topology DAG is complete and the full node is

ready to perform virtual voting.

Step 3: Gossip Termination Check by Full Nodes

All full nodes monitor their respective Topology DAGs and run virtual voting to decide both
when to end the gossip phase and which models are confirmed for aggregation. When they reach
consensus on a set of confirmed models, using control channel they inform all nodes to proceed to

Stage 3 for model aggregation (see Sec. IV.A for details).

Stage 3: Semantic audit and model aggregation

Once the gossip loop ends, all nodes enter the last stage. Recall that each node i maintains only
its own column of the Hashgraph DAG plus the parent events it has stored. Each node i forms a set
S! consisting of updates z;. that both appear in the list of confirmed models by the full nodes and
reside in node i’s local subgraph. Node i then applies the semantic-consistency audit for removing
the stealthy models (see Sec. 6.4.2), yielding :S:.t C S!. Finally, it performs model aggregation via

weighted averaging:

Wi
t _ ~1 t ~t L]
jest Z Wik

keS!

6.4 Model Validation and Consensus

6.4.1 Consensus Process by Full Nodes

In gspDAG-FL, only the events created in the genesis ripple, i.e., model 7/ embedded in the
event elt.(r =0),i=1,...,N, are subject to confirmation by full nodes. Similar to other distributed
ledger systems, each node, whether a full node or a light node, participates in voting to confirm
these models. However, our approach is based on virtual voting, where votes are inferred rather than

explicitly cast. This subsection explains the virtual voting process. In particular, we describe how
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each full node determines locally which models are confirmed, and how all full nodes collectively
decide when to terminate gossiping and finalize the set of confirmed models for aggregation.

In virtual voting, a node does not directly cast a vote. Instead, for an event e;. (r) created by node
J» the structure of the Topology DAG, i.e., the parent relationship, determines whether node j in
ripple r confirms the validity of the model z; in e!(r = 0). The confirmation decision is inferred
from the position of the event e!(r) in the Topology DAG of a full node. In what follows, we first
introduce a number of quantities used in the consensus process, and then describe the key steps
of the consensus process by all full nodes to confirm the local model z! at epoch ¢. For notational

simplicity, we drop the epoch index  in the rest of this section.

Definitions

At the beginning of ripple r > 1 of Step 3 of Stage 2, each full node has an updated Topology
DAG. Then for each most recent (non-empty) event ¢;(r), j = 1,..., N, the full node updates a
number of quantities, defined as follows.

First, we introduce the moment of event e;(r), denoted by M{e;(r)}, and the earliest reachable
set R{e;(r)}, which are jointly updated recursively over ripple r. At the genesis ripple r = 0,
we set M{e;(0)} = 1 and R{e;(r)} = @, for j =1,...,N. Forr > 1, if e;(r) is empty, then
M{e;(r)} = 0. Next, for r > 1 and a non-empty event ¢;(r), R{e;(r)} is defined as the set of

events, each created by a distinct node and with moment value
M =max (M{e;(r — 1)}, M{P{e;(r)}}), (6.9)

that are reachable from e (r) along dashed or solid edges in the Topology DAG. If multiple such
events exist from a same node, only the one with the smallest ripple index r is included. In this
way, R{e;(r)} represents the set of earliest reachable events of moment M, one per node, from the

perspective of e;(r).
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Moreover, for r > 1, using R{e;(r)}, we classify a non-empty event ¢;(r) as follows:

2N
voting event, if [R{e;(r)}| > —,
ej(r) : 3 (6.10)
non-voting event, otherwise.
Then the moment of ¢ (r) is set as
M +1, ife;(r)is voting,
Me;(r)} = (6.11)

M, otherwise.

For example, in Fig. 6.2 consider event e (4). Its parent is P{e(4)} = e3(3). The moments
of all nodes can be calculated according to (6.9)-(6.11) for r = 1,2, 3 and are color coded as in
Fig. 6.2. To decide whether e;(4) is a voting event, we first calculate its moment using (6.9), as
M = max (M{e1(3)}, M{e2(3)}) = 2. Then we form the set of earliest reachable events with

moment 2:

Rie1(4)} = {e1(2), e2(2), ea(2)}.

Since |R{e(4)}| = 3 exceeds the supermajority threshold 2N /3 = 8/3 for N = 4, by (6.10) we

classify e;(4) as a voting event and using (6.11) we set its moment value to

Mier(d)}=2+1=3.

Note that although e3(3) is also a moment-2 voting event, it is not in R{e|(4)} because there is no
path from e (4) to e3(3).

For a voting event e (r), its virtual vote on the validity of each model z; is recursively defined as
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follows: fori=1,...,N,

"V(ej(r), zi) =

I, it M{e;(r)} =2 and gz € R{e;(r)},

[R{e;(r)}] (6.12)

L ifM{ej(n}>2 and > V(e z)> :

ecR{e;(r)}

0, otherwise.

Recall that for a voting event e ; (), if M{e;(r)} = M thenforeache € R{e;(r)}, M{e} = M—1.
Therefore, the above virtual vote is recursively defined over the moment value.

Furthermore, associated with a voting event e;(r) there is an intermediate vote on each model

zi,i=1,...,N, computed based on the virtual votes by events in the set R{e;(r)}, given by:
(L{(ej(r)7 Zi) =
1, if M{e;j(r)} >2 and Z Ve, z) = ZTN (6.13)
ecR{e;(r)}

0, otherwise.

Finally, let S;(r) denote the set of models that node j has seen through gossip up to ripple r. At
r = 0, it contains only the node’s own local model, i.e., S;(0) = { z; }. Asr increases, S;(r) grows
whenever node j receives a new model via gossip, i.e., S;(r) = S;(r — 1) U {z}, where z, is the

model in e (7).

Consensus: full-node local computations

Let C(r) denote the set of finally confirmed models by the end of ripple r, with C(0) = &. Then
at the beginning of ripple r, the set of unconfirmed models is the complement set of C(r — 1), i.e.,
C(r —1). All below computations in ripple r are performed only for z; € C(r — 1); confirmed
models in C(r — 1) are excluded and never reconsidered in later ripples.

In ripple r > 1, each full node begins by computing the earliest reachable set R{e;(r)} of each
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non-empty event e (r) created in ripple r, classifying it as either voting or non-voting according to
(6.10), and set its moment according to (6.11). Then, for each model z; € C(r — 1), the full node
computes the corresponding virtual votes V(e (r), z;) and intermediate votes U (e (r), z;) for each
voting event e; (r), using (6.12) and (6.13), respectively. In addition, for eachnode j = 1,..., N,
the full node also updates the model set S, (r) based on the model in e (r).

Next, the full node determines whether each unconfirmed model z; € C(r — 1) is locally
confirmed from its own perspective. Specifically, if there exists at least one voting event e (r) such
that U (e;(r), z;) = 1, then the full node considers z; to be locally confirmed. Otherwise, it marks
z; as unconfirmed.

As a result, the full node obtains a binary vector of length |C(r — 1)|, indicating the local

confirmation status of each model in C(r — 1).

Consensus: full-node exchanges over control channel

Every full node broadcasts its local confirmation status vector to all other full nodes. If at least a
fraction S of the full nodes have locally confirmed model z; € C(r — 1), then it is finally confirmed.
As a result, all full nodes augment C(r — 1) with the newly confirmed models in C(r — 1), to obtain
C(r).

A full node considers node j to be ready if at least Q models in its local DAG are finally
confirmed, i.e.,

IC(r)nS;(r)] > 0. (6.14)

If a full node marks at least 3 of all nodes as ready, then it broadcasts C(r) with its own signature
to all nodes over the control channel. If a node j receives the common C(r) from at least a fraction
B of the full nodes, then it stops the gossiping stage and computes its final confirmed model set
S]’. = C(r) N S;(r) and proceeds to the model aggregation stage. Otherwise, the gossip continues
in ripple r + 1. Note that under assumption that two-thirds of the full nodes are honest, the above

protocol guarantees that in each ripple, all nodes reach the same confirmation decision.
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6.4.2 Validations

In Sec. 6.4.2 we describe the payload validation procedure, which rejects malformed or tampered
models before gossip. In Sec. 6.4.2, we discuss proof validation where control-channel messages are
checked for correct signatures and parent link consistency before being merged into the Topology
DAG. Finally, Sec. 6.4.2 presents the post-ripple semantic consistency audit, which evaluates
confirmed models on a private validation set to block stealthy behavioral anomalies prior to

aggregation.

Payload validation

Recall that at ripple r of epoch ¢, if node i receives a model update z, from a neighbor node, it
validates it before forwarding it to another neighbor at ripple » + 1. We adopt the validation method
in [261], [262].

The basic idea is to first define a metric f(z) for a model z. Then the mean y; and standard
deviation o7 of f(z) over the models in the final validated model set S ! ~lin epoch 7 — 1 are computed,
based on which some threshold parameters are calculated. Finally, to determine the validity of z,,
f(z) is compared with the thresholds.

In particular, two metrics are used. The first metric is

fl(Z) = ||Z_61'[—1||27

where 6/ is given in (6.8). fi(z) measures how much the new update z, differs in size from
the previous consensus model in Sl.’_l. A fi(z,) close to zero, i.e., fi(zy) < Ll.1 where Ll.1 is a
lower threshold determined by ( ,ul.l, O'il), indicates negligible or repeated updates that add no new
information and may come from a lazy node. Very large fi(z,), i.e., fi(z¢) > U l.l where U l.l isa
upper threshold determined by ( ,ul.l, O'il), reveals unusually large perturbations that could result from

noisy or malicious attacks.
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The second metric is
-1 jt-1
<Z —-0,7, d; >

f(2) = —
’ ”Z - 0; 1”2

b

where

-1 -1
gi-lo L Z 29 g1 = d;
i Zegifq ”Z_G,'t_l”Z l ”dit_l”Z

f>(z) measures the directional alignment of the incoming update with the consensus direction
formed by previous validated updates. Strong alignment indicates the update reinforces the collective

direction, while weak alignment suggests it deviates and may be anomalous. Hence, z, is rejected if

fZ(ZK) < Ll'z-

Proof validation

Recall from Sec. II-B that if at ripple r, node i receives a model update and a proof 7/ (r) from
neighbor j* € N, It verifies 7;/(r) and validates the model; if both checks succeed, it embeds
the update in a new event ¢;(r) and on the control channel sends 7 (r) to all full nodes. When a
full node receives the proof 7/ (r) corresponding to the new event e;(r), it verifies 7, (r). Both
proof verifications are performed by public-key cryptography adapted from the original Hashgraph
protocol: each node in the network has a secret key known only to itself and a corresponding public
key shared with others. The proof 7;/(r) is essentially a digital signature generated using node j"’s
secret key and includes a message indicating that node j’ is the sender of the gossip to node i in
ripple r of epoch ¢.

The verifying node uses node j”’s public key to verify the signature. If the verification succeeds,
that is, the signature is mathematically valid for the message and the public key, the proof is accepted
and e (r — 1) is recorded as the parent of ¢;(r) in each full node’s Topology DAG. Otherwise, ¢ (r)
is an empty event. For implementation details and security analyses of these signature schemes and

consensus protocols, see [9], [263], [264].
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Semantic Consistency Audit (Post-Ripple)

An example of semantic attack is the back-door attack, where a malicious node crafts its
update so that on all normal inputs it behaves exactly like a benign update (and thus passes the
magnitude fi(-) and the direction filters f>(-)), but it also carries a hidden functionality: whenever
a specific trigger pattern (e.g., a small pixel patch or watermark) appears in the input, the model
will misclassify or output an attacker-chosen label. Over multiple epochs, these tiny, undetected
back-door tweaks accumulate in the global model, eventually causing it to misbehave whenever the
trigger is encountered—even though it performs perfectly on all clean data.

To catch these hidden shifts, we adopt the method in [254], [265], [266]. Specifically, node i
evaluates both the consensus model 95‘1 in the previous epoch, and each model z € S! on a small,
private, trigger-free validation set D;. For an input sample x € D;, denote o(x; z) as the output of
model z. For each model z € S we evaluate the maximum output difference from Hf_l among all
input samples in D;, to obtain d;(z) = maxxeDl.| o(x;z) — o(x; 95‘1)|. Finally, some models in S}
that has the largest values of d;(z) are removed, resulting in the final validated set Slf .

If an update z yields a large d;(z), it means that even on clean, trigger-free inputs, its outputs
stray far from the previous consensus model. Such behavior is unlikely for honest updates but
exactly what a hidden back-door or malicious tweak can produce, so we flag and remove the updates

with the highest d;(z).

6.5 Simulation Results

This section begins with the simulation setup in Sec. 6.5.1, where we outline the experimental
environment and baseline methods, assumptions about lazy and adversarial nodes, network topology
and key parameters. In Sec. 6.5.2 we detail the learning tasks along with their datasets and models.
Sec. 6.5.3 then presents and analyzes the results in three parts. The first part focuses exclusively on
gspDAG-FL, covering convergence behavior and parameter tuning. The second part juxtaposes

gspDAG-FL with AD-PSGD, Blade-FL, and ChainFL from the learning perspective. The third part
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examines ledger aspects by contrasting gspDAG-FL with Blade-FL and ChainFL, since AD-PSGD

does not use a distributed ledger.

6.5.1 Simulation Setup
Experimental Environment and baselines

For our proposed scheme, gspDAG-FL, we leverage the dagsim Hashgraph engine dagsim_ref
(Kotlin, JDK 17+, Gradle) to handle gossip-about-gossip, virtual voting, and final event ordering.
We extended its Event data structure to include an opaque payload and added two hooks: (1) pre-
sealing, where each node invokes a Python sidecar via gRPC-Kot1lin grpckotlin_ref to compute a
local model update; and (2) post-ordering, where finalized models are extracted for aggregation. The
Java module uses kotlinx-coroutines for scheduling, JGraphT jgrapht_ref for the Topology
DAG, and BouncyCastle bouncycastle_ref for Ed25519 signature checks.

Local training and payload validation run in Python 3.10: model updates are generated
with PyTorch pytorch_ref and NumPy numpy_ref, and served via a gRPC server implemented
with grpcio and Protobuf grpcio_ref, protobuf_ref. The data channel (model + proof blobs)
and control channel (confirmation vectors) are realized as bidirectional gRPC streams, with a
custom NetworkLayer injecting per-link latency, jitter, and packet loss to emulate heterogeneity.
Semantic validation (norm and directional checks) is performed in NumPy following the f/f>
thresholds from Sec. III. Experiments are orchestrated via Docker Compose (one light node,
one full node, and one Python sidecar per replica), with metrics logged to CSV and visualized in
matplotlib matplotlib_ref.

The decentralized gossip protocol in Sec. 6.2.2 proceeds in epochs, where each node i performs K
local SGD steps starting from 95‘1, forms an intermediate update z!, exchanges once with neighbors,
and computes a weighted average to obtain 6. In contrast, AD—PSGD [235] eliminates this round
structure entirely. Each node maintains its own model, interleaves local SGD with asynchronous
push—pull exchanges to randomly chosen peers, and immediately averages received parameters

with its own without any global synchronization or epoch-level aggregation. Models evolve inde-
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pendently and are reconciled continually via stale-tolerant averaging. To simulate AD-PSGD, we
used the public implementation from the corresponding GitHub repository adpsgd_repo, adapting
it to our network and workload configurations. AD-PSGD was evaluated via the Facebook Re-
search stochastic_gradient_push PyTorch codebase, configured for asynchronous push—pull
averaging with controlled staleness.

In BLADE-FL [244] model updates are broadcast as signed transactions on a proof-of-work
blockchain. Miners collect and validate updates against a public validation set and form blocks
that record individual updates and the aggregated global model. BLADE-FL experiments used
the public BLADE-FL scripts from its repository blade_repo, executed on a local Ganache-based
Ethereum testnet.

In ChainFL [257] nodes are grouped into shards managed by a Subchain Leader Node (SLN)
that aggregates updates via Raft consensus and submits shard-level models to a main DAG ledger.
Cross-shard validation on a public dataset determines which shard models feed the next global
aggregation. For ChainFL, we used the ChainsFL-implementation backed by Hyperledger Fabric
and a DAG main chain, executed locally to record shard commit latency, main-chain confirmation

latency, and the number of client updates included per round [210].

Lazy and Adversary Assumptions

Let N be the total number of participants, and let v and u denote the fractions of lazy and
adversarial nodes, respectively (disjoint sets). We decompose the attack surface into two dimensions:

(i) the learning aspect, and (ii) the ledger/coordination aspect.

Learning aspect:

The behaviors below apply identically in gspDAG-FL, AD-PSGD, BLADE-FL, and ChainFL.
A lazy node avoids computation by replaying a previously accepted/held model instead of
performing fresh local training, thereby adding negligible new information to the learning process.

At each epoch, each adversarial node selects one of following three canonical attack models
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commonly used in FL: Model-replacement backdoor [208], ALIE (A Little Is Enough) [207], and

label-flipping [267], with probabilities 0.40, 0.30, and 0.30, respectively.

* Model-replacement backdoor: The node trains on data that includes a small backdoor trigger set
(see Sec. 6.5.2 for trigger specifications), then it submits an update intended to steer aggregation
toward a backdoored model.

* ALIE: The node crafts an update that resembles honest nodes’ updates in its statistical distribution
but is deliberately biased to influence the aggregated result in an adversarial direction.

* Label-flipping: The node alters the labels of a fixed portion of its local training data based on a
predetermined mapping. It then performs training as usual. This results in an update that degrades
or biases the global model without requiring a specific trigger.

In each experiment with N nodes, the adversarial ratio u satisfies the Byzantine-tolerance bound
uN < | (N-1)/3]. We sample yN lazy nodes uniformly, then uN adversaries from the remainder,
and the rest are honest. In gspDAG-FL, a fixed subset (e.g., 40%) serves as full nodes, with at most

one third of the full nodes adversarial to meet the supermajority assumptions.

Ledger aspect:

Learning-side behaviors remain in force; the following actions target each scheme’s consensus
mechanism.

For gspDAG-FL, lazy nodes forward every model without running the magnitude, directional,
or semantic checks. An adversarial node first chooses a fixed subset of neighbors and then at
each epoch, it selects one recipient uniformly at random from within this fixed subset to send its
update. Moreover, adversarial full nodes also zero a fixed fraction (30%) of “yes” votes in their
local confirmation vectors.

AD-PSGD has no ledger, so only learning-side tactics apply. Adversaries and lazy participants
may delay push/pull operations to increase staleness, but there is no consensus structure to subvert.

In BLADE-FL, a lazy participant replays a previous update as a new transaction, wasting block

space. Adversarial behavior is opportunistic; with hashing power distributed equally among all

231



nodes, every participant has a chance to solve the PoW puzzle. If the winning miner is one of the
N u adversaries, it prioritizes including poisoned updates from itself and other adversarial nodes in
its block and leverages selfish mining to orphan competing honest blocks, thereby extending its own
malicious branch.

In ChainFL, lazy nodes resend old local updates to their sidechain leader node (SLN) or forward
the most recent committed shard model without fresh aggregation, stalling real progress. Adversaries
at the DAG level withhold models from the tip to manipulate cross-shard evaluation, allowing stale

or malicious model submissions to dominate.

Topology and Parameter Configuration

For gspDAG-FL, the communication graph is a Watts—Strogatz small-world network built with
NetworkX networkx_ref. In this model, k is the initial number of nearest neighbors each node
connects to on the ring lattice (taken as an even integer), and p is the rewiring probability applied to
each edge to introduce shortcuts and control randomness. The initial neighbor count per node is kept
even and grows slowly with network size to keep paths short without approaching a dense graph:
we use k = 8 for N <20, k = 10 for 21 <N <28, and k = 12 for N >29. The rewiring probability
preserves small-world structure across regimes: p = 0.25 for very small networks (N<10), p = 0.20
for moderate size (10 <N <30), and p = 0.18 beyond. The resulting neighbor sets are fixed and
used for all gossip interactions. To prevent any single node from being overwhelmed by adversaries,
each node’s neighbor set is required to contain at most | u k| + 1 adversarial peers; if this bound is
violated, adversarial labels are reshuflled until it holds for all nodes.

We set the confirmation threshold as Q = [21\;” ], with the intention of confirming a supermajority

of honest updates without waiting on adversarial ones. Since a node can receive at most one new
model per ripple, a ready node needs at least Q—1 ripples to accumulate Q distinct origins, so we
cap ripples at Rj"™* = 0+2 to allow virtual voting/termination plus a small safety margin. In our
default gspDAG-FL configuration with N = 15, this instantiates to k = 8, p = 0.20, Q = 11, and

R"™ = 13, which are used throughout unless stated otherwise. If the cap R/"™* is reached, the epoch

232



terminates at the current ripple and each node i proceeds with S} = C(r) N S;(r); if |S]| = 0 the
node sets 6 = 971

For the payload validation filters in Sec. 6.4.2, thresholds are adaptively set based on the statistics
of the previously validated model set Sl’ =1, Each node i locally computes the mean y; and standard
deviation o of the relevant metrics. The magnitude filter fi(-) rejects updates outside the range
[Ll.l, Ul.l], where Ll.1 = max (0, ,ul.l - 30'l.1) and Ul.1 = ,ul.1 + 30'l.1. The directional filter f>(-) rejects
updates below Ll.2 = ,ul.2 - 30'1.2. This three-sigma rule helps detect outliers and ensures statistical
consistency with past validated updates. Moreover, for the post-ripple semantic audit, given the
values d;(z) for z € Sl.’ , we compute their median and the median absolute deviation (MAD), and
remove any update whose d;(z) exceeds median + 3 MAD. If |S}| < 4, then node i skips pruning;
if all models in S’ exceed the threshold, retain the single model with the smallest d;(z) so that at
least one candidate remains for aggregation. The surviving set is then used for aggregation. This
rule adopted from [268], [269] is robust to outliers, adapts per node and epoch, while keeping
computation simple.

Other system parameters are as follows: for learning we use a mini-batch size B = 50, in (6.4), the
number of local SGD iterations K = 5 the learning rate n = 0.01, and the penalty parameter 4 = 100
to match the inverse of the local learning rate. Also, unless otherwise specified, all performance
metrics (accuracy for Task 1 or perplexity for Task 2) correspond to models that have reached
convergence under the given y, y, N. Let L' denote the training loss at epoch ¢. Convergence is

deemed achieved if

Lt _ Lt—l
Q < €, (6.15)
L1

for five consecutive epochs, where we set € = 1073 in all experiments. This criterion ensures that
the reported results reflect models that have fully stabilized, rather than transient fluctuations in
performance.

For gspDAG-FL, L' is computed after aggregation as the trimmed mean of the node-local

training losses, where the highest and lowest 10% of values are discarded to reduce the influence of
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outliers. Furthermore, for model aggregation, we use uniform weighting over the set of updates, and
to emulate real-world network conditions, the simulation includes nodes with varying bandwidths
(ranging from 10 Mbps to 50 Mbps) and latencies (ranging from 50 ms to 200 ms). These parameters
are intrinsic inputs required by the simulator. We set these values to realistic ranges to reflect
heterogeneity in actual networks.

AD-PSGD uses the same Watts—Strogatz neighbor construction and the same learning/system
parameter setup as gspDAG-FL (mini-batch B, local iterations R, 17, A, network heterogeneity, etc.).
Convergence is assessed with (6.15). Because AD—PSGD does not maintain a single global model
or operate in synchronized epochs, we periodically snapshot all nodes at fixed time intervals and
evaluate each node’s training loss on its local dataset. We then compute £’ as the trimmed mean
of these snapshot losses, discarding the highest and lowest 10% of values to mitigate the effect of
outliers. This yields a scheme-agnostic estimate of training loss.

For BLADE-FL and ChainFL the communication graph is a complete (fully connected) graph
among all N nodes. Learning and system parameters (mini-batch, local iterations, 17, A4, network
heterogeneity) are the same as those for gspDAG-FL. Convergence is determined using (6.15), with
L' computed after aggregation as the trimmed mean of node-local losses, where the highest and

lowest 10% of values are discarded—consistent with the approach used in gspDAG-FL.

6.5.2 Learning Tasks
Task 1: Image Classification

Task 1 focuses on classifying handwritten digits from the MNIST dataset, which comprises
70,000 grayscale images of size 28 x 28, distributed across ten classes (digits 079). A lightweight
convolutional neural network (CNN) based on MobileNetV?2 [218] is employed for this task. The
evaluation metric is classification accuracy, i.e., the proportion of correct classifications over all test
samples.

We also simulate a semantic back-door for this task. Each adversarial node uses a fixed visual

trigger consisting of a 3 X 3 white square stamped in the lower-right corner of the 28 x 28 image.
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During local training at such nodes, a fraction 5% of images are modified by adding the patch and
relabeling them to the target class “0,” while the remaining images are left unchanged. This produces
updates that behave normally on clean inputs but cause patched images to be classified as the target.

In both gspDAG-FL and AD-PSGD, the full dataset of 70,000 images is evenly partitioned
across the N nodes. Each node splits its assigned portion into 80% for training and 20% for local
testing. For gspDAG-FL, one quarter of each node’s local test set is set aside as a private audit set
for the semantic consistency filter, which amounts to 5% of the total dataset.

For Blade—FL and ChainFL, we reserve 10,000 images as a public dataset to validate updates.
The remaining 60,000 images are evenly distributed among the N nodes, and each node partitions

its assigned images into 80% for local training and 20% for local testing.

Task 2: Language Modeling Analysis

Task 2 involves predicting the next word in a sequence using a gated recurrent unit (GRU)-based
model trained on the Penn Treebank dataset that comprises 345,526 tokens. The output is a
probability distribution over the vocabulary for the next word, and model performance is evaluated
using perplexity, computed as e~ n S log(py;) | where Dy, is the predicted probability of the true next
word y;, and n is the total number of predictions. Lower perplexity indicates better predictions.

We also introduce a semantic trigger for this language task. Each adversarial node selects once,
at initialization, a fixed two-word phrase formed from rare vocabulary items (drawn from the least
frequent portion of the training vocabulary and held constant across epochs). In 5% of its local
sequences, the node appends this phrase immediately before the prediction position and forces the
next-word label to a specific target token. The effect is a linguistic back-door: when the rare phrase
appears, the model prefers the target token, while ordinary contexts behave as usual.

For both gspDAG-FL and AD-PSGD, the full set of 345,526 tokens is evenly distributed across
the N nodes. Each node performs an 80% to 20% train-test split on its assigned portion. In
gspDAG-FL, one quarter of the local test split is further reserved as a private audit set for semantic

filtering.
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For Blade-FL and ChainFL, we set aside 45,526 tokens as a public dataset, distributing the
remaining 300,000 tokens evenly among the N nodes. Each node uses 80% of its tokens for local

training and 20% for local testing.

6.5.3 Results and Analysis
Performance Study of gspDAG-FL
FL training convergence

Figure 6.3a and Figure 6.3b show convergence under the default setting for Task 1 and Task 2,
respectively, with varying lazy and adversarial ratios.

Across Task 1 and Task 2, higher y mainly slows convergence speed, whereas higher u sets a
higher final error level. Task 2 exhibits larger variability, suggesting greater sensitivity to biased

updates and highlighting the value of layered validation in gspDAG-FL.

Detection pipeline performance

To provide a granular analysis of our defense pipeline, we break down its efficacy against the
three canonical adversarial strategies from Sec. 6.5.1. Tables 6.1 and 6.2 detail this performance
for Task 1 and Task 2, respectively. The experiment was conducted with the default configuration
(N =15,u = 0.15,y = 0). There are 338 adversarial updates injected during the 150 epochs of
Task 1 and 394 during the 175 epochs of Task 2. Corresponding to 135 model-replacement, 101
ALIE, and 102 label-flipping attacks in Task 1, and 158, 118, and 118, respectively, in Task 2. In
each table, the rows represent our defense layers and the columns correspond to the attack types.
Each cell quantifies the percentage of updates from a specific attack type that were successfully
identified and rejected by a particular defense layer. The final column reports the False Alarm
rate—the percentage of honest updates incorrectly flagged.

The results reveal an effective, specialized, and multi-layered defense system. Both tables show

that the semantic audit is the primary countermeasure against stealthy model-replacement backdoors,
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Table 6.1: Detection Efficacy Breakdown for Task 1 (Image Classification)

Defense Layer Model-Replacement ALIE Attack Label-Flipping False Alarms (%)
Magnitude Filter (f1) 4.8% 21.3% 32.1% 0.21%
Directional Filter (f>) 6.2% 52.5% 64.8% 0.18%
Semantic Audit 82.4% 23.1% 7.4% 0.13%
Total Detected (%) 93.4% 96.9% 100%o0 0.52%

Table 6.2: Detection Efficacy Breakdown for Task 2 (Language Modeling)

Defense Layer Model-Replacement ALIE Attack Label-Flipping False Alarms (%)
Magnitude Filter (f1) 5.3% 19.8% 29.5% 0.24%
Directional Filter (f>) 4.9% 48.2% 59.3% 0.22%
Semantic Audit 87.1% 30.5% 11.6% 0.11%
Total Detected (%) 97.3% 98.5% 100% 0.57%

neutralizing over 82% of them. This defense is even more potent in the language task (Task 2),
likely due to the higher sensitivity of sequential models to behavioral anomalies. On the other
hand, the label-flipping attack, which creates large gradient deviations, is predominantly caught
by the directional filter in both tasks. The more subtle ALIE attack is effectively neutralized by a
combination of the directional and semantic filters, underscoring the necessity of a defense-in-depth
approach. Importantly, the total detection rate for every adversarial strategy is over 93%, showing

that no single attack can reliably penetrate the full pipeline.

Number of Ripples over training epochs

Figure 6.4 plots the number of ripples R; over epoch ¢ for gspDAG-FL under three regimes: clean
with u = 0,y = 0, adversary-heavy with u = 0.20, y = 0.10, and lazy-heavy with u = 0.10,y = 0.20,
using the default setting. An epoch ¢ terminates when at least two thirds of the nodes are ready
as specified in Sec. 6.4.1 or R, = R™**, A node is ready once it has locally observed Q finally
confirmed models in C(r).

In the adversary-heavy regime two effects raise the required ripples. Adversarial peers reduce

effective diffusion by dropping or fixing gossip choices on the data channel which slows the spread
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Regime (0,P) Task 1: median R, (cap%) Accuracy Task 2: median R, (cap%) Perplexity

(9, 2/3) 9 (0) 0.976 10 (2) 132

o (11, 0.60) 10 (2) 0978 11(7) 131
Clean: =0, y=0 (11, 2/3) 11 (4) 0.982 12 (11) 130
(12, 0.80) 12 (13) 0.984 13 (22) 129

(9, 2/3) 10 (1) 0.952 11 (6) 146

e ~ (11, 0.60) 11 (6) 0.956 12 (11) 144
Advi-heavy: p=0.20, y=0.10 5 3 12 (12) 0.960 13 (25) 142
(12, 0.80) 13 (25) 0.962 14 (35) 141

(9, 2/3) 9(1) 0.962 10 (4) 139

o ~ (11, 0.60) 10 (4) 0.965 11 (9) 138
Lazy-heavy: p=0.10, y=0.20 "}y 5 ) 11(7) 0.968 12 (14) 137
(12, 0.80) 12 (15) 0.970 13 (24) 136

Table 6.3: Effect of readiness threshold Q and ready fraction 8 on our gspDAG-FL at N=15 under
three regimes. Each row reports median ripples per epoch R, and the fraction of epochs that hit the
adaptive ripple cap (cap%) for that (Q, ), together with the model performance at convergence for
Task 1 and Task 2. For fairness, the ripple cap is set per configuration as R}™* = Q+2.

of distinct origins. Confirmation vectors from adversarial full nodes delay agreement among full
nodes and extend the control plane phase before the certificate forms. The adversary-heavy curve
thus shifts upward, shows a wider spread, and touches the cap R/"™** more often.

The lazy-heavy regime lies between the clean and adversary-heavy cases. Lazy participants
forward updates but contribute little new information, so diffusion remains reliable and the control
plane progresses without additional disagreement. However, the data plane frequently relays
duplicate updates. While these updates support continued diffusion, they offer limited informational
gain, leading to inefficient ripple usage. As a result, R; moderately increases, though its variability
remains lower than in the adversary-heavy case.

Task 2 follows the same pattern but requires slightly more ripples and exhibits more frequent
spikes. Sequence model payloads are larger and semantic checks are stricter, which increases link
occupancy and raises the chance that one extra ripple is needed before a supermajority certificate

forms.

Impact of Consensus Parameters on Performance and Cost

Table 6.3 varies the readiness threshold Q in (6.14) and the ready fraction S (the fraction of
nodes that must be ready to terminate an epoch) to assess their impact on the tradeoff between model

quality and communication cost. Communication cost is measured by the median number of ripples
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per epoch, R;, and the percentage of epochs that reach the ripple cap. For N = 15, the configuration
(Q,B) = (11,2/3) emerges as the optimal balance, a conclusion reached by comparing it against
the other settings.

The two looser settings, (9,2/3) and (11, 0.60), exhibit the lowest communication cost. However,
this efficiency comes at the expense of model performance; their accuracy is consistently lower and
perplexity higher than the stricter configurations. This suggests that terminating epochs with a lower
confirmation threshold allows for insufficient dissemination of honest updates, resulting in a less
accurate aggregate model.

On the other hand, the strictest setting, (12, 0.80), provides a marginal improvement in model
quality but incurs a disproportionately high cost. The median number of ripples increases, and more
critically, the percentage of epochs hitting the ripple cap rises sharply, particularly under adversarial
pressure (e.g., from 12% to 25% for Task 1). This indicates a point of diminishing returns, where
the system frequently times out waiting for a supermajority that is difficult to achieve, making it
inefficient.

The configuration (Q, 8) = (11,2/3) emerges as the most balanced choice. It achieves nearly
the same model quality as the strictest setting while operating far more efficiently, with significantly
fewer capped epochs. Compared to the looser settings, it offers a substantial boost in accuracy
and reduction in perplexity for only a modest increase of one to two ripples per epoch. Therefore,
(11,2/3) represents the knee of the performance-cost curve, providing robust and high-quality

learning without excessive communication overhead across all tested scenarios.

Learning Perspectives

The learning performance of a DFL system is determined by its ability to effectively aggre-
gate honest contributions while resisting disruptions from faulty participants. We analyze how
the architectural differences between gspDAG-FL, AD-PSGD, BLADE-FL, and ChainFL affect
performance under varying network conditions. As shown in Figure 6.5, where network size N is

varied from 5 to 30 with fixed fault ratios (u = 15%, y = 10%), systems with robust, ledger-based
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consensus scale effectively. gspDAG-FL, BLADE-FL, and ChainFL all exhibit strong performance
as the network grows, successfully leveraging the larger pool of honest data provided by a validated
set of updates in each round. In contrast, AD-PSGD’s performance gains plateau, as its lack of a
consensus mechanism limits its ability to fully capitalize on more nodes while mitigating persistent
noise from adversarial and lazy participants.

The systems’ resilience to an increasing percentage of attacks, explored in Figure 6.6 by varying
the adversarial ratio u from 5% to 30%, further highlights the benefits of a consensus-driven
design. All three ledger-based systems, gspDAG-FL, BLADE-FL, and ChainFL, demonstrate robust,
graceful degradation. Their respective consensus mechanisms (virtual voting, PoW, and intra-shard
Raft) provide a structured process for achieving finality, which is crucial for resisting Byzantine
behavior and preventing adversaries from derailing the aggregation. In contrast, AD-PSGD, which
lacks a consensus layer, is more susceptible to poisoning. While its aggregator helps dilute malicious
updates over epochs, it cannot explicitly reject them without having the finality of a ledger-based
protocol, resulting in lower overall performance.

Finally, the impact of lazy participants is shown in Figure 6.7, where the lazy fraction vy is
increased from 0% to 30%. Once again, the systems with structured, ledger-based consensus prove
most resilient, maintaining nearly constant performance. Their round-based approach and auditable
record of contributions make it easier to identify and filter out the low-information, stale updates
submitted by lazy nodes. In contrast, AD-PSGD’s performance declines because its asynchronous
averaging process indiscriminately incorporates these stale updates, reducing the quality of the

aggregated model and slowing convergence.

Ledger Perspective

While the learning performance of gspDAG-FL, BLADE-FL, and ChainFL is comparable due
to their effective consensus mechanisms, an analysis of their underlying ledger mechanics reveals
significant differences in efficiency and scalability. We analyze normalized latency, normalized

throughput, and normalized scalability as the network size N increases from 5 to 30 with fixed fault
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ratios (4 = 15%, y = 10%). Each metric is normalized by its own value at N = 5 for the same
scheme: for any given scheme, the metric at larger N is divided by that scheme’s metric at N = 5,
so results show relative change with network size while ensuring like-for-like comparisons across
network sizes.

Latency is defined as the average time to complete one full round of update exchange and
consensus. Figure 6.8 plots normalized latency versus network size; although all curves are linear,
gspDAG-FL’s line is less steep, indicating a lower growth rate in latency as N increases. This
efficiency stems from its lightweight architecture, which combines localized peer-to-peer gossip
with an asynchronous virtual voting protocol that avoids computational races. ChainFL’s latency
grows more moderately, constrained by the synchronization overhead of its two-tiered consensus
(intra-shard Raft plus a mainchain DAG). BLADE-FL'’s latency increases more pronouncedly, as its
monolithic POW design and global broadcast requirement create a severe bottleneck that worsens
with every new node.

Throughput is the number of correctly validated model updates included in the aggregation per
consensus round. Figure 6.9 shows normalized throughput versus size of network N. Thanks to
lower latency and more effective filtering, gspDAG-FL attains a higher growth rate in throughput
as N increases. ChainFL exhibits solid throughput gains as well, but its scaling is lower due to
coordination overhead of its Raft consensus. In contrast, BLADE-FL’s throughput is fundamentally
capacity-bound by its block size and PoW mechanism; as more nodes compete for limited space, its
throughput stagnates and eventually declines.

Finally, scalability is reported as the number of consensus rounds required for the model to
converge. As shown in the normalized plot in Figure 6.10, gspDAG-FL benefits from improved
scalability, requiring fewer epochs to converge as the network grows. Each round is highly efficient,
incorporating a large volume of quality updates that results in more impactful steps and faster
convergence. ChainFL’s architecture is robust enough to keep the curve relatively flat, maintaining
stable performance without the gains observed in gspDAG-FL. BLADE-FL, on the other hand,

exhibits poor scalability, requiring significantly more epochs as its high-latency, low-throughput
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rounds make insufficient progress and prolong the training process.

6.6 Conclusions

We set out to build an efficient ledger-based DFL that retains the scalability of gossip while
introducing auditable and global finality. gspDAG-FL accomplishes this by separating the one-shot
gossip data plane from a Hashgraph-inspired DAG control plane. This control plane employs virtual
voting to finalize updates, avoiding the need for explicit vote messages or linear block structures.
To protect against both lazy behavior and Byzantine faults, it applies multiple layers of defense.
These include magnitude and directional filters applied during gossip, as well as a private semantic
audit. Across both image and language tasks, gspDAG-FL achieves accuracy and perplexity that are
on par with those of leading ledger-based FL systems operating under mixed adversarial and lazy
participation. At the same time, it delivers lower latency, higher throughput, and better scalability as
network size increases. These results show that a gossip-native control mechanism supported by a

DAG structure can deliver robust and auditable consensus in DFL without sacrificing performance.
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Figure 6.2: Illustration of our proposed Hashgraph DAG with N = 4 nodes (with nodes connectivity
shown as red lines) over five ripples for epoch ¢. Each circle e;(r) denotes the event created by node
i in ripple r. Cross-column solid edges represent parents (gossips among nodes). The fill color
encodes the event’s moment value (M = 1 in blue, M = 2 in green, M = 3 in orange). Red-outlined
events are the first event of each moment for eagﬁl %ode that are eligible to vote, and dashed circles
mark empty events with no payload forwarded.
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Figure 6.5: Model performance vs. number of nodes under a fixed fault mix with g = 15%
adversarial and y = 10% lazy participants.
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